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1 Introduction

1.1 General Instructions

1.1.1 Abbreviations

Abbreviation Definition

Hardware tree Graphic display of the hardware configuration in the Safety project.
HSS High Side Switch

Network Graphic image of a Safety module's the process code

PELV Protected Extra Low Voltage

Module Safety number Globally unique 4-byte safety number that serves as the address of a

Safety module

PLC application The application in the PLC
VARAN Versatile Automation Random Access Network
Cycle time The runtime of the software component of a Safety module in which the following

activities take place:

Reading inputs and storing them in the input image

Calculating the output image through the application
Providing the outputs according to the output image

Performing diverse background and administration tasks

FSoE Fail Safe over EtherCAT*

Table 1 Abbreviation Directory

1 FSoE or EtherCAT is a registered trademark of Beckhoff Automation GmbH Eiserstrasse 5 33415 Verl, Germany.
Version 4.1 Page 11
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1.1.2

Symbols Used

For warning, danger messages and informational notes, the following symbols used in the
operator documentation:

Danger of electric shock

DANGER!

Pay special attention to this instruc-
tion! In warns of imminent danger,
which can cause severe injury and
death, and provides the appropriate
measures to be taken.

Hot surface warning

On thermally conductive parts, high
temperatures can be generated
through power loss.

General warning

Describes situations that pose a dan-
ger to personnel or in which the prod-
uct or device in the surrounding area
can be damaged and lists the appro-
priate measures to take.

Important Guidelines

LBl e

Aiad

Danger for ESD-sensitive compo-
nents

Danger for ESD-sensitive compo-
nents

juud @

INFORMATION

Provides user tips, informs of special
features and identifies especially im-
portant information in the text.

Table 2 Danger and warning instructions

Page 12
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1.1.3 General Safety Guidelines

i

This “Safety System Handbook” extends the documentation. Both documents
together fulfill the requirements of an operating instruction according to the
guideline 2006/42/EG. According to guideline 2006/42/EG, the operating in-
structions are a component of a product.

e This Safety System Handbook and the documentation must therefore be
accessible in the vicinity of the machine, since it contains important in-
structions.

e The operating instruction should be included in the sale, rental or trans-
fer of the product

Please read the corresponding data sheets, operating instructions and this
system handbook thoroughly before handling Safety modules. SIGMATEK
GmbH & Co KG is not liable for damages caused through non-compliance
with these instructions or respective the regulations.

The technical data of the Safety modules and the assembly instructions, see
section 3, must be followed.

The general and special safety instructions described in the following sec-
tions, special safety instructions and technical regulations must therefore be
observed.

Subject technical changes, which improve the performance of the devices.
The following documentation represents a series of product descriptions and
does not serve to guarantee properties under the warranty.

In regard to the requirements for Safety and health connected to the use of
machines, the manufacturer must perform a risk assessment in accordance
with machine guidelines 2006/42/EG before bringing a machine to the mar-
ket.

Version 4.1
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Always use the following Safety modules of the C-DIAS and S-DIAS series
for their designated purpose.

o
1 C-DIAS: CSCP 011 /CSCP 012

CSDI 161 / CSDI 162

CSTO 081/ CSTO 082

S-DIAS: SCP 010/ SDI 100 / SRO 020 / STO 040

SCP 011 /SDI 101/ SRO 021 / SRO 022 / STO 081 / SDM
081 /SSI 021/ SIB 061/ SNC 021 / SAl 041

SCP 111/ SCP 111-S/ SCP 211

DC 061 /DC 061-1/DC 062 /DC 101/ DC 102/ ST 151

HBG 0811/ HBG 0811-K / HBG 1011/ HBG 1011-1/HBG
1011-H/HBG 1011-K / HGT 835/ HGT 835-TF / HGT 1035/
HGT 1035-H / HGT 1035-B / RBG 151 / HGT 1051 / HGW
1033-3 / HGW 0831-1 / HGW 1033-32

Page 14 07.03.2022
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1.1.4 Designated Use

The Safety functions implemented in the Safety modules are designed for use with safety-
related applications in a PLC control and meet the required conditions for safe operation in
SIL 3 according to IEC 62061 and in compliance with PL e. Cat. 4 in accordance with EN ISO
13849-1. These safety protection levels refer to 2-channel applications. In 1-channel opera-
tion some modules have lower protection levels. Please refer to the according EG type ap-
proval (TUV certificate).

A minimum safety-related system can, for example, be implemented with a CSCP 011/012
module. To operate CSDI and/or CSTO modules, a CSCP module is required however.

The instructions contained in this document must be followed.

Safety functions can only be powered by supplies that meet the requirements
for PELV in compliance with EN60294.

For error-free operation, proper transport and storage are essential.
Installation, mounting, programming, initial start-up, operation, maintenance
and discarding of the Safety module can only be performed by qualified per-
sonnel.

Qualified personnel in this context are people, who have completed training
or have trained under supervision of qualified personnel and have been au-
thorized to operate and maintain safety-related equipment, systems and facil-
ities in compliance with the strict guidelines and standards of safety technol-
ogy. The applicable environmental conditions must be maintained.

For your own safety and the safety of others, the safety modules
should be used for their designated purpose only.

Correct EMC installation is also included in the designated use.

Non-designated use consists of

e Any changes made to the Safety modules or the use of damaged mod-
ules.

e The use of the Safety modules outside of technical margins described in
these operating instructions

e The use of the Safety modules outside of the technical data described in
these operating instructions (see the "Technical data" sections of the re-
spective production).

Version 4.1 Page 15
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In addition, the Safety Guidelines in the other sections of these in-
structions must be observed. These instructions are visibly empha-
sized by symbol.

With regard to electrical safety, the requirements in the EN 60204-1 standard

apply.
e For your own safety and that of others, compliance with the environ-
mental conditions is essential.

e The control cabinet and the module carrier must be connected to earth
correctly.

e For maintenance and repairs, disconnect the system from the power
supply. Check for presence of power and protect against switching on.

1.1.5 Residual Risks

In the risk assessment defined by the 2006/42/EG guideline (machine
guideline), the machine manufacturer must include the possible resid-
ual risks posed by Safety modules. These include:

1. Unwanted movements of driven machine components.

2.  Unwanted temperatures, emissions of gas, particles, smell
and light.

3. Dangerous contact voltages

4. The effects of electrical, magnetic and electromagnetic fields
produced during operation (for example, on pacemakers and
implants).

5. Possible effects of information technology devices (cell/smart
phones etc.).

6. Release of non-environmentally compatible substances and
emissions.

Page 16 07.03.2022
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1.1.6 Special Safety Guidelines

A

Danger from electrically conductive components
The requirements in the EN 60204-1 standard apply.

e For your own safety, comply with the environmental conditions

During installation and operation of the machine, a high risk of electric shock
from conductive components exists. Conductive components cannot be han-
dled.

Improper or non-designated handling can cause damage to the ma-
chine, personal injury or death.

The electrical connections cannot be removed while voltage is applied. Be-
fore removing connections, a controlled shutdown of the machine must be
performed and the supply disconnected. Check for presence of power and
protect against switching on.

After shutdown or separation of the voltage supply, a wait-time of 5 minutes
is required before voltage-conducting components can be touched or con-
nectors removed.

For safety purposes, measure the voltage and wait until it has reached a
value below 40 V.

Noncompliance with the instructions can lead to system damage as well
as serious injury or death!

Danger, hot surfaces

During installation and operation, high temperatures can be generated on
thermally conductive parts (heat sinks). Before touching these components,
the temperature must be checked. When required, the operator must wait
until the temperature has dropped below 40 °C.

Failure to follow the above safety measures can lead to severe injuries.

The machine manufacturer is responsible for ensuring the correct handling
with Safety modules and if necessary, takes organizational measures to en-
sure access.

Version 4.1
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1.2 Safety of the Machine or Equipment

Strict compliance with the safety guidelines is required, otherwise all warranties and claims
are invalid:

Observe all on-site rules and regulations for accident prevention and occupa-
tional safety.

i

1.3 Guidelines and Norms
The Safety modules were designed to meet the requirements of the following norms:
EN / IEC 62061

EN ISO 13849-1
EN ISO 13849-2

In regard to the application in a machine, the user must first perform a risk analysis in com-
pliance with the following norms:

EN ISO 12100-1/-2 und EN ISO 14121
EN 60204-1

Note: Depending of the application resp. type of machine the requirements
of other C-Type standards (e.g. elevator) can be necessary.

1.4 EU Conformity Declaration

CE Declaration of Conformity
The Safety modules comply with European norms for programmable logic

controls.

e  2006/42/EG “Directive of the European Parliament and of the Coun-
cil of 17 May 2006 on Machinery and Change to the Directive
95/16/EC” (machine guideline)

e  2014/30/EU “Electromagnetic Compatibility” (EMC guideline)

e 2011/65/EU Restricted use of certain hazardous substances in
electrical and electronic equipment (RoHS Guideline)

The EU Conformity Declarations are provided on the SIGMATEK website.

Page 18 07.03.2022
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1.5 Service Life, Operating Time and Switching Cycle Times

> B P

Service life

The maximum service life of all Safety modules is 20 years. The Safety mod-
ule must be replaced, at the latest, after the maximum service life has
elapsed. The appropriate measures must therefore be taken to ensure that
this requirement is met.

Operating time

In certain cased, as with Safety modules that have mechanical relays, the
service life can be reduced through shorter "operating times". For example,
when the maximum number of switching cycles have be reached. When the
operating time has been reached, the respective component must be re-
placed; even if the service live has not yet elapsed. The formula for calcu-
lating the operating time can be found in the respective documentation.

Switching Cycle Times

The safety indices (diagnostic options) of the safe inputs and outputs are
based on the assumption that the safe inputs and outputs are switched at
least once a year.

If regular switching with an interval of less than 1 year in the machine cannot
be ensured by normal operation, manual switching must be carried out at
least once a year.

Emergency stop switches on handheld terminals must be checked at least
once every 30 days!

The appropriate measures must therefore be taken to ensure that the re-
quirements for service life, operating time and switching cycle times are met.

Version 4.1
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1.6 Using Modules of Revision 1, Revision 2 and Revision 3

The revision numbers describe an internal difference between the hardware modules and are
visible in the Property browser of each module. The difference is necessary, since depending
on the revision, the module parameter settings (e.g. the filter time) or the structure of the
configuration data (data for downloading to the module) are different.

Modules of Revision 1 are:
CSCP 011
CSDI 161
CSTO 081

Modules of Revision 2 are:

CSCP 012

CsDI 162

CSTO 082

SCP 010 with input and output cards

Module of Revision 3:
SCP 011 with input and output cards

Modules of Revision 4 are:
SCP 111 with input and output cards

The user can combine the modules between the C-Dias Safety systems, as well as the SCP
010 and SCP 011. The combination with the SCP 111 is not allowed, since it is used for the
Safety-related communication that uses the FSoE protocol over VARAN. With a mixture of
revisions, the configuration is generated based on the module with the lowest revision. The
modules SCP 010, SCP 011 and SCP 111 are always generated with their own revisions.

In the following chapters, the user will be informed of the functional differences between the
reversions through the following description.

For revision 1, Revision 1 is written.

®
l For revision 2, Revision 2 is written.

For revision 3, Revision 3 is written.

For revision 4, Revision 4 is written.
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1.7 Documentation

The documentation is constructed as follows. The Safety System handbook is the primary
document for the C-DIAS and S-DIAS Safety system. The LASAL SafetyDesigner handbook
describes the operation of the configuration tool. The operating instructions for the individual
Safety modules

CSCP 011
CsDI 161
CSTO 081
CSCP 012
CSDI 162
CSTO 082
SCP 010
SDI 100
STO 040
SRO 020
SCP 011
SDI 101
STO 081
SRO 021
SRO 022
SSI1021
SNC 021
SDM 081
SCP 111
SCP 111-S
SCP 211
SAI 041
Further developments

VVVVVVVVVVVVVVVVVVVVYYVYYVYY

contain their technical data in detail as well as the required specifications for their use.
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The LASAL Class 2 handbook is provided to integrate the Safety System into the standard
control.

System handbook Safety

LASAL Class 2 System handbook

Name: System handbook
Article No.: 08-100-131-D(E)

! I ! ;

Safety Safety Safety Safety

CPU - module Input - module Output - module SW - Tool
operator I P | operator manual operator manual
Name: CSCP 011 Name: csDI 161 Name: CSTO 081 Name SafetyDesigner
Article No.:  13-890-011-D(E) Article No.:  13-891-161-D(E)  Article No.:  13-892-081-D(E) Article No.:  08-060-061-D(E)

Fig. 1 Operating instructions structure
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1.8 System Requirements

The C-DIAS Safety components require at least the following system versions:

LASAL operating system 01.02.076 or higher
Hardware class version: 2.10 or higher
SafetyDesigner version: 01.00.004 or higher

Starting with Revision 2:

LASAL operating system 01.02.190 or higher
Hardware class version: 2.39 or higher
SafetyDesigner version: 01.01.002 or higher

The hardware versions of the Safety modules are found in the respective operating manual.

The C-DIAS Safety components are compatible with all C-DIAS products from SIGMATEK
GMBH & CO KG.

The S-DIAS Safety components require at least the following system versions:

LASAL operating system 01.02.225 or higher
Hardware class version: 1.0 or higher (classes for SCP 010)
SafetyDesigner version: 01.01.003 or higher

Starting from Revision 3.

LASAL operating system 01.02.245 or higher

Hardware class version: 1.0 or higher (classes for SCP 011 and their expansion cards)
SafetyDesigner version: 01.01.007 or higher

Ab Revision 4:

LASAL operating system: 01.03.015 or higher

Salamander OS: 09.01.140 or higher

Hardware class version: 1.0 or higher (classes for SCP 111)
SafetyDesigner version: 01.01.030 or higher
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2 Introduction to the C-DIAS and S-DIAS Safety System
2.1 C-DIAS Safety System Structure

With the C-DIAS Safety component series, the control system from SIGMATEK is expanded
with Safety functions. Through a decentralized configuration and component modularity, ex-
isting systems can be easily expanded with Safety functions. The basis of SIGMATEK
Safety components is the appropriate hardware solutions, which regularly monitor them-
selves to detect possible errors and put the machine in a safe status if necessary. The entire
system meets the standards specified by Performancelevel e (PL e) and category 4 ac-
cording to EN ISO 13849 and/or SIL 3 according to EN 62061.

Control CPU
with VARAN Manager
and Safety Controller

I/Os

E
I

: @ Standard and
= ~ Safety l/Os

W e

@
Wit

EBEEE standard and
] ~ Safety 1/Os

-

Fig. 2 Architecture of a decentralized control

The Safety components are completely integrated into the control system. With the modular
construction, Safe and non-Safe components can be combined as desired. The individ-
ual requirements for various machine types can therefore met.
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In comparison to classic safety systems, the wiring is drastically reduced. A description of the
standard control system can be found in the LASAL Class 2 documentation.

Also for communication, no additional wiring is needed. For both Safe and non-Safe sig-
nals, only one bus system is used: The Ethernet-based, hard real-time VARAN bus (Versa-

tile Automation Random Access Network). For communication between the Safety com-
ponents, the "Black-Channel" principle is used, in which the bus does not assume any safety-
relevant tasks but serves as a data exchange medium only. For this, the specially developed
safe bus protocol is used.

1 to 128 Bytes

Address Time / Data
CRC Header Address Copy \ Stamp Data”", l Copy‘:

4

Safety-Communication
Fig. 3 Safety Communication
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2.2 S-DIAS Safety System Structure

The modular concept of the S-DIAS Safety system allows the simple implementation of cus-
tomer-optimized I/O requirements.

[ | e | L
| | J

il

Fig. 4 Architecture of a decentralized control

The photo above shows the CPU unit (here for example: SCP 010) with expansion modules
(here for example: 10 inputs, 4 transistor outputs and 2, two-channel relay outputs). The min-
imum configuration consists of a CPU unit and one expansion module. A stand-alone mode
without bus connection is possible.

The safety-related components meet the requirements for SIL 3 in accordance with EN 62061
and PL e, cat. 4 in accordance with EN 1SO 13849-1

The Safety components can be completely integrated into the control system. With the mod-
ular construction, Safe and non-Safe components can be combined as desired. The
individual requirements can for various machine types can therefore met.

Fig. 5 shows an example of the topology of a control system with Safety modules from the
S-DIAS series, which corresponds to that in diagram 2. It is also possible to combine Safety
modules from the C-DIAS and S-DIAS series in the same application (see section 1.5).
Combining the two systems is not possible when the SCP 111, SCP 111-S or SCP 211 is
installed, since Safety-related communication is established through the FSoE over VARAN.
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Fig. 5 Shows a topology implemented with components of the S-DIAS series that corresponds
to that of Fig. 2.

Control CPU
with VARAN Manager
and Safety Controller

1/Os

VARAN

Standard and
Safety 1/0s

®
Wi

Standard and
Safety 1/0s

Fig. 5 Architecture of a decentralized control

2.3 Topology of the Safety System
2.3.1  General Topology

The Safety modules are embedded in the standard control system from SIGMATEK GMBH
& CO KG. The LASAL Class 2 configuration tool is provided for configuring the standard PLC.
This is an object-oriented programming environment in which the module used - regardless
of whether it is a standard or Safety module - has its own class.
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In the object-oriented programming with LASAL, a project consists of several classes.
Whereby each class can consist of clients, servers and global methods as interfaces to other
classes. With clients, a class accesses external data or functions. With servers and global
methods, a class can provide data or functions. Classes that control hardware are called
hardware classes.

The following hardware classes are available for the Safety modules:

Hardware Classes Safety module

CSDI161_IM CSDI 161 Safe input module
CSCPO11_IM CSCP 011 Safe CPU
CSTO081_IM CSTO 081 Safe output module
CsSDI162_IM CSDI 162 Safe input module
CSCP012_IM CSCP 012 Safe CPU
CSTO082_IM CSTO 082 Safe output module
SCP010 SCP010 Safe CPU

SCPO11 SCP 011 Safe CPU

SDI101 SDI 101 Safe input module
STO081 STO 081 Safe output module
SRO021 SRO 021 Safe relay module
SRO022 SRO 022 Safe relay module
SS1021 SSI 021 Safe encoder module
SNCO021 SNC 021 SNC incremental encoder
SDMO081 SDM 081 Safe mixed module
SCP111 Safe CPU SCP 111

ST151 ST 151 Step motor card
_DriveMng_DC061 S-DIAS Axis module DC 061 and DC 061-1
_DriveMng_DC062 S-DIAS Axis module DC 062
_DriveMng_DC101 S-DIAS Axis module DC 101
_DriveMng_DC102 S-DIAS Axis module DC 102

Table 3: Hardware class overview

The C-DIAS Safety modules must be installed on a C-DIAS module carrier. The module car-
rier is connected to the standard PLC (e.g. a C-IPC) directly or through a coupler module
(e.g. CIV 512).
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The coupler modules communicate over the VARAN bus, for example. The bus master and
the Safety CPU must fit on a module carrier.

The S-DIAS Safety modules can be integrated into the standard system through a coupler
module (e.g. VI 020).

The S-DIAS modules (e.g. SCP 010, SCP 011, SCP 111, SCP 111-S and SCP 211) can also
be used in a stand-alone version; the modules do not have to be integrated into the standard
system.
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A typical control system configuration is shown in
Fig. 6.

Control CPU
with VARAN Manager
and Safety Controller

8
o
g
38

Realtime
Ethernet

Module carrier CMB 082

Fig. 6 Example of a Safety system

The Safety module is not configured through the standard PLC, rather through the Safe-
tyDesigner. The Safe application is processed in the Safety module directly (e.g. a Safety
CPU).

When creating a Safety control, the following steps must be taken:

¢ Install and wire the Safety modules.

e Place the Safety modules in a standard PLC project and configure the interfaces with
the standard control.
In this step, the corresponding hardware class for each Safety module must be placed
and configured. For example, the appropriate slot on the C-DIAS bus carrier must be
entered.
S-DIAS modules in stand-alone mode do not have to be placed in a standard PLC pro-
ject.
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o Configure the Safety module with the SafetyDesigner.
Through the SafetyDesigner, the Safe application that will run in the Safety modules is
created and downloaded.

o Validation of the Safety system.
After the Safe application has been created and loaded into the Safety module, the
system must be tested to ensure correct function.

2.3.2 Safety Modules
Generally, there are 3 different module groups.

e Safe CPUs
A Safe CPU, such as the CSCP 011 Safe module, has four Safe inputs and two Safe
outputs. The configuration is loaded to the Safety CPU through the LASAL Safe-
tyDesigner or for example, from an SD card. The Safety CPU then distributes the con-
figuration to the appropriate remote modules, which are included in the configuration.

e Safe in- and output modules
Safe in- and output modules, such as the CSDI 161 or CSTO 081 are configured by the
Safety CPU. With the SafetyDesigner or the standard PLC, the Safety modules can be
read only.

e S-DIAS Safety modules
The SCP 010 Safety CPU can be used with a max. of two SDI 100 input cards, an STO
040 output card and two SRO 020 relay cards.
The SCP 011, SCP 111 and SCP 111-S Safety CPU can support a max. of 16 cards
(SDI 101 input card, STO 081 output card, SRO 021 or SRO 022 relay card, SSI 021
encoder card, SNC 021 SNC incremental encoder, SDM 081 mixed card), A maximum
of 8 SRO 021 relay cards can be inserted (relay cards require two slots.
With both Safety CPUs, 8 additional Safe inputs can be connected through a Safety In-
terface. The configuration is loaded to the Safety CPU through the LASAL Safe-
tyDesigner or for example, from an SD card. The Safety CPU then distributes the con-
figuration to the appropriate remote modules, which are included in the configuration.

2.3.3 Safe Status
The Safe status always corresponds to the low signal. If the system is in the operation or

temporary operational mode, the Safe outputs are always deactivated. This means the output
is at mass potential. This also applies to the error status.
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2.3.4 Hand Control Unit

A Safety Interface bus interface is implemented in the S-DIAS SCP 010 or SCP 011 Safety
module, to which a handheld panel can be connected as shown in Fig. 7 for operation and
monitoring of processes. In compliance with EN 60204-1, section 10.7.1, this handheld panel
is can support the Emergency Stop safety function.

Fig. 7 Connection of a handheld control panel
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ETH

m <<<< Safety Black Channel m Safety Black Channel >>>> [eigdi{eiy

Fig. 8 Connection of a handheld control panel

The handheld panels (e.g. HBG 0811, HBG 0811-K, HGT 835, HGT 835-TF,
HGT 1035, HGT 1035-H, HGT 1035-B, HBG 1011, HBG 1011-1, HBG 1011-
H, HBG 1011-K, RBG 151, HGT 1051) may only be operated with the SCP
010, SCP 011, SCP 111, SCP 111-S and SCP 211 Safety modules!

The handheld panels HGW 0831-l, HGW 1033-3 and HGW 1033-32 may only
be operated with the SCP 111, SCP 111-S and SCP 211 Safety modules!

As required by EN ISO 13850, section 4.1 and EN 60204-1, section 10.7.1, it
must be ensured that no confusion between a functioning and non-functioning
hand-held panel is possible.

235 Safety Interface

The Safety interfaces of the SCP010, SCP011 and SCP111 are largely compatible with CAN.
The interfaces are operated with a baudrate of 500 k.
The following IDs are used by the Safety CPUs:

Id Usage Comment

0x55A | Power on self test

0x100 Cyclically sending Since SafetyDesigner BuildNo 2320 for SCP011
0x740 Cyclically sending since FWV377 and for SCP111 since FWV458 it

is possible to suppress the usage of this ID.
If the usage of this ID is suppressed, no usage of
handhold control devices or SIB 061 is possible.

0x200 Receiving
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2.4 Communication in the Safety System

With the SafetyDesigner, all Safety modules can be read. Write access is only possible with
the Safety CPU to, for example, load the configuration. The remote modules included in the
configuration are configured over the Safety CPU directly. Alternatively, the configuration can
also be loaded to the Safety CPU from an SD card.

With the S-DIAS Safety modules, the SafetyDesigner has only read and write access to the
Safety CPU. There is no communication with the insert cards (SDI 100, STO 040, SRO 020,
SDI 101, STO 081, SRO 021, SRO 022, SSI 021, SNC 021, SAl 041 and SDM 081).

2.5 System Characteristics
251 Configuration Characteristics

In creating the configuration, there are certain restrictions. A Safe input or output module may
only be addressed by a project. If a second project is generated, which accesses the Safety
modules used in another project, the Safety modules are overwritten with the configuration
downloaded last.

In the same project, a Safe output - whether a remote Safety module or the safety CPU itself
- is restricted from being set by more than one object. Safe inputs can, in comparison, be
used by several objects in the same project.

The Safe outputs can be reset and then reused. This is described in the LASAL Safe-
tyDesigner.

In a project, a maximum of 128 Safety modules are used.

Changing and Exchanging Safety Modules

A module can only be changed when deactivated. The exchange of a Safety
module is detected. When several Safety modules are exchanged, an error
message is displayed and the system must be reconfigured. If several mod-
ules are exchanged, the system must be reconfigured and validated.

When optional Safety modules are exchanged, the system must be reconfig-
ured and validated. This can be done either through the SafetyDesigner or
with the SD card.

If this re-validation does not take place, the SCP loses its configuration and
switches to an error state (ERRVAL 222 / 1222 Temporary Operation Time —
see chapter 2.6.4). This is a safety measure for unauthorized modules in our
Safety system.

When exchanging SNC, the incremental encoder must be taught again, see
product documentation.
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252 System Configuration
2.5.2.1 Configuring the System with the SafetyDesigner

The system is configured with the "LASAL SafetyDesigner " software tool. The application is
generated in the SafetyDesigner. Standard function blocks such as AND gates are thereby
available. In addition, complex function blocks are provided that meet the PLC-Open stand-
ard.

The Safe application is assembled from the available function blocks. The Safe in- and out-
puts are thereby connected accordingly. The safe Safebool in- and outputs have a special
format that allows three conditions:

Safebool_True
Safebool_False
Safebool_Error

The signals from the standard PLC can have the two logical states, True and False. If, for
example a signal from the standard PLC is connected to a Safe AND gate, it must first be
converted to a Safe signal format with the appropriate function block.

With the SafetyDesigner, signals from the standard PLC can be read and used in the Safe
application.

An output calculated by the Safe application can be deactivated with a release signal from
the unsafe PLC. When used, an unsafe release signal must be connected to the correspond-
ing safe output over the respective "Unsafe Output” pin when configuring the hardware clas-
ses. In the reverse case, an unsafe release signal cannot activate an output deactivated by
the safe application.

The configuration created can be loaded to a Safety CPU with the SafetyDesigner. The Safety
CPU then distributes the data to the necessary remote Safety modules. Among other things,
the module Safety number of the Safety CPU into which the configuration is loaded must be
confirmed during the configuration download. The transferred data is stored in the Safety
CPU by the SafetyDesigner CRC. The transferred data is then read back from the Safe-
tyDesigner through a newly calculated CRC. The user can thereby test whether the download
and upload data correspond to one another. More information can be found in the LASAL
SafetyDesigner description.
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2.5.2.2 Configuring the System with the SD Card

The configuration can also be distributed by an SD card. For this purpose, the SD card must
be loaded. The Safety CPU must change to the service mode. If the Safety CPU is in Service
mode, the SD card can be inserted and loaded with the SafetyDesigner ("Write SD-Card"
command). After loading the SD card, it can be inserted into another Safety CPU. The corre-
sponding Safety CPU, however, must be disconnected from power. If the Safety CPU has no
configuration, it loads the configuration from the SD card during start-up. A detailed descrip-
tion of the system configuration with the SD card can be found in chapter 4.3.

253 System Changes

Changes to the system can occur through changes in the Safe application or the configuration
as well as when a Safety module is removed, added or exchanged. The exchange of a Safety
module is supported by the system; the simultaneous exchange of several Safety modules
however, is not. A detailed description can be found in chapter 6.

254 Reaction and Turn-off Time

The reaction time from a Safe input to a Safe output from the Safety PLC is estimated by the
SafetyDesigner while creating the Safe application. The reaction times of the sensors con-
nected to the input or to the output circuit is not in the reaction time estimated by the Safe-
tyDesigner. With the modules SRO 021 and SRO 022 (module with relays), the reaction time
of the relay is included in the calculation.

The SafetyDesigner estimates a worst-case reaction time. More details are provided through
examples in chapter 4.8.
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255 Safety Module LEDs

To test the status of a Safety module during operation, the Safety modules are equipped with
LED displays with which the following information is communicated.

LED LED Function

DC green Signals whether the +24 V supply for outputs and pulse outputs are within the de-
fined limits

RN green Run signals

The limited time ("ST" LED on) or

The time-unlimited (LED "ST" off) operation mode

ST yellow Status
Lights permanently: the module is in service mode

Slow blinking frequency: the module is currently in Idle or Check Configuration
mode (distribution of the configuration)

E red Error
Lights permanently: the module is in error mode

Slow blinking frequency: the maximum age has been exceeded for a removed in-
put (can be read with the SafetyDesigner)

Fast blinking frequency: serious error; communication with the module is no
longer possible (CANNOT be read with the SafetyDesigner)

Table 4 LED description

If a Safety module has Safe and non-Safe in- or outputs, an LED display is provided for each.
The position of these LEDs can be found in the corresponding data sheets. Generally, these
LEDs can display three conditions:

LED status Function
Off If the LED is off, the Safe input contains a logic "0" or the Safe output is off.
Lights When the LED is lit, the Safe input contains a logic "1" or the Safe output is on.
Blinking If the LED blinks, an error was detected. The possible errors are listed in chapter 5.3

Table 5 In and output LEDs
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If the Safety module is a Safety CPU, four additional LED displays are provided to operate
the validation button:

LED LED Function

B Red Signals whether the validation button was pressed
Lights: A valid sequence was entered.

Fast blinking: An invalid sequence was entered. The invalid sequence is then dis-
carded.

Slow blinking (1x, 2x or 3x) to confirm that the entered command was executed.

C1 Yellow Confirmation that the input for command 1 was sent after a valid start sequence.
C2 Yellow Confirmation that the input for command 2 was sent after a valid start sequence.
C3 Yellow Confirmation that the input for command 3 was sent after a valid start sequence.

Table 6 Validation Button LEDs

2.5.6 Diagnosis

In the C-DIAS and S-DIAS Safety system, there are two different options for diagnosis.

e Through the LED displays of the Safety modules.

e Through the SafetyDesigner. Here, an online connection with the appropriate Safe con-
trol must exist and the corresponding project in the Safety CPU must be opened. The

corresponding errors in the Safety modules can then be read. More information is avail-
able in chapter 5.3.

Page 38 07.03.2022



2> SIGMATEK SAFETY SYSTEM HANDBOOK

2.6 Operating Modes

A Safety CPU module takes each of the operating modes shown in
Fig. 9. Safe Input and Safe output modules on the other hand, do not necessarily take every
operating mode. The operation modes of a Safety CPU are:

Post (Power On Self-Test)
IDLE

Check Configuration
Temporary Operational

OPERATIONAL
SERVICE
Error
_Error confirmed with Quit Error command
Post Error detected S Eror
Self test completed successfully, Self test successful
no errors stored and configured unconfigured
Y Y
No bus communication
(i.e. PLC application Command Enter Service Mode'| .
was stopped) Idle - > Service
PP < Command Leave Service Mode'
Bus communication ok
A 4
——1 ChkCfg
Configured, Configured &
not verified verified
Y
OpTemp Op
Unsafe status possible! Unsafe status possible!
| Error detected

Fig. 9 Module statuses

The mode transitions during runtime are described in the following sub sections.
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2.6.1 Post — Power On Self-Test

After turning on or restarting, the Safety CPU performs a self-test. It also checks the config-
uration status (configured/not configured) and depending on the result of this test, goes into
either the idle, service or error mode (compare

Fig. 10).
Error detected
Restart
Error
Mode
,QUIT ERROR’
Self test competed
s;:ccedssfull¥, no erors Self test successful,
stored, configure not configured
Idle Mode
Fig. 10 POST mode
Branches off into Only if
IDLE The self-test is error-free
There are no stored errors
Configuration status: "configured"”
SERVICE The self-test is error-free
Configuration status: "not configured"
ERROR Error occurred during POST

Table 7 Possible status change from POST

Except during power-up (restart), a mode change is triggered after the POST when an exist-
ing error is confirmed with "QUIT ERROR". This command can be triggered in the Safety
CPU with help from the SafetyDesigner as well as with the validation button. The Safe 1/0Os
in the respective modules are in "Safe status" during the POST!
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Fig. 11 Safety CPU in POST
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2.6.2 IDLE

The module is ready for the transition to the check configuration mode (ChkCfg). This module
enters this mode when the PLC application freezes; this means that there is no communica-
tion with the PLC application. To exit the idle mode, the Standard PLC must no longer be in
the error mode. In the idle mode, the Safe 1/Os in the respective modules are always in "Safe
status".

ST LED blinks slowly

CSCP 011

Fig. 12 Safety CPU in idle mode
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2.6.3 ChkCfg — Check Configuration

The module checks the configuration. A Safety CPU checks the configuration of the con-
nected Safe 1/0 modules and updates them if necessary. The Safe 1/O modules remain in
this status in case a module safety number of a remote module must be determined. The
Safe I/Os in the respective modules are always in "Safe status". If an error occurs during the
check configuration phase, the module changes to the error mode after a timeout (Error LED
lights). The error can then be read through the SafetyDesigner (see Diagnosis chapter). If the
check configuration phase is completed successfully, the module changes to the OpTemp or
operational mode.

ST LED blinks slowly

CSCP 011

Fig. 13 Safety CPU in check configuration mode
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2.6.4 OpTemp —Time limited Operational Mode

The module is in time-limited operation. In this mode, the validation of the Safety system must
be run. This means that the configured Safety control must be tested for correct function. As
long as the module is not verified, it cannot change to the Op mode. If no verification is per-
formed within a certain time (Temporary Operation time), the module goes into the error mode
(with error code 222 or 1222 see SafetyDesigner documentation). After sending a "Quit Error"
command, the module returns to the service mode. The project must be reloaded.

The Temporary Operation time must be configured in the Safety designer and can be set

between a minimum of 300 seconds and a maximum of 28800 seconds. The Safe I/Os of the
respective modules are activated or deactivated as required by the application.

LED RN&ST lights

With remote input errors,
E blinks slowly

CSCP 011
CSCP 011

Fig. 14 Safety CPU in temporary operational mode
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2.6.5 Op - Operational
The module is ready for unrestricted operation. The Safe 1/0s of the respective modules are
switched according to the application.

LED RN lights

With remote input errors, E blinks
slowly

@ 8-

B Y A
CSCP 011
2: 8- 0-8-8-
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Fig. 15 Safety CPU in operational mode
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2.6.6 Service — Service Mode

The Safety modules are configured in service mode. The Safety modules are delivered in the
service mode. To change the configuration, the service mode must be enabled. For this pur-
pose, login at the configuration level of the Safety CPU is required.

In the newly delivered Safety modules, a password must be entered (described in the LASAL
SafetyDesigner).

The service mode offers the following options through the SafetyDesigner:

“Clear Program”

With this command, the configuration in the Safety CPU is deleted. If the Safety mod-
ule is not configured, it can no longer return to the operational or temporary operational
mode.

“Download”
With the download command, the configuration designed or modified in the Safe-
tyDesigner is loaded to the Safety CPU in the project.

“Write SD Card”

If an SD card is inserted into the Safety CPU during the service mode for example, it
can be written to with the "Write SD Card" command. The projected opened in the
SafetyDesigner is then written to the SD card.

“Set Verified”

After the configuration is loaded and the system runs in the temporary operational
mode, the "Set Verified" command can be executed after the successful validation of
the system. After executing this command, the unrestricted operational mode can be
enabled (see "Start" command)

“Start”

With the Start button, it is possible to change from the service to the operational mode
or temporary operational mode. After downloading the configuration from the Safe-
tyDesigner to the corresponding Safety CPU, the configuration is distributed to the re-
mote Safety modules by pressing the "Start" button. After successfully distributing the
configuration, the system changes to the temporary operational mode. If the "Start" but-
ton is pressed after "Set Verified" command has been successfully executed, the oper-
ational mode is started.
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e “Quit Error”
This command can also be sent in the service mode. By executing Quit Error, the login
is reset, which means that a new login is required to re-access the service mode.
Sending the "Quit Errors" command in the service mode is practical if remote Safety
modules have an error and they should be configured.

The Safe 1/Os in the respective modules are thereby in "Safe status".

LED ST lights

5

=
6

=

B~ 02 @2 B2 @~

T s
O 8
Q &
&
O=s

[ E
[ 4

Fig. 16 Safety CPU in service mode
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2.6.7 Error — Error Mode

In this mode, the module remains in error mode until a "Quit Error" command is sent. The
POST mode is then activated so that the self-test is performed again. The Safe I/Os in the
respective modules are thereby in "Safe status".
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Fig. 17 Safety CPU in error mode
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2.6.8 SAI 041 — Auto Quit
2.6.8.1 Using the Auto Quit Mode

The additional property ("AutoQuit") of an SAIO41 input channel is provided in order to be
able to deactivate the internal restart interlock for each input channel, i.e. after error situations
on the module and/or on the network, the associated channel data automatically return to the
correct state.

The inactivation of the restart interlock is only to be used in connection with an expected
value in the Safety application. In case of a discrepancy, the safe state must be initiated and
the Safety CPU stops the application. It is the user's responsibility to correctly connect the
channel data of the safe input channels and to provide them with a restart interlock. For this
purpose, the restart interlock of the function block Restart_Interlock can be used, for example.

Restart Interlock

Restart_Interlockd

I
[=1
[
-
T
m
)
)
=T R — |

The user is advised to use the function block or create his own restart interlock.

SafetyDesigner *

The auto-quit-mode requires the Restart_Interlock function
! block, Please insert the block for the input or create your own
restart lock.

The use of input channels without a correctly connected restart interlock can result in an
automatic restart.
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Examples for the use of restart interlocks:

Example 1: Error at the input of SAI041, expected value = FALSE:

Mbsla (L= IR

i

E&%tar.t:InterluckD _ “2
Eun;.tzgum_n false 5 o b
éﬁ;ﬁ.}jaah false ;:::

The expected value = FALSE, i.e., no measured value is expected because this input channel
is deactivated in the Safety application logic.

The S_IN input is output at the S_OUT output. The ERROR output is set to FALSE

Example 2: Measured value at the input of the SAI041, expected value = TRUE:

qestartntrocio____ 221
é;;tzgﬂﬂiﬂ true ; S o ;.
‘EE;;{:DDB false &_:_

The expected value = TRUE, i.e., a measured value is expected, since this input channel is
activated in the Safety application logic (restart interlock deactivated).

The measured value at input SAI041.S_Al_1 is displayed at output S_OUT. The ERROR
output is set to FALSE.
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Example 3: Error at the input of SAI041, expected value = TRUE:

Restart_Interlock ..
Restart_Interlock
CAInd] & A [ = = LIL
SAID41.S_ Al . b
~onst BOO Expectedvalue ERROR
C-DI'I-St:BDDLD true 0 0 ]

The expected value = TRUE, i.e., a measured value is expected, since this input channel is
activated in the safety application logic (restart interlock deactivated).

If an error is present at input SAI041.S_Al_1, the error is displayed at output S_OUT, since
in this case an unexpected error, such as a cable break, has occurred. The ERROR output
is TRUE. The error is permanently passed on to the output. The ERROR output is TRUE.
The error must be acknowledged explicitly via the RESET input. After that the input
SAI041.S_Al_1is displayed again at the output S_OUT. The ERROR output is set to FALSE.
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3 Installation and Mounting
3.1 Mounting a Safety Module

The C-DIAS Safety modules must be installed on a C-DIAS module carrier. The supply volt-
age must be off. S-DIAS modules must be connected to a VARAN communication module
(e.g. VI1020). The supply voltage must be off.

Further details regarding installation are found in the operation manual of the Safety modules.

3.2 Wiring
The following instructions must also be observed when wiring.

Safety-related inputs are subject to the standby current principle.

In the user program, ensure the "0" signal to the components always results in the deactiva-
tion of the relevant outputs.

Neighboring inputs must not be wired to the same test signal

For wire lengths greater the 200 m and a cross section of 1.5 mm? or wire lengths greater
than 300 m and a cross section of 2.5 mm?, a short-circuit to mass remains unnoticed by
the operating system.

For wire lengths over 800 m, the test pulse outputs can be disrupted by switching pro-
cesses in the 24 VDC signals.

For wire lengths greater than 500 m, the function of the test signal must be tested by simu-
lating short-circuits between the pulsed inputs.

The short-circuits between the test pulse outputs and the corresponding input must be ex-
cluded with the appropriate wiring.

Copper should be used as the conductive material.

The wiring of contact sensors should be checked for cross and short-circuits.

If the C-DIAS supply voltage comes from the same source as the 24 V supply voltage for
the infoutputs, a short-circuit from the external power supply to mass can cause the entire
C-DIAS system to fail.

Important:

Incorrect wiring can lead to damage of Safety modules. In addition, it cannot
be guaranteed that the Safety functions operate correctly if not properly
wired.
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3.2.1  Wiring Examples and Examples of Creating Configurations

3.2.1.1 Example 1: Relay control

m B Signal A
L€ J

Signal B

5 g Emergency stdp
o
(5]
(2}
(8]
ﬁ - LOGIC
Output 1 +24V
K1
Rely
i |
|
|
=T |
|
_ l |
ROUT

S-1 Testing of the configuration after installation

After installing all Safety modules or exchanging a Safety module, the system must
be verified through the successive testing of the individual Safety modules. When
the activation of all Safety modules is correct and the wiring of these modules is
verified through this test, the installation can be released for operation.

S-2 Wiring the pulse signals

With the connection of the pulse signal, caution must be taken to ensure that the
wires from signal A and Signal B are not placed in a common multi-wire cable.

A separate cable must be provided for each signal wire.

Ensure that the cables are free from cross-circuits.
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3.2.1.2 Example 2: Processing Machine
Description

In a processing machine the work piece is held by tension in the clamping jaw. If the tension
in the clamping jaw is released, the work piece can be removed. The access area for chang-
ing the work piece is protected by a safety door.

When the guard door is opened, the processing machine's drive train must be deactivated
within 50 ms. With this method, access during operation is prevented. The guard door is
monitored with 2 independent end switches S3 and S4. After the activation of an end switch,
the second end switch must activate within 500 ms.

When the emergency stop switch S2 is triggered, the processing machine must be stopped
within 50 ms.

The drive train is activated by 2 relay contacts connected in series. The Status of the relays
is read with both auxiliary contacts from relays K1 and K2. The activation of relays K1 and
K2 is monitored with a time window of 50 ms.

The signal lamp P1 should light when the processing machine's drive train is active.

After an error, the system can only be started or restarted manually with the start button S1.

Signal lamp

|
E | Safety door

Fig. 18 Schematic diagram of the processing machine
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Wiring

The normally open contacts of the start button S1 are connected to the pulse outputs A/B
over 2 channels and wired to 2 Safe inputs.

The normally closed contacts of the Emergency Stop switch S2, are connected to the pulse
outputs A/B over 2 channels and wired to 2 Safe inputs.

The normally open contacts of the two end switches S3 and S4 for the guard door are con-
nected to the clock outputs A/B over 2 channels and wired to four Safe inputs.

The two coils in relays K1 and K2 are controlled with 2 Safe outputs. The two auxiliary con-
tacts (normally closed) K1 and K2 are used to read the relay contacts. The two operating
contacts (normally open) in relay K1 and K2 are connected in series and form a Safe relay
output for control of the processing machine's drive train.

The signal lamp P1 is controlled with a Safe output.
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Fig. 19 C-DIAS Hardware configuration
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Fig. 20 S-DIAS Hardware configuration
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CSCP 011 CSDI 161 CSTO 081
Pin | Connection Pin | Connection Pin Connection
X1/1 | M.C.s X1/1 | Normally closed Emergency | X1/1 P1 signal lamp control
Stop S2 (A)
X1/2 | M.C.s X1/2 | Normally closed Emergency | X1/2 M.C.s
Stop S2 (b)
X1/3 | +24 V X1/3 | M.C.s X1/3 M.C.s
X1/4 | GND X1/4 | M.C.s X1/4 M.C.s
X2/1 | Normally open start button S1 | X2/1 | Normally open end switch S3 | X2/1 M.C.s
=3 (B) (A
E X2/2 | Normally open start button S1 | X2/2 | Normally open end switch S3 | X2/2 M.C.s
B B
© (B) (B)
2 | X23 [ MCs X2/3 | M.C.s X2/3 M.C.s
(&S]
g X2/4 | M.C.s X2/4 | M.C.s X2/4 M.C.s
0
S | X3/1 | Signal output A X3/1 | Normally open end switch S4 | X3/1 +24 V
= ()
c
8 X3/2 | Signal output B X3/2 | Normally open end switch S4 | X3/2 +24V
— B
S (B)
T X33 [+24Vv X3/3 | M.C.s X3/3 GND
Q
O | x3/4 | GND X3/4 | M.C.s X3/4 | GND
X4/1 | M.C.s
X4/2 | M.C.s
X4/3 | M.C.s
X4/4 | M.C.s
X5/1 | Signal output A
X5/2 | Signal output B
X5/3 | +24 V
X5/4 | GND

Table 8 Central Safety module wiring
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CSDI 161 CSTO 081
Pin | Connection Pin Connection
X1/1 | M.C.s X1/1 M.C.s
X1/2 | M.C.s X1/2 M.C.s
X1/3 | M.C.s X1/3 M.C.s
g) X1/4 | M.C.s X1/4 M.C.s
:g X2/1 | M.C.s X2/1 Control relay K1
O | x22 | Mm.cs X2/2 | Control relay K2
§ X2/3 | M.C.s X213 M.C.s
‘U:) X2/4 | M.C.s X2/4 M.C.s
_._g X3/1 | M.C.s X3/1 +24 'V
§ X3/2 | M.C.s X3/2 +24 'V
D Ixa3 | Mmcs X3/3 | GND
% X3/4 | M.C.s X3/4 GND
=
g X4/1 | Normally closed relay K1 (A)
é X4/2 | Normally closed relay K2 (B)
X4/3 | M.C.s
X4/4 | M.C.s
X5/1 | Signal output A
X5/2 | Signal output B
X5/3 | +24 V
X5/4 | GND
Table 9 Decentralized Safety module wiring
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Configuration

The Safety modules used are first placed in the hardware tree of the SafetyDesigner. The
appropriate hardware tree for this example project is show in
Fig. 21.

Fig. 21 Hardware tree for example project 2

The configuration in this example project is implemented as follows:

The start buttons S1_A and S1_B, which are connected to the Safety CPU, are connected to
one another with an AND gate. The result is recorded in a Safe temporary variable (start
signal). The configuration of the start button S1_A is shown in

Fig. 22. Thereby, the cross-circuit detection (in A) is activated. Similarly, the start button S1_B
is configured with signal B.

i Properties x
= A
=

Comment

Cross Circuit Detection A
Filter Time o

Fig. 22 Configuration of the start button S1_A

Switches S2, S3 and S4 are configured the same as the start switch S1. The Emergency
Stop function was implemented with the SF_EmergencyStop function block. With help from
the start signal, which is converted from a Safe signal to Boolean signal with the Safebool to
Bool function block, the SF_EmergencyStop function block is reset. The unused Safe inputs
in this function block are deactivated with a Safe constant.
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With the SF_GuardMonitoring function block, the 500 ms delay is implemented when switch-
ing from S3 or S4 of the other corresponding switch. Thereby the input discrepancy is con-
nected to a constant of 500 ms. The reset function is secured as with the start signal. The
result of the two complex function blocks are stored in the two temporary variables Emer-
gency and GuardLockingState then connected with an AND gate. The result of the AND gate
is sent to the Safe output of the local output module to the connected signal lamp.

BND
AND1
S0 S_o0T
oo siCSCP Sterttaster 51 4 k4 ) StartSignal
S M
IocsICSCP Starttaster 51 B 4 o SF_EmergencyStop —
SF_EmergencyStopd
e el OEL il Feady
ANDD & Const_BOOLD true 0 0
S0 S_o0T 5_EStopin 5_Estopout
ncalCSD Hetbus 52 4 & ) a o Emergency
S M S_StartReset Errar
2 Const_SAFEBOOL =
loealCSDitins 525 kg Const_SAFEBOOLD  s_falss o 0
e el S_MutoReset DiagCode
Const_SAFEBOOL1 s false 0 0
Resst
Safehool 1o ool o
Satehaol_to_boold .Q. ]
Stertsigral 1 E-W OU; SF_Guardionitoring -
SF o0
— o L Bctivale Teady
AND2 & Const_BOOL1 true 0 0
SN0 S_o0T S_GuardSwit.. _Guardani
el D Endsohaler 53 4 K4 5 o o GuardLockingstate
S M1 S_GuardSwi Errar
locaICSDI Endschatter_535 1
0 0 0
— T BT Discrepancy DisgCodle
AND3 & Const_DINTO 500 0 0
SN0 S_o0T 5_StartResst
localCSDI Endschaller_S4_a 4
0 0 0
S M S_PutoReset
A Const_SAFEBOOL i
ocalCSDIEndschater S48 4o ConstBAFEROOL2 s fake 8
Const_SAFEBOOL Reset
Const_SAFEBOOLI s false 0
Safehool 1o kool
Safehool_to_boolt .Q.
SN ouT
Statsignsl & 0 5
AND
AND4
B S_o0T
GusrdLscngstate k1 9 localCSTO _P1
s
Emergency &y

Fig. 23 Local Safe CPU network

The output SignalLight_P1 is reset by a second network and controls the complex function
block SF_EDM. The two series relays are read back to the S_EDM1 and S_EDM2 inputs and
monitored in a 50 ms time window. This is implemented with a constant that must be config-
ured with a value of 50 ms.
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WaranCsDl Ostner_Relsis_K1_4

VaranCSDl.Oefiner_Releis K2 6§

SF_EDM
SF_EDMD =
Const_BOCL Activats Ready
Const_BOOLO true 0 0
S_OutCortrol S_EDM_Cut
localSSTo Pk
zL 0 .
S_EDM Error
g 0
S _EDM2 DisgCade
0 0
Const_DINT MoritaringTime:
Const_DINTO! 0 o
Const_SAFEBOOL S_StartReset
Const_SAFEBOOLD s true 0
Feset
Safeboalto kool o

SN OLT
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J

WaranCSTO Relais_K1

WaranCSTO Relais_K2

Fig. 24 Network 2
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3.2.1.3 Example 3: Two-hand Switch

In this example, decentralized wiring is shown. In the safe inputs DI1 & DI2 of the CSDI 161
safe input module, a two-hand switch is connected that is powered by the pulse outputs of
the input module. Among other things, cross-circuit detection between the Safe inputs can
be thereby configured. The Safe input module is connected to Safety CPU over a bus system,
e.g. C-CDIAS and VARAN. The Safety application is processed in the Safety CPU. This
means that the inputs from the Safe input modules are read and sent to the Safe CPU.
The Safety CPU the processes the Safe inputs. In this example, the result of the Safe appli-
cation is sent to a remote output module. This then switches the actuator of a for example,
on or off.

-
©
S
o
~
17}
O

Signal A
Signal B

X P
Signal lamp

Fig. 25 C-DIAS Hardware configuration of example 3
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Fig. 26 S-DIAS Hardware configuration of example 3

SF_TwohandControlTypel
SF_TwoHandContraTypeln (=5 |

Consl BOOL Activate Ready
Const BOOLD true 0 0
5 Button 5_TwoHand
CSDNE1 _prelminary Safe_nputl #———————4 g STOW! prelminany0Safe_Out
S _Buttonz Error
CEDNET _prelminary Safe_nput2 #———————————{ @
DiagCode

0

Fig. 27 Optional safety applications
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3.2.1.4 Example 4: Mutinglampe

With a Safe output from a Safety module, a Safety CPU for example, can control a muting

lamp.
15 B
Al | BN )
A o)
o éi E
QA g &
o e i
8 wuua
g LED
g s1
3 +24V
é‘ sD1 AN
2
TO1
TO2
I. i
: X) Muting lamp
ou 1
DI3 x
Signal B IT.“ -
! 'lenp
Fig. 28 C-DIAS Muting lamp control
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Fig. 29 S-DIAS Muting lamp control
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3.2.1.5 Example 5: Optional Modules (starting with Revision 2)

In this example, the use of an optional module is explained. A Safe input in a CSDI 162
optional input module is used by CSCP 012 Safety CPU.

i Hardware Tree x
= EE Optional
= {Jcpc
% Hg vBCn21_Master(coupled with VBC021_Slave)
1-VARAN
Z-MARAN
= B@m Cscrolz
Safe_Inputl
Safe_Input2
Safe_Input3

Safe_Output?
1-COTAS
2-COIAS
3-COIAS
4-COIAS
S-COIAS
6-CDIAS
T-C0IAS
= ] CIPCL{coupled with VBC021_Master)
+- g ¥BC021_Slave(coupled with YBCO21_Master)
1-VARAN
Z-VARAN
+-- i@ CspIi62
1-CDIAS
2-COIAS
3-COIAS
4-COIAS
S-COIAS
6-COIAS
T-COIAS

Fig. 30 Possible hardware configuration
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The safety application is processed in the Safety CPU, which means that the input is read
from the input module and sent to the Safety CPU. The Safety CPU the processes the Safe
inputs.

Since the input module is optional, it does not have to be available. This means that no input
is sent to the Safety CPU. In the safety application for the Safety CPU, processing the optional
input must be controlled through the function blocks SF_Optional_Pwd and SF_Op-
tional_Switch. In the SF_Optional_PWD function block, a password is entered to set whether
an optional input of a module is used. In the SF_Optional_Switch function block, either the
value of the input or a user-defined default value is switched. This is performed in conjunction
with a password functions block.

SF_Optional_Swich

SF_Optional_SwitchD -

S & S oul
CESDHE2 Sate_jnput! & o o 1 CSCPMM2 Safe_Output!
Const_SAFEBOCL SinB
Const_SAFEBOOLD s fake il

5_Swich

1]
SF_Optional_Pwd -
SF_Optional_Pwdd
VAR_IN Pwvd_In S_Switch
DO:P¥In 0 a [1}
Const_DINT Mz aliciTime Gen_Pwl VAR_GUT
Const_DINTO 0 a o ] DO P Ot

Const_DINT Pved_Switch...  WaitForGenP...
Const_DINT1 1234 a 1}
Const_DINT Pavel_Switch B WrangPaw
Const_DINT2 4321 i} i}
Const_BOOL Resst Error
Const_BOOLO false a 1]

DiagCods
0
RemanentState
0

Fig. 31 Optional safety applications
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3.2.1.6 Example 6: Interfaces (starting from Revision 2)

In this example, the use of reading and writing interfaces is explained. Interfaces are variables
over which individual projects communicate with one another (Safety CPUs in different Safety
projects). This means that a Safety CPU writes data, which is then read by another CPU. A
writing interface is provided by a CSCP 012_1 Safety CPU in VARAN system 1. This interface
is used a reading interface by a second CSCP 012_2 Safety CPU in VARAN system 2. Both
Safety CPUs are positioned on the bus master and are placed in two independent VARAN
systems. The VARAN systems are connected through a VBC 021 interface module. The writ-
ing interface is created in the Safety project of VARAN system 1 and set as the output in the
CSCP 012_1 Safety CPU network. In the PLC application of VARAN system 1, the interface
is written in the VBC 021 module. In the PLC application of VARAN system 2, the interface
is read from the VBC 021 module.

i Hardware Tree ®

= [E) Yaran-Gystemi
= | cIpc
0-VARAN
L-VARAN
2-VARAN
#- EiCSCPoLz 1]
1-COIAS

2-CDIAS
3-C0IAS
4-CoIAS
S-CoIAS
B-COIAS
7-CoIAS

Fig. 32 Possible hardware configuration of VARAN system 1

i Yariable Tree x

= Yaran-Systeml
[ Unsafe Input(s)
(21 Unsafe Qutputis)

(£ Unsafe temp. wariable(s) Properties &8
[0 Safe temp. Variable(s) iz Ai
(21 Interface Variableds) (Read) = 2
= £3 Intetface Variable(s) (Write) Comment Interface (Write)
= [T]iwriemterface Safe CPU Module CSCPO12_1
m WriteVar
Fig. 33 possible interface (write) Fig. 34 possible settings

AMND
ANDD

L=
SN0 S_ouT
] o INTERFACE_OUT
CSCPO12_1 Safe_Input! 4 o o o WriteinterfaceVite...
SNt

CSCROI2_1 Safe_input2 g

Fig. 35 possible safety application VARAN system 1
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The exported writing interface is imported into the Safety project of VARAN system 1 and
used as a reading interface in network of the CSCP 012_2 Safety CPU.

i Hardware Tree X

= j\u‘aran—SystemZ
= T PLE
+ - g ¥BC021_Master
1-VARAN
2-YARAN
- [l C3CPO12_2
1-CDIAS
2-COIAS
3-CDIAS
4-COIAS
5-COIAS
6-CDIAS
i 7-COIAS

S

Fig. 36 Possible hardware configuration of VARAN system 2

i Yariable Tree x
= Waran-System2 . .
(2 Unsafe Input(s) : Propetties =
[ Unsafe Output(s) 5 %*
[0 Unsafe temp. Yariable(s)
[53 Safe temp. Variablas) Comment Intetface {Write)
= 3 Interface Yariablels) (Read) Mazximum Transmission = 10

i . ) Inkerface optional False
(2 Interface Variable(s) (Wrice) Interface Module WECO21_Master
Fig. 37 Possible interface (read) Fig. 38 Possible settings
T
NOTD .@.
:x:f;;}:ﬁ;lngne 5 ;;_IN S_OU; CSCPI2_2 Sate_Outgut!

Fig. 39 Possible safety application VARAN system 2

The VBC 021 interface module must be placed in both LASAL Class 2 projects. To load the
interfaces, memory must be reserved in the instances of the interface module (see descrip-
tion of hardware classes in LASAL Class 2).
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Fig. 40 Memory setting options (VARAN system 1)
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3.2.1.7 Example 7: Contact expansion

With the save contact expansion, the user can expand a safe electronic output with several
potential-free contacts. The contact expansion is used where ever potential-free switches are
needed or the current of the safe electronic output is insufficient.

Simple error-free output

Image 35 shows an example of a contact expanded by 2 redundant relays with mass-based
(Ext. GND) control through a safe output TO1. The relay must have force guided contacts
(example: 3 normally open, 1 normally closed), by which the normally closed contact is used
to read back the switching state (cross circuit detection); the normally closed contact is con-
nected to a side of the TA, which is read by a safe input DI1 on the other side. If the contact
expansion is located in a control cabinet and/or the connections wires are protected, errors
through third party supply connections can be eliminated so that the circuit complies with the
requirements of Category 3/ 4 and PL d/e in accordance with EN 1ISO 13849-1 and SILCL 2
/ 3 in compliance with EN 62061.

20

Ext. GND
Fig. 42 Simple error-free output
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Two-channel output

In contrast, image 2 shows an example of a 2-channel contact expansion that complies with
Category 4 and PL e in compliance with EN ISO 13849-1 and SILCL 3 in accordance with
EN 62061. Each relay is connected to a safe output SO1 and SO2 and has their own back-
read circuit using the signals TA and TB, which are read through two safe inputs SI1 and SI2
(cross-circuit detection). The relays must also be force guided contacts.

~
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+24V
PN

%4 x1 T T T
X2-1| o 1

| o

o = L

x2-4| pia 4
x| .
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gt oo

Ext. GND
Fig. 43 Two-channel output
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4 Initial Start-up and Configuration
4.1 Creating the Standard Control Project

The Safety components are implemented in a LASAL project in the same way as standard
C-DIAS components. Thereby, a hardware class is provided for each Safety module. Each
Safety module with Safe outputs has an "Unsafe Output" variable for each Safe output. This
variable can be controlled by the standard PLC. If this variable is used, it must be configured
in the SafetyDesigner. The unsafe release variable is thereby linked to the corresponding
safe output with an AND gate; this means if the Safe application sets the Safe output, it can
still be deactivated by the standard PLC. This variable can however, reactivate an inactive
Safe output.

After the Safety modules have been placed in the LASAL environment and wired accordingly,
the standard application must be validated; this means testing whether all modules are lo-
cated when Online with the standard PLC.

4.2 Creating the Safe Application with the SafetyDesigner
42.1 Creating the Configuration

When creating the configuration, the hardware tree can be read online or constructed manu-
ally in the SafetyDesigner. Or read from a file created in LASAL Class 2. To go online, the IP
address of the standard PLC is required. To go on line with an S-DIAS Safety module in
stand-alone mode, the COM interface to which the module is connected is required. To con-
struct the Safe application, standard logic blocks and complex function blocks similar to PLC-
Open are available. Creating the configuration is described in the LASAL SafetyDesigner.

When creating the configuration, the following points must be observed:

e A Safe output can only be set with one signal
e A Safe input can be used multiple times.

e The Safety module used in a project cannot be used in another project simultaneously.
If the Safety modules from another project are used in the configuration, the corre-
sponding Safety modules are reconfigured during distribution of the configuration data.

e Correct wiring and configuration are especially important for the Safe inputs (2-channel,
cross-circuit detection etc.).
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4.2.2 System Configuration

After creating the configuration, the Safety Designer must be placed online to load the con-
figuration to the appropriate Safety CPU(s). For this purpose, the Safety CPU must be
changed to the service mode. To change to the service mode, the appropriate password must
be entered. If now password is assigned, one must first be defined.

Important:

With the initial start-up, no password is yet assigned for the CPU (delivery
IF condition of the Safety CPU: without password). The user must set a pass-
word in the Safety CPU. In online mode, the "Change Password" button
must be pushed. With the Change Password dialog, the new password can
be set in the Safety CPU. The input field for the old password remains
empty, the input fields for the new password and its confirmation must be
filled in (length of the password is 6-8 characters).

If the switch to the service mode is successful, the configuration can be loaded into the Safety
CPU with the "Download" button. If the online connection is terminated during the download,
the configuration in the Safety CPU is invalid and the Safe outputs remain in Safe status. The
download must be repeated after the online connection is reestablished.

After downloading, the "Start" button must be pressed. The configuration is now distributed
to the remote Safety modules, if available (operating mode Check Config). After the configu-
ration has been distributed, the system changes to the time-restricted runtime mode. The
maximum time, in which the mode is stopped, can be configured up to 8 hours. If the time
span is exceeded, the system changes to the error mode and the Safe outputs are deac-
tivated.

The purpose of the time-restricted runtime mode is to give the user the option of validating
the Safety system. Whether the Safety system behaves as expected must be tested during
the validation. The validation consists, among other things, of following points:

e Checking the wiring
Here, whether all in- and outputs are wired as configured must be checked. With the
Safe inputs, it is especially important to ensure that the inputs are supplied with the cor-
rect signals.

e Function tests
The reaction must be checked with each switching process of the Safe inputs. With ac-
tivation of an Emergency Stop at the input, for example, a specific output must there-
fore be deactivated within the configured reaction time. All switching processes in the
Safety system and their reaction times must be simulated and tested using this
method.
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If the Validation was successful, it is then possible to change to the unlimited runtime mode
with the "Set Verified" command.

Important:
When validating the Safety system, all Safety functions must be tested for
correct operation.

When optional Safety modules are exchanged, the system must be recon-
figured and validated. This can be done either through the SafetyDesigner
or with the SD card.

If this re-validation does not take place, the SCP loses its configuration and
switches to an error state (ERRVAL 222 / 1222 Temporary Operation Time
— see chapter 2.6.4). This is a safety measure for unauthorized modules in
our Safety system.
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4.3 Configuration using the SD Card
4.3.1  Writing to the SD Card
When writing to the SD card, the active SafetyDesigner project is stored on the SD card. This

can only be done with help from the SafetyDesigner. The following steps are required in order
to write to the SD card:

4.3.1.1 Change to the Service Mode

After the service mode is enabled through the SafetyDesigner, the SD card can be inserted
into the Safety CPU.

Important:

The SD card cannot be inserted into the Safety CPU during normal operation
@ (Operational or temporary operational mode). If this occurs, the Safety CPU
changes to the error mode (error message 88 or 1088). If this error is trig-
gered, the SD card must be removed and the "Quit Error" command sent.
After correcting the error, the service mode can be enabled and the SD card
inserted.

4.3.1.2 Writing to the SD Card

In the service mode, the "Write SD-Card" instruction is triggered in the SafetyDesigner. With
this instruction, the open project in the SafetyDesigner can be loaded into the Safety CPU.
4.3.1.3 Returning to the Normal Operating Mode

After writing to the SD card, it can be removed from the Safe CPU and the operational or
temporary operational mode can be restarted.

Important:

If the configuration on the SD card is the same as that in the Flash of the
@ respective Safety CPU, the operational mode can be started with the SD card
inserted. If the configuration on the SD card is different from that in the Flash
of the respective Safety CPU, the system changes to the error mode instead
of the operational mode (error message 87 or 1087). If this error is triggered,
the SD card must be removed and the "Quit Error" command sent.
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4.3.2 Configuring a Safety CPU with the SD Card

To load the configuration from an SD card to the Flash memory of a Safety CPU, the following
steps must be taken:

4.3.2.1 Deleting the Configuration from the Flash Memory of the Safety CPU

To load the configuration from the SD card, the configuration in the Safety CPU must first be
deleted. This can be done either with the SafetyDesigner (log into the service mode and run
the "Clear" command) or with the validation button on the Safety CPU. Once the configuration
in the Safety CPU is deleted, the Safety CPU can no longer return to the operational or tem-
porary operational mode. The Safety CPU remains in the service mode.

4.3.2.2 Insert the SD card and Deactivate the System

In the next step the system is shut down. Next, the SD card containing the valid configuration
must be inserted into the Safety CPU.

4.3.2.3 Start the System with the SD Card

When the system is restarted, the configuration is loaded from the SD card into the Flash

memory of the Safety CPU. This is only possible if a valid configuration is stored on the SD
card.

Important:

If the SD card has an incorrect format (error message 86 or 1086) or the
@ Safety CPU's Flash memory has not been cleared (error message 87 or
1087), the Safety CPU goes into the error mode. In this case, the SD card
must be rewritten. The error can be corrected by removing the SD card and
canceling the error with the "Quit Error" function.

If the configuration does not match the available real modules, the distribution
process of the configuration triggers an error (error message 9 or 1009) and
the Safety CPU also goes into safe mode. In this case, the configuration must
be checked. This means ensuring that all required Safety modules are avail-
able, not in error mode and the standard communication with these safety
modules is intact.
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4.4  Configuration of a Safe Input
44.1 Structure of a Safe Digital Input

Image 43 shows the structure of the Safe input circuit:

The input is protected against over voltage according to IEC 61131-2, Type 1 and has a
constant input delay time.

Digital input I_Irﬁe_rngl_loaic_

Sl

Fig. 44 Structure of a digital input

The digital input signal is reduced to a lower potential through a voltage divider. Voltage di-
viders and capacitors delay the input signal, which must be included in the calculation of the
reaction time. The Zener diode protects the internal logic from over voltages.

The time delay, with which a change in the input signal can be detected, is a maximum of 2.5
ms. An additional filter time can be included with help from the SafetyDesigner.

4.4.2 Configuration of a Safe Input
Each Safe input has the following configuration properties:

Maximum Transmission Time (not Revision 4)
Filter Time (Revision 1 and starting from Revision 3)
Cross Circuit Detection

These properties can be set using the LASAL SafetyDesigner. By clicking on an input, these
properties can be assigned in the "Properties" field of the SafetyDesigner. The values are
defined as follows:
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4.4.2.1 Maximum Transmission Time

This is the time in which an input must be updated after being read. The time is specified by
the bus clock frequency setting. A maximum transmission time of 10 ms is set in the Safe-
tyDesigner by default (Revision 1). Starting with the Revision 2, the time is determined and
entered when the module is added. It is assumed that the standard bus operates in millisec-
onds. The maximum transmission time can be set between 1 ms and 100 ms.

4.4.2.2 Maximum Transmission Time (Output as Input)

This is the time in which a back-reading output must be updated. The time is specified by the
bus clock frequency setting. A maximum transmission time of 10 ms (Revision 1) is set in the
SafetyDesigner by default. Starting with Revision 2, the time is determined and entered when
the module is added. It is assumed that the standard bus operates in milliseconds. The max-
imum transmission time of back-reading outputs can be set between 1 ms and 100 ms.

4.4.2.3 Filter Time (Revision 1 und ab Revision 3)

This is the software filter, which can also be set between 1 ms and 100 ms. The software
filter is especially helpful to better suppress noise in the input signal.

4.4.2.4 Cross Circuit Detection

If a cross-circuit is detected, the Safe inputs must be supplied with the output signals from
the respective Safety module. Here, one of the inputs must be connected to signal A and the
second connected to signal B. In the SafetyDesigner, the wiring must also be configured in
the "Cross Circuit Detection" field. If the cross-circuit detection is activated, the reaction time
changes.

Important:

The maximum transmission time, the filter time and the cross-circuit detec-
tion influence the system reaction time directly (see chapter 4.8)
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443 Example Wiring of a Safe Input
4.43.1 1-Channel Read with Supply Signal and Cross-Circuit Detection

The C-DIAS and S-DIAS safety system supports single-channel reading of a sensor. The
sensor must be connected to the clock supply of clock A or clock B of the corresponding
safety module. The output of the sensor, which is supplied with clock output A or B and is to
be wired to a safe input, must be configured on the corresponding safety module. This can
be set via the LASAL-SafetyDesigner. Input 1 - in the following example in the cross circuit
detection field - must be configured with clock pulse A. Further information can be found in
the description of the LASAL SafetyDesigner.

The clock outputs are switched off every 26 seconds for a maximum of 4 ms.
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Fig. 45 Single channel reading of an input

In SafetyDesigner, this example is structured as follows:

Fig. 46 Network of a single-channel control system

The inputs are configured as follows:

i Properties X
5 4

Comment

Cross Circuit Detection A

Filker Time 3

Fig. 47 Configuration of the safe inputs
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If single-channel wiring is used, the following faults can be detected:

e Clock pulse could not be detected — Error code 102 or 1102
If the safe input to be tested is wired in such a way that it is "High" and the clock pulse
cannot be detected, there may be a cross circuit with the supply or the clock output is
defective. In this case, the wiring must be checked by the user. If the wiring is correct,
the corresponding clock output must be re-measured.

e Incorrect clock pulse is detected — Error code 103 or 1103
If the wrong clock pulse is detected at a safe input when performing the external input
test, this is detected. Possible causes are cross-connections or incorrect wiring.

IMPORTANT!

l? If the clock outputs are used for wiring, the safe application must be con-
figured accordingly!

IMPORTANT!

@ If the clock output is defective, so that it always outputs only the low state,
this cannot be detected! If, on the other hand, the high state can no longer

be switched off, this is detected via clock pulses!

In this example, it should also be ensured that the reaction time is extended by the test of the
cross-wire short detection. The extension of the reaction time is 6 ms.
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4.4.3.2 1-Channel Read without Supply Signal and Cross-Circuit Detection

If a sensor is connected to a Safe input over one channel, the following must be observed
during the configuration:

Important:

lg e The sensor cannot be supplied by the clock signal, as the pulse signal
can affect the Safe application.

¢ In the SafetyDesigner, the cross-circuit detection or the single-chan-
nel input must be set to "0".

External
supply =l Signal A

Sensor

Fig. 48 Single-channel reading of an input
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4.4.3.3 2-Channel Read with Supply Signal and Cross-Circuit Detection

The C-DIAS and S-DIAS safety system supports two-channel input from a sensor, e.g. a two-
channel Emergency Stop button. A connection from sensor 1 to the supply signal of pulse A
and another from sensor 2 to that of pulse B of the respective Safety module. The sensor
output supplied by the output signal from A, which should be connected to a Safe input, must
be configured in the corresponding Safety module. This is set in the LASAL SafetyDesigner.
Thereby input 1 - in the Cross Circuit Detection field in following example - must be configured
with signal A and input 2 with signal B. With this method, whether the outputs are crossed is
tested automatically. Further information can be found in the LASAL SafetyDesigner.

The two pulse outputs are deactivated at different times every 26 seconds for a maximum of
4 ms.
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- a Signal A
B Ll b|signal B
Sensor 1 Sensor 2
— \ — \ Logic
> Input 2
P Input 1
Fig. 49 2-chanel reading of an input
In the SafetyDesigner, this example is constructed as follows:
Fig. 50 2-channel control network
The inputs are configured as follows:
i Properties X
E ‘%& Properties &
—
Comment o 2%
Zomrent
Cross Circuit Detection A
Filter Time 3 Cross Circuit Detection B
Filker Time 3

Fig. 51 Configuration of the Safe inputs
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If 2-channel wiring is used, the following errors can be detected.

e Signal could not be detected - error code 102 or 1102
If the Safe input to be tested is wired so that its "high" and the signal cannot be de-
tected, there is possibly a cross-circuit or the pulse output is defective. The user should
check the wiring. If the wiring is correct, the respective pulse output should be meas-
ured.

e Wrong signal was detected - error code 103 of 1103
If during the external input test, the wrong signal is detected at a Safety input, this will
be detected. Possible causes are either cross-circuits or incorrect wiring.

Important:

If the pulse outputs are used for wiring, the Safe application must be con-
figured accordingly!

Important:
If the signal output is defective so that it is always low, it cannot be de-
tected! If however, the high status can no longer be turned off, it will be
recognized by the pulse signal!

In this example, the reaction time must be extended to test the cross-circuit detection. The
reaction time extension is 6 ms.
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4.4.3.4 2-Channel reading
2-channel reading with cross-circuit detection is also possible without having to extend the
reaction time to that of the input test. In this case, the affected Safe outputs must be con-
nected locally with an equivalence gate. The signal resulting from the equivalence connection
must be reconfigured in the SafetyDesigner; this means the parameters of the

e Cross Circuit Detection

e Maximum Transmission Time

o Filter Time (Revision 1 and starting with Revision 3)

must be defined.

Important:

The maximum transmission time must be reconfigured for the new signal
produced by the equivalence connection!
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4.4.3.5 Monitoring of contact-based sensors using the Emergency stop example

When monitoring contact-based 2-channel sensors (see 2-channel Read with Supply Signal
and Cross-Circuit Detection) like an Emergency stop for example, the problem is that also
the contacts of the sensor must be checked for an error. Figure 49 shows how this can be
achieved with an Emergency stop.

The two safety-related inputs of the Emergency stop are connected to an equivalence func-
tion (SF_Equivalent), whose output controls the function block for the Emergency stop
(SF_EmergencyStop). Using the equivalence function ensures that a defective sensor is de-
tected. More details on the function blocks can be found in the Safety designer.

Network(SCP011) *

~_Fouivalent
SF_Equivalentd

Const_DINTO

Const_BOOLO

Const_SAFEBOOLO

Const_SAFEBOOL1

VAR_N
EmergStop.Reset 0

Fig. 52 Circuit of an Emergency stop function
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4.4.3.6 OSSD Signals on SIGMATEK Safety PLC Inputs

Devices with OSSD outputs (e.g. light curtains), which have their own test pulses for their
outputs, only work in combination with modules with a configurable SW input filter, depending
on the test pulse duration. This can be configured in the Safety Designer.

OSSD outputs cause test pulses, which can cause the inputs to drop out and thus lead to a
Safety error if no SW input filter is activated and if cross circuit detection is activated.

The cross circuit detection must be deactivated, because in this case the pulse outputs A/B
are not used. With the SW input filter the externally generated OSSD output test pulses can
be suppressed so that the input signals are correctly evaluated.

e (CSCPO011 & CSDI161

These have a SW input filter, which can be configured by the customer

e This resulted in the CSCP012 & CSDI162

These have no SW input filter, which can be configured

e Also the SCP010 & SDI100 were developed without SW input filter

These have no SW input filter, which can be configured

e SCPO011 and SCP111 with SDI101 and SDMO081: these have a SW input filter

Example:

A safety switch with two-channel OSSD output with test pulses of 500 ps is used. The SDI101
has an HW-side input delay of max. 500 ps and this can vary up to 20%. This does not
guarantee that the test pulses are filtered. So an additional SW input filter must be used.
Since the device is connected with two channels, the cross-wire detection must be switched
off in the Safety Designer.

Attention: Pulse outputs A/B are not used in this connection variant. So wiring faults
cannot be detected. The user must take suitable measures to detect wiring faults.

Attention: Depending on the setting of the SW input filter, an adjustment of the dis-
crepancy time may also be necessary.
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4.5 Configuration of a Safe Output
45.1 Structure of a Safe Digital Output

The following diagram shows the structure the Safe output circuit:

The output is protected against over voltage according to IEC 61131-2 and has a defined
output delay time (less than 1 ms). When the system is started or if an error occurs, the Safe
outputs are always deactivated. If one of the two output drivers is destroyed, the output can
still be disabled by the functional output driver. To guarantee safe deactivation, an active
output is tested to check whether it can be shut down or not (see the hardware documentation
for the turn-off time). Here, 2-channel wiring required, as this is implemented in the module.

________ UN
; i HSS
™ (High Side Switch)
K‘E'g FET
|—.

- ouT1
u Digital
% T output

Internal
Safe

lo gic Control
Logics

,,,,,,,,,

Fig. 53 Schematic output circuit
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4.5.2  Configuration of a Safe Output

In a Safe output, "Enable signal used" can be changed from the default setting "false" to
"true”. This means that the safe output can be deactivated by an unsafe signal from the
standard control regardless of the Safe application. The Safe output can only be activated by
the unsafe release signal if it was also activated by the Safe application.

If this involves a Safe output of an output module, a maximum transmission time must be
entered in the Safe input. The maximum transmission time in this case, defines the maximum
transmission time from the Safety CPU to the respective output. This parameter again de-
pends mainly on the bus system and its clock rate.

A Safe output can only be activated in the temporary operational or operational mode. In all
other operation modes, the outputs are always off and therefore in safe status.

45.3 Using Unsafe Release Signals

The use of unsafe release signals is illustrated in
Fig. 54.

Emergency stop
circuit

prery LSy

n ‘‘‘‘‘ @

| Iﬁa-o ——b Vent
|

PLC CPU SAFE IN SAFE CPU SAFE OUT

PLC Application Safe Application

Unsafe
variable

Fig. 54 Using Non-safe Release Signals
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The unsafe release signal must be initialized in the hardware. For this purpose, the corre-
sponding "Unsafe Output" signal must be activated in the hardware class.

If for example, output 1 in a Safe output module is connected to an unsafe release signal, a
1 must be entered in the "Unsafe Output” signal of the hardware class. In addition, the "Ena-
ble signal used" variable in the SafetyDesigner must be set to true.

State| |
o
Flace ClassState [
0 af
Voltagaoré__ .
RunState_:
0 .
SerwcaModg.. .
Errorf ©
o .
FW?\/ersioB_
FPGA_VersiUH L
Safe_Outputt |-

— Omm?‘: ) This sighal must be controlled by the
S - standard PLC
Safe_OutputUZ k.o
UnsafefOutputﬂZ L
Safe_OutputDS L. .

Llnsafe_output? o
Safe_Outputal o

Unsafe_Output%i o
SafefOutputDS L
Llnsafe_OutpulﬂS L. .

Safe_OutputEl |
Unsafe_Oanut?B L
Safe_Outputg k.o
UnsafefOutputﬂ?

Safe_OulpulDB L. .

Unsafe_output? L.

Fig. 55 Hardware class of a Safe output module
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4.6 Configuration of a Safety CPU

The Safety system is configured through the Safety CPU. The Safety CPU therefore, is the
only Safety module to which the SafetyDesigner can write. The Safe application is also pro-
cessed in the Safe CPU. The Safety CPU provides a specific area for the Safe application in
the Flash and RAM memory of the micro controller, which cannot be exceeded.

The configuration to available remote Safety modules is distributed during the check config-
uration phase of the system, with the Quit Error command and during restart after a configu-
ration change. If the Safety CPU does not locate the remote Safety modules, the Safe-
tyDesigner displays the error (mainly error code 9 or 1009). This can occur, for example, if
the standard communication does not function, a remote Safety module has an error or if a
Safety module is not available.

Depending on the configuration, the status of a module can vary as follows:

Status Description

Not configured The module contains no parameter data. (Delivery condition)

Invalid The module's parameter data is invalid.

Configured, not verified The module contains parameter data but is not yet verified and therefore
functions in time-restricted capacity.

Verified The module is verified and can operate without restrictions.

Table 10 Module status depending on the configuration
The configuration status of the Safety CPU(s) is displayed in the SafetyDesigner.

The maximum cycle time for the Safety CPU to process the Safe application can be set be-
tween 1 ms to 50 ms. If the selected cycle time is too short, the system goes into the error
mode (error code 1). In this case, the cycle time can be reconfigured in the SafetyDesigner
to ensure that the Safe application can be processed within the configured cycle time. The
maximum cycle time of the Safety CPU is estimated by the SafetyDesigner and serves as a
reference value.
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4.7 Calculating Monitor Settings (starting with Revision 2)

After creating a configuration, the maximum required cycle time for a Safety CPU and the
maximum transmission time of the individual modules can be calculated using the Safe-
tyDesigner button "Monitored Settings". For a correct calculation, the cycle time of the bus
system (C-DIAS or VARAN) must be set in [ms]. The preset value is 1 ms. The number of
PDO's transferred per bus cycle must also be set by the user. The preset value is 1 PDO per
cycle. Using these settings and the created application (hardware tree configuration and con-
nection in the networks), the values for the cycle time and max. transfer times can be deter-
mined. The user can then accept the calculated values in the project.

The user must check the values suggested by the SafetyDesigner while the
system is running.

4.8 Reaction Time

After creating the configuration, the reaction time of the Safe outputs used is displayed in the
SafetyDesigner by pressing the "Check resources” button. The maximum monitored reaction
time is then always estimated. If for example, all outputs in a Safe output module have the
same reaction time, this is displayed for one output only.

Important:

The calculated reaction times of the sensors at the inputs and those of the
@ actuators at the outputs are not included in the reaction times calculated
here. Relay switching delays are not included in the calculation.
With the modules SRO 021 and SRO 022, the times for the relays are in-
cluded in the calculation.

system is running (e.g. by repeated measurement of the reaction times

.j The user must check the values suggested by the SafetyDesigner while the
while the system is running).

In the following section, determining the reaction time is explained with a concrete example.
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48.1

4.8.1.1 1-Channel Circuit

Determining the Reaction Time in a Safety CPU with Local In- and Outputs

In this example, input 1 (DI 1) of a Safety CPU is connected to output 1 (TO 1) of the same
Safety CPU. The input sensor cannot be supplied by a pulse output, as a test pulse from the

input test can affect the Safe application.

External Configuration DI 1:
supply Cross Circuit Detection 0
Sensor
Safe L TO1 p Actuator

Application

Signal outputs cannot
supply the sensor!

Signal A

Signal B

Fig. 56 Local input - Safety CPU - local output

The reaction time of such a system is determined as follows:

TRreaction time = TIN + Tsw-rFilter + 2*TscPu,cycle (Revision 1)

TRreaction time = TIN + 2*Tscpu,cycle

Parameter meanings

(starting with Revision 2)

Parameters | Description Configurable
Tin maximum hardware filter time; 2.5 ms in the worst case no
Tsw-Fitter additional filter time yes
Tscpu,cycle cycle time of the Safety CPU yes
Table 11 Configuration parameters of a 1-channel circuit
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4.8.1.2 2-Channel Input with Cross-Circuit Detection

In this example, input 1 (DI 1) and input 2 (DI 2) of a Safety CPU are connected to output 1
(TO 1) of the same Safety CPU. The safe inputs come from two different sensors. The input
sensors are each supplied by a pulse signal. The corresponding input must be also be con-
figured with the respective signals.

Configuration DI 1:
Cross Circuit Detection A

Configuration DI 2:
Cross Circuit Detection B

DIt Safe
—> Application

Sensor 1

Sensor 2

Signal A

Signal B

Fig. 57 Local input - Safety CPU - local output

The reaction time of such a system is determined as follows:
TRreaction time = TIN + Tinput test + Tsw-Filter + 2*TscPu,cycle (Revision 1)

TRreaction time = TIN + Tlnput test + Z*TSCPU,cycIe (starting with Revision 2)

Parameter meanings

Parameters | Description Configurable
Tin maximum hardware filter time; 2.5 ms in the worst case no
Tsw-Fiter additional filter time yes
Tscpu,cycle cycle time of the Safety CPU yes
Tinput test duration of the input test; 6 ms in worst case no

Table 12 Configuration parameters of a 2-channel circuit

Version 4.1 Page 97



SAFETY SYSTEM HANDBOOK o> SIGMATEK

4.8.1.3 2-channel Connection of a Sensor with Cross-Circuit Detection and Local AND
Gate

This involves a 2-channel system, by which both input signals come from the same sensor
and are linked with a local AND gate. If the cross-circuit detection is enabled, the Safe-
tyDesigner calculates the maximum reaction time without the input test time Tinput test. This is
because both input signals come from the same sensor and the input test is not performed
on both signals at the same time. While the input test is being conducted on the input con-
nected to signal A, the input connected to signal B can thereby initiate the safe mode when
necessary or vice versa.

Configuration DI 1:
Cross Circuit Detection A

Configuration DI 2:
Cross Circuit Detection B

Safe
Application

p D2 Actuator

Sensor 1

Sensor 2

Signal A

Signal B

Fig. 58 Sensors connected over two channels

The reaction time of such a system is determined as follows:
TreacTioN TIME = TiN + Tsw-rILTER + 2*TscPU,CYCLE (REVISION 1)

TreacTions TIME = TIN + 2*¥TscPU,CYCLE (STARTING WITH REVISION 2)
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4.8.2 Determining the Reaction time of a Safety CPU with Remote In- and Outputs
and Cross-Circuit Detection

This system has, for example, an emergency stop that is connected to a Safe input module.
The Safe input module is connected to a Safety CPU by a communication system, e.g. C-
DIAS. The Safety CPU processes the local input and sends the result to a remote output
module over the bus system.

Conlfiguration DI 1:
Cross Circuit Detection A

Configuration DI 2:
Cross Circuit Detection B

Bus-System
(z.B. VARAN)

Bus-System
(2.8. VARAN)

Actuator

Safe Input

Modul

Signal A
Signal B

Fig. 59 SIN: Local input - bus - Safety CPU - bus - SOUT: local output
The reaction time of such a decentralized system can be defined as follows:

TRreaction time = TIN + Tinput test + Tsw-Filter +2* TsiN,cycle
+ Maximum transmission time (Input) + 2* Tscpu,cycle
+ Maximum transmission time (Output) +2* Tsout.cycle + Toritt

(Revision 1)

Treaction time = TiN + Tinputtest + TsiNcycle + Tbus
+ Maximum transmission time (input) - Tous
+ 2* Tscpu,cycle
+ Maximum transmission time (output)
+ TsouT,cycle + Thbus

(starting with Revision 2)
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Parameter meanings

Parameters Description Configurable

Tin maximum hardware filter time; 2.5 ms in the no
worst case

Tinput test duration of the input test; 6 ms in worst case no
(indirectly through cross-circuit detection)

Tsw-Fitter additional filter time yes

TsiN,cycle processing time of the Safe input module no

Maximum Transmission Time (Input) the maximum delay between a remote input yes
and the processing Safe CPU allowed

Maximum Transmission Time (Output) the maximum delay between a Safety CPU yes
and the corresponding remote output allowed

Tscpucycle cycle time of the Safety CPU yes

Tsoutcycle processing time of the Safe output module no

Torift maximum time drift between two Safety mod- no
ules (6 ms in worst case)

Thus system bus cycle (C-DIAS or VARAN) yes

Table 13 Configuration parameters of a 1-channel circuit with remote Safety modules

This time the input is read by the Safe input module. If cross-circuit detection is selected, the
time Tinput Must be added to the reaction time. In addition to the previous examples, the pro-
cessing time of the Safe input module (Tsincycle) and Safe output module Tsout cycle) Must also
be included.

Furthermore, the maximum transmission times allowed between the Safety CPU and the re-
mote Safety modules must be taken into consideration. In a Safe input, the Maximum Trans-
mission Time is the maximum time delay allowed between a remote input and the processing
Safety CPU. Similarly in a Safety output, the Maximum Transmission Time is the maximum
time delay allowed between a Safety CPU and its corresponding remote output.

Because each Safety module has its own time base and the modules are synchronized only
at specific time points, two Safety modules could drift up to 6 ms apart. This drift (Tori) must
be observed in a system with remote Safety modules.
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4.8.3 Determining the Reaction Time with FSOE Communication

This system has, for example, an emergency stop that is connected to an SCP111. The
SCP111 processes the local input and sends the result to a remote Safety CPU (as well as
an SCP11) with an output module over the bus system.

S-Dias Safety Bus

Sichere )
VI021 Applikation Interne Logik:

Sensor 1

SCPU Safe Input

Sensor 2

VARAN

Sichere S-Dias Safety Bus y
VI021 Applikation Interne Logik: Aktor

SCPU Safe

Output
Modul

Fig. 60 FSoE Communication

Treaction time = TIN + Tinputtest + Tsw-Filter
+ 2% TSCPU,cycIe( FSoE Master)
+ 2 * Transmission Time (time setting for the FSoE connection)
+ 2* Tscpru.cycle ( FSOE Slave)

(Revision 4)
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Parameter Meanings

Parameters Description Configurable

TIN maximum hardware filter time; 2.5 ms in the no
worst case

Tinputtest duration of the input test; 6 ms in worst case no
(indirectly through cross-circuit detection)

TSW-Filter additional filter time yes

Transmission Time maximum transmission time between FSoE yes
master and FSoE slave

Tscpu,cycle cycle time of the Safety CPU yes

Table 14 Configuration parameter of a single-channel wiring with remote security modules

Page 102

07.03.2022



2> SIGMATEK SAFETY SYSTEM HANDBOOK

4.8.4 Fixed Time Parameters that Affect the Reaction Time

In
Table 15 below, the parameters that cannot be changed by the system are listed. These
parameters represent the worst-case scenario.

Abbreviation Max. Explanation

Tin 2.5ms maximum input delay

Tsincyce(Revision 1) 2.5ms internal cycle of the input module

Tsincycle(Starting with 1.8 ms internal cycle of the input module

Revision 2)

Tsout cycle(Revision 1) 3.5ms internal cycle of the output module

Tsout cycle(Starting with 1.8 ms internal cycle of the output module

Revision 2)

Torift 6 ms maximum time drift between the Safety modules

Tinput test 6 ms maximum time of the input test with cross-circuit detection

Table 15 Fixed parameters
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48,5 Configurable Time Parameters that Affect the Reaction Time

In
Table 16 below, the configurable time parameters are listed.

Abbreviation Min Max De- Explanation
fault
Tsw fiiter 0ms 100 ms 0ms | configurable input filter to filter out possible external in-

put signal noise.

SCPU, cycle (Revision 1ms 50 ms 6 ms | corresponds to max. cycle time; see chapter 4.6
1)
SCPU, cycle (starting 1ms 50 ms 3 ms | corresponds to max. cycle time; see chapter 4.6

with Revision 2)

Maximum transmission 1ms 100 ms 10 ms | maximum transmission time, which must be configured
time (input) (Revision 1) for each Safe digital input

Maximum transmission 1ms 100 ms 10 ms | maximum transmission time, which must be configured
time (output) (Revision for each Safe digital output

1)

Maximum transmission 1ms 100 ms value | maximum transmission time, which must be configured
time (starting with Revi- is cal- | for each Safe digital input/output

sion 2) culated

Maximum transmission 1ms | 5000 ms | 300 ms | maximum transmission time for HGW and WLAN con-
time for HGW and inter- nections

faces IP addresses
(starting with Revison 4)

Table 16 Settable time parameter

In addition to the time parameters in

Table 16, whether the system is 1-channel or 2-channel must be determined. If it is a 2-
channel system and cross-circuit detection is desired, one input must be connected to signal
A and the other to signal B and then configured.

Important:

The VARAN cycle time setting has a direct influence on the maximum trans-
@ mission time. To ensure that all Safe communication is continuously avail-
able, the maximum transmission time must be at least 5 times the VARAN
cycle time setting (Revision 1).

Page 104 07.03.2022



2> SIGMATEK SAFETY SYSTEM HANDBOOK

5 Operation
5.1 Processing the Safe Application

After the Safety modules have been configured successfully (see chapter 4), the system goes
into the operational mode.

Important:

In the operation mode, the SafetyDesigner must be disconnected from the
control.

5.2 Operating the Validation Button

The Safety system can also be controlled independently of the SafetyDesigner using the
validation button. As with the SD card, the validation button is only implemented in the Safety
CPU. Since the system is in unrestricted operation, only a reasonable subset of the Safety
designer commands is possible. These are:

- Quit Error
With this command, an error can be reset. If the error persists after the "Quit Error"
command, it is the result of either a "permanent error" or the error was detected
again, e.g. due to incorrect wiring.

- Clear Config
With this command, the Flash memory in the Safety CPU is cleared when for exam-
ple, a new application is loaded from the SD card. The function of this command is
the same as the "clear" command in the SafetyDesigner.

- Set Verified
With this command, the Set Verified flag is set. This means the mode changes from
time-restricted operation to unlimited operation.

An incorrect command will be detected when entered. The LED on the validation button starts
to blink and the system does not change its current mode. 8520_up_9510
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Inputting commands with the validation button consists of 3 sequential components;
the start and End sequence, and the sequence for selecting a command (see the following
diagram).

1
Buttons pressed |_| I_I I_I

not pressed

LED B o

OFF

LED C1-C3

L.

OFF

1
1
|
1

ON 1
1
1
|
1
1
1

Start Command selection End
Fig. 61 Command input with the validation button

5.2.1 Explanation of the individual sequences

5.2.1.1 Start sequence

The button must be pushed until LED B lights (after approximately 3 seconds). If the button
is pushed too long (longer than approximately 10 seconds), an Error sequence is initiated
(see "Error sequence"). The same applies when the button is released too soon (before LED
B lights) or it is pushed immediately after being released (time between 2 button presses
shorter than 200 ms).

5.2.1.2 Command Selection sequence

After the Start sequence, the desired command is selected. This selection is made with button
presses in the following time intervals: Minimum press duration is 200 ms, maximum is ap-
proximately 3 seconds; the minimum pause between individual button presses is 200 ms, the
maximum is 10 seconds. After each correct button press (incl. The minimum pause of approx.
200 ms), the selected command is shown with LEDs C1 - C3. If an invalid command is se-
lected (see "valid commands"), the Error sequence is initiated; as with not correctly observing
the time intervals. LED B lights continuously during this sequence.
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5.2.1.3 End sequence

This sequence is used to confirm the selected command. Here, the button is pressed until
LED starts to blink (approx. 3 seconds, blinks in a slow interval). The number of light pulses
in LED B depends on the previously selected command (see "valid commands").

If LED B turns off, the button must be released. After the minimum pause of approximately
200 ms, in which the button must not be pressed, the service mode is imitated and the com-
mand is executed.

If the button is pressed for longer than approximately 3 seconds, the selected command is
not accepted and the Error sequence is displayed. The same applies when the button is
released too soon or the minimum pause of 200 ms is not observed. After executing the
command, the corresponding mode is initiated depending on the command (see "Valid Com-
mands").

If executing the command leads to an error (i.e. because SET_VERIFIED should be executed
although no valid configuration data is available in the Safety CPU), the Error sequence is
initiated.

5.2.1.4 Error sequence

If an invalid button press occurs, as in the sequences described above, the Error sequence
is initiated. LED B indicates this sequence with fast blinking, which lasts for at least 3 seconds.

If the button is still pressed after 3 seconds, LED B will continue to blink until the button is
released and a minimum pause of approximately 200 ms has elapsed. After LED turns off,
the start sequence can be re-entered.

After ending the Error sequence, the mode is changed as described in "Overview of Module
Status". If LEDs C1 — C3 are lit, they are deactivated after the error sequence is ended.
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5.2.1.5 Overview of Commands

The number of button presses corresponds to the number of light pulses in LED B during the

End sequence.

Commands Number of button LED C1 LED C2 LED C3
presses

QUIT_ERROR 1 X

CLR_CFG 2 X X

SET_VERIFIED 3 X X X

Table 17 Validation button command

5.2.1.6 Overview of Module statuses and commands

The following tables show a sample of the statuses in which the system can be found, the
commands that can be active during the respective status and their functions.

COMMAND

System status QUIT_ERROR CLR_CFG SET_VERIFIED

Check-Configuration X
Time-restricted operational mode X X
Operational mode X
Service mode X
Error X
Table 18 Module statuses and commands
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Executed com- Command function Status after command exe-
mand cution
QUIT_ERROR | A possible error is cancelled in the Safety CPU and SW-RESET *)

all safe 1/0 modules required by the Safety CPU and
the error mode is ended.

CLR_CFG The configuration in the Safety CPU is deleted. After Service mode
executing the command, the Safety CPU is now in
service mode.

SET_VERIFIED The configuration status is set to "verified". Operational mode

*) A SW-RESET is performed. If the error still exists, the Safety CPU remains in the error mode. Otherwise, the
Safety CPU starts correctly.

General note: If a command was entered incorrectly, the Safety CPU initiates the error sequence (see above). After
ending the Error sequence, the command can be reentered.

Table 19 Validation command

® INFO

l If the Safety CPU sets itself in the error mode, it is reset by sending the "Quit
Error" command with the validation button. If remote modules that are in the

error mode belong to the configuration in the Safety CPU, their status is not

reset. To reset these errors, the "Quit Error" command must be re-sent.
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5.3  Error Diagnosis
531 Diagnosis through the LEDs

Using the LEDs the Safety modules different error Types can be recognized:

5.3.1.1 Module Error

If the Safety module detects an internal error during the self-test, it goes into the error mode.
This is indicated by the continuous lighting of the Error LED (see chapter 2.5.5). A more
detailed diagnosis of the error is not possible through the LEDs. To identify the error, a diag-
nosis with the SafetyDesigner is required. If the DCOK-LED is off, this is usually caused be
an incorrect supply voltage. In this case, the external voltage supply from the pulse outputs
or the Safe outputs must be checked.

5.3.1.2 Remote Module Error

If a Safety output module for example, expects data from another remote module (e.g. a
Safety CPU) in error mode, the Safety CPU only receives error data. The Safe output module
then switches the outputs to the safe status and the Error LED starts to blink. To correct the
error, the error in remote module must first be diagnosed with the SafetyDesigner.

The same response is given when the Safety CPU in the above example functions correctly
but the Safe data received by the Safe output module is outdated. If this occurs, the configu-
ration may need to be checked and the maximum age adjusted. If this is not the case how-
ever, it is possible the Safe communication between the two modules was interrupted and
the output module cannot receive valid data.

5.3.1.3 Internal error

If an internal error occurs (hardware error), it is detected during the internal self-test. The
module then goes into the error mode. The error can be identified through the Safe-
tyDesigner. If the error cannot be reset with the Quit Error command, the user must contact
the manufacturer.
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5.3.1.4 Safe In- or Output Error Mode

Incorrect wiring in Safe in- or outputs can also be partially detected. In such a case, the Safety
module wiring must be checked.

The detectable errors essentially depend on the application; a cross-circuit test can therefore
only detect a cross-circuit in 2-channel wiring. This must be set in the SafetyDesigner explic-
itly. Circuit examples are given in the section "Determining the Reaction Time".

Whether or not an error can be detected at all also depends on the electrical status of the
Safe in- or output. An inactive output for example, cannot be tested to see if can be deac-
tivated. Nor can an inactive input signal be tested to see if the input can be deactivated.

5.3.2 Diagnosis with the SafetyDesigner

The user can, regardless of the error, go online with the SafetyDesigner to identify the error.
If a Safe module is in error mode, this can be read with the "Get Module State" service com-
mand. For a Safety CPU, the error mode is automatically displayed in the console window of
the SafetyDesigner.

If the Safety module is not in error mode, but an error was detected in a Safe in- or output, it
will be displayed in the "Error of Channels" window in the Safety Designer.

Version 4.1 Page 111



SAFETY SYSTEM HANDBOOK o> SIGMATEK

5.3.3  Troubleshooting

If an error occurs due to incorrect wiring for example, it can be cancelled after the wiring has
been corrected. If however, an error caused by a hardware error is diagnosed, it cannot be
cancelled. In this case, a "permanent error" exists. Examples of such errors are:

Error Type Error message
RAM error E_RA_MARCH; E_RA_GALPAT
ROM error E_ROMTEST_VECTORS,

E_ROMTEST_BOOTSECTOR,
E_ROMTEST_OSIMAGE

Internal clock error E_REFCLOCK_MIN,
E_REFCLOCK_MAX

Defective output transistor E_WD_TEST
E_SO_TEST_FET3
E_SOTEST_HSS1

Module drift to large E_CYCLIC_TIME_DRIFT

Table 20 Permanent error

If one of these permanent errors occurs, the affected Safety module must be replaced. The
defective Safety module must then be sent to SIGMATEK GMBH & CO KG for repair.

If a Safe output can no longer be deactivated and this error occurs during the operational
mode, the corresponding output goes into error mode (output LED flashes). In the "Error of
Channels" field in the SafetyDesigner, the error can now be read. If "Quit Error" is now sent
and the error is not corrected, the error mode remains active. If the error is eliminated how-
ever, the system changes back to the operational mode after the "Quit Error" command.
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5.3.4 Safe Input Errors

The errors listed here are detected only in Systems where the cross-circuit detection is ena-
bled.

5.3.4.1 Pulse Signal Cannot be Detected

If the cross-circuit detection is activated and the Safe input to be read is high, the input sensor
must be supplied by the Safety module with the corresponding pulse supply. This pulse sup-
ply is deactivated for a short time in regular intervals. Thereby whether a cross-circuit exists
between two inputs supplied with different signals or whether the input is still inactive is
tested. If the input is high and the pulse signal is not detected, an error is identified. The
possible causes are incorrect wiring and/or a defective signal output. After eliminating the
cross-circuit, the Quit Error command or restarting the system can be used to cancel the
error.

5.3.4.2 An Incorrect Signal was Detected

In this case, a cross-circuit between the inputs or incorrect wiring is the cause and in the
"Error of Channels" window of the SafetyDesigner, the error code 103 is shown; the LED of
the corresponding input blinks2. After confirming the error, it can be cancelled with Quit error
or by restarting the system; errors are eliminated.

5.35 Safe Output Errors

5.3.5.1 Back-read and Expected Output Values Don't Match

If the values read from the output signals by the Safety modules do not match those calcu-
lated in the application, Error 137 or 1137 is displayed in the "Error of Channels" in the Safe-
tyDesigner. The corresponding output LED blinks and the Safe outputs in the module are
deactivated. This error can be caused by either a hardware defect or faulty wiring of the output
(capacitive load too high). The wiring must be checked. If the error was corrected, it can be
cancelled with a Quit error command or by restarting the system.

2 This blinking is only valid fort he C-Dias system.
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5.3.5.2 Outputs Cannot be Deactivated

If the outputs cannot be deactivated, the error is detected within the internal test interval
(every 26 seconds). In the corresponding Safety module, the affected output blinks and is
shut down. In the SafetyDesigner under "Error of Channels", the defective output is displayed
with error code 143, 1143, 144 or 1144. The error can have the following causes:

e Safe output is stuck at 24 V due to a wiring error

e The capacitive load on the Safe output is too high (see sheet for the respective Safety
modules)

e The Safe output is defective

After correcting the error (with the exception of defects that cannot be corrected), the error
must be cancelled. If the error mode is still active after the Quit Error command has been
sent (e.g. with defect), the output remains inactive. If the system is restarted or the Quit Error
command is initiated with the validation button, this defect is detected in the POST. The
Safety module then changes to error mode.

5.3.5.3 Cross-Circuit between Outputs

If a cross-circuit exists between Safe outputs, they are deactivated and the Error LEDs of the
affected outputs blink. In "Error of Channels" of the SafetyDesigner, the defective output is
displayed with error code 144 or 1144. During operation, this error can only be detected if the
Safe outputs are set. If this error occurs, the wiring of the Safe outputs should be checked. If
the error is corrected, it can be reset with the Quit Errors command.
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5.3.6 Configuration Distribution Errors

If a configuration was successfully loaded into a system consisting of a Safety CPU and re-
mote Safety modules and the distribution process is initiated, an error can occur in this pro-
cess under certain conditions. The same is also true when distributing the configuration after
restarting such a system. In such a situation, error 9 or 1009 is displayed in the Safe-
tyDesigner with special identifiers. The possible identifiers are:

o Identifier O:
If this error code is triggered, more than one Safe module is missing from hardware to-
pology. If this error occurs, check whether all Safety modules are really available. The
communication with each module must also be intact. This can, for example, be
checked using the hardware classes in the standard PLC. If all hardware classes for
the Safe modules have been located, the communication is functional.
After correcting the error, it can be cancelled with the "Quit Error" command.

e Identifier 1:
This error occurs when, for example, more the one Safety module has been ex-
changed. In this case, the configuration must be redistributed.

o |dentifier 2:
A Safety CPU in a configuration cannot be identified. Whether all Safety CPUs in the
configuration are actually available and with communication with them is correct.

o Identifier 3:
If this error occurs, the configuration cannot be distributed. Check whether all Safety
modules are available and the communication is connected correctly. In addition, check
whether the hardware classes for the Safety modules are placed correctly in the stand-
ard PLC project. The error can be cancelled with the "Quit Error" command or by re-
starting the system.

o Identifier 4:
This identifier indicates an error in a remote module. This error must be identified and
corrected. The error can then be cancelled with the "Quit Error" command or by restart-
ing the system.

o |dentifier 5 (S-DIAS modules):
This identifier indicates that at least one local SDI module of an SDIAS CPU is missing.
The missing module must be added. The error can then be cancelled with the "Quit Er-
ror* command or by restarting the system.
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e Identifier 6 (S-DIAS modules):
This identifier indicates that at least one local Safety Interface module of an SDIAS
CPU is missing. The missing module must be added. The error can then be cancelled
with the "Quit Error" command or by restarting the system.

o |dentifier 7 (S-DIAS modules):
This identifier indicates that at least one local STO module of an SDIAS CPU is miss-
ing. The missing module must be added. The error can then be cancelled with the "Quit
Error" command or by restarting the system.

o |dentifier 8 (S-DIAS modules):
This identifier indicates that at least one local SRO module of an SDIAS CPU is miss-
ing. The missing module must be added. The error can then be cancelled with the "Quit
Error" command or by restarting the system.

o |dentifier 9 (S-DIAS modules):
This identifier indicates that an SDIAS CPU (module is in Master mode) tried to write
the configuration. The configuration is set to the master mode. The configuration in the
module must be deleted. The configuration can then be redistributed.

e |dentifier 10 (S-DIAS Modules):
This identifier indicates that a slave module has detected an incorrect configuration in
remote modules. Remote modules must be configured. The error can then be can-
celled with the "Quit Error" command or by restarting the system.

o |dentifier 11 (S-DIAS modules):
This identifier indicates that an input module is inserted into the wrong slot. Insert mod-
ule into correct slot. The error can then be cancelled with the "Quit Error" command or
by restarting the system.

e |dentifier 12 (S-DIAS modules):
This identifier indicates that an output module is inserted into the wrong slot. Insert
module into correct slot. The error can then be cancelled with the "Quit Error" com-
mand or by restarting the system.

o |dentifier 13 (S-DIAS modules):
This identifier indicates that a SafeDint input module is inserted into the wrong slot. In-
sert module into correct slot. The error can then be cancelled with the "Quit Error" com-
mand or by restarting the system.

Page 116 07.03.2022



2> SIGMATEK SAFETY SYSTEM HANDBOOK

Identifier 14 (S-DIAS modules):
This identifier indicates that the number of local input is incorrect. Correct the number
by adding or removing input modules. The error can then be cancelled with the "Quit
Error" command or by restarting the system.

Identifier 15 (S-DIAS modules):

This identifier indicates that the number of local outputs is incorrect. Correct the num-
ber by adding or removing output modules. The error can then be cancelled with the
"Quit Error" command or by restarting the system.

Identifier 16 (S-DIAS modules):

This identifier indicates that an attempt was made to activate a missing module. Insert
module at the correct position. The error can then be cancelled with the "Quit Error"
command or by restarting the system.

Identifier 17 (S-DIAS modules):

This identifier indicates that an expansion module could not be configured. Try to re-
configure. The error can then be cancelled with the "Quit Error* command or by restart-
ing the system.

Identifier 18 (S-DIAS modules):

This identifier indicates that too many expansion modules are available. Remove ex-
cess modules. The error can then be cancelled with the "Quit Error" command or by re-
starting the system.

Identifier 19 (S-DIAS modules):
This identifier indicates that too few expansion modules are available. Add missing ex-
pansion modules. The error can then be cancelled with the "Quit Error" command or by
restarting the system.

Identifier 20 (S-DIAS modules):
This identifier indicates that an incorrect module is mounted. Mount the correct Safety
Interface module. The error can then be cancelled with the "Quit Error* command or by
restarting the system.
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6 System Changes
6.1 Updating Safety Modules

The customer cannot run a Safety module's Firmware update. To update the firmware, the
Safety module must first be sent to SIGMATEK GMBH & CO KG.

6.2 Changing the Configuration

A change in the configuration must be made through the SafetyDesigner. The configuration
file can only be changed when the SafetyDesigner is disconnected from the target system;
no online connection between the two can exist.

After changing the configuration file, it must be loaded to the appropriate system through the
SafetyDesigner. After successfully downloading the configuration, the system changes to the
restricted runtime mode. The target system must then be validated. After thorough testing of
all functions for correctness, the system can be changed to the unrestricted runtime mode.

When optional Safety modules are exchanged, the system must be reconfigured and vali-
dated. This can be done either through the SafetyDesigner or with the SD card.

If this re-validation does not take place, the SCP loses its configuration and switches to an
error state (ERRVAL 222 / 1222 Temporary Operation Time — see chapter 2.6.4). This is a
safety measure for unauthorized modules in our Safety system.
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6.3 Exchanging Modules

When exchanging a Safety module, the exchange of a Safety CPU must be distinguished
from a remote Safety input or output module.

DANGER:
Before exchanging a Safety module, the voltage supply must be discon-
nected from the system.

INFO!

When optional Safety modules are exchanged, the system must be recon-
figured and validated. This can be done either through the SafetyDesigner
or with the SD card.

If this re-validation does not take place, the SCP loses its configuration and
switches to an error state (ERRVAL 222 / 1222 Temporary Operation Time
— see chapter 2.6.4). This is a safety measure for unauthorized modules in
our Safety system.

juud
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6.3.1 Exchanging a Safety CPU

The newly inserted Safety CPU must first be reconfigured. This can be done either through
the SafetyDesigner or with the SD card.

6.3.2 Exchanging a Safe In- or Output

The exchange of a Safety module is supported by the system. After turning off the power
supply, the Safety module can be replaced with a new one. The system can then be restarted.
If the Safe system is the operational mode before the exchange, it goes into the temporary
operational mode when restarted. In the change to the unrestricted operational mode, the
system must be revalidated.

6.3.3 Exchanging Several Safe In- or Outputs

If more the one Safety module is exchanged, the Safe system goes into the error mode when
restarted; the error code 9 or 1009 is output In this case, the entire system must be reconfig-
ured.

6.3.4 Exchanging Safe Input or Output Modules with the SCP 010, SCP 011, SCP
111, SCP 111-S and SCP 211 Safety Modules

For the SCP 010, SCP 011, SCP 111, SCP 111-S and SCP 211 modules, several related
expansion cards can be exchanged. After turning off the power supply, the Safety modules
can be replaced with new ones. The system can then be restarted. If the Safety system is in
operational mode before exchanging the Safety modules, it is retained.
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6.4 Adding a Safety Module

If the Safe system is in the operational mode and a Safety module is added that does not
belong to the configuration, it has no effect on the Safe system.

If the added Safety module is already configured, the Error LED of this Safety module may
blink, if for example, a configured Safe output is added and data is expected from an unavail-
able Safety CPU. However, this has no effect on the Safe system.

When adding a previously configured Safe input module, it is possible that it changes to the
operational mode normally. This module then sends Safe data, but does not find a recipient.
This module therefore has no effect on the Safe system.

6.5 Removing a Safety Module

If a Safety module used in a Safe system is removed, the following cased must be identified.

6.5.1 Safe Input Module Removed

If a Safe input is removed during operation (e.g. bus communication with the module fails),
the Error LED in the Safety CPU for the remote input module will start to blink. The outputs
corresponding to the input module change to the Safe status. In the SafetyDesigner, error
199 (maximum age exceeded) is displayed in the affected outputs. If the function of the failed
Safety modules returns (e.g. communication is re-established), the affected outputs remain
in Safe status. The error must be cancelled with the "Quit Error" command or by restarting
the system.
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6.5.2 Safe CPU Removed

If the safe safety CPU fails, this is determined based on the expectations of the dependent
Safe output module. The Error LED of the affected output module will blink and the dependent
Safe outputs change to Safe status. If Safe control is accessed online with the Safe-
tyDesigner, the Safety CPU is no longer located. Because the Safe input module dependent
on the Safety CPU has expects no data, it does not detect the failure of the Safety CPU. If
the function to the Safety CPU returns to the system, the corresponding outputs remain in
the Safe status. To exit the error mode, a "Quit Errors" command must be triggered or the
system restarted.

6.5.3  Safe Output Module Removed

If a Safe output module fails, the affected Safe outputs of other Safe modules change to the
Safe status. The Safety CPU detects the failure of the Safe output module only if a Safe
output from the malfunctioning module is read in the configuration of the Safety CPU (e.g. if
the outputs link other modules). If this is the case, the Safety CPU's Error LED begins to blink
and the affected Safe outputs change to the Safe status. If no Safe output from the failed
output module is read in the configuration, it is not registered by the Safety CPU. When the
function of the Safe output module returns, the previously triggered error remains. The sys-
tem must either be restarted or a Quit Error command sent.

7 Special features of the System

7.1  Using Optional Modules (starting with Revision 2)

In the SafetyDesigner, Safety modules or reading interfaces can be switched to "optional" in
the property browser. This means that the individual modules or interfaces for processing the
configuration in the Safety CPU are not required. For the data of these modules of interfaces,
a user-defined value can be used. The uses of optional modules or interfaces have require-
ments.

In the safety application, special function blocks (SF_Optional_Pwd/ SF_Optional_Pwdll and
SF_Optional_Switch) are placed after the inputs of the optional module/interface that send
defined values to the underlying logic when a module or interface is missing (also those that
are not in safe mode).

If the accessibility of optional modules must be determined for the application, a SafeBool set
to a constant "True" can be created in the interface. This allows the application to determine
whether the value is from the optional module or predefined for error handling.
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DANGER!

Here, it is important to keep in mind that a dangerous situation could occur
if the status of these functions blocks (regarding the availability of an op-
tional module/interface) does not reflect reality.

Important:

After each switch between optional and non-optional, the user must test the
system for correctness.

Important:

The PLC program must be restarted after each switch between optional and
non-optional.

Starting with Firmware V245, it is also possible to connect and use an op-
tional module without restarting the program in the PLC. In the program, the
QuitCommError server of the SCP 010 HW class must be written for this
purpose. Writing to this server clears communication errors. Thereby, a
(possibly unexpected) restart of the machine can occur. The user must
therefore be made aware of this danger before deleting such an error and
given the chance to cancel the process (e.g. through a dialog window with
the appropriate instruction text and buttons to continue and cancel respec-
tively).

When optional Safety modules are exchanged, the system must be recon-
figured and validated. This can be done either through the SafetyDesigner
or with the SD card.

If this re-validation does not take place, the SCP loses its configuration and
switches to an error state (ERRVAL 222 / 1222 Temporary Operation Time
— see chapter 2.6.4). This is a safety measure for unauthorized modules in
our Safety system.

Important:

The system can only be changed (between optional and non-optional) by
trained personnel.

Important!

The SF_Optional Pwdll function block cannot be used in the Safety CPUs
CSCP 011 and CSCP 012!
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7.2 Safety Measures and Guidelines

Using the "SF_OPTIONAL_PWDII" function block, all safety functions are made; the following
measures and danger warnings must therefore be observed. Non-compliance with this warn-
ing can lead to serious injury or death.

>R B

The machine operator must be aware of the possible risks of using the
"SF_OPTIONAL_PWDII" function block and in compliance with the valid
standard requirements for the specific application (for example, hydraulic
press brake), create a risk analysis and take the appropriate measures for
risk minimization.

The duration of validity for the codes (login time) calculated by the Safety
CPU must be as short as possible. It is essential to ensure that they do not
overlap shifts.

The password input and confirmation of the automatically calculated codes
must be performed by the same authorized setter.

During the period of validity of the automatically calculated codes, the ma-
chine must be permanently in view of the technician.

Except for the technician, no other personnel can be within the limits of the
machine defined in EN 12100. It is essential that the appropriate measures
be taken to prevent unlimited access to the machine.

Command devices without an Emergency Stop function must be installed so
that they are within reach and an emergency stop can be triggered from any
position
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7.3 Using Interface Variables (starting with Revision 2)

With interface variable, communication between Safety CPUs in different projects is possible
(Safety-CPUs are configured in different Safety projects and must be positioned at the bus
master). This means that a Safety CPU writes the data and another Safety CPU reads the
data provided. More information on interface variables can be found in the LASAL Safe-
tyDesigner description.

7.4 Master and Slave Mechanisms with the SCP 010, SCP 011, SCP 111,
SCP 111-S and SCP 211

In the SafetyDesigner, SCP 010/SCP 011/SCP 111/SCP 111-S/SCP 211 Safety modules
can be switched to master or slave through the property browser. At least one Safety CPU
should be operated in master mode. The modules in slave mode are assigned to the modules
in master mode.

Advantages for the user:

The configuration only needs to be downloaded to the master modules
Downloading the configuration to an SD card in only needed for the master modules
Logging in is only required for the master modules

No password setting is required or the slave modules

Quit Error and slave start through the assigned master module

Slave module does not have to be verified

More information on the slave modules can be found in the LASAL SafetyDesigner descrip-
tion.

Modules in slave mode cannot be operated without their assigned masters.
l%’ A slave module can only run in operational mode when the master module is
running in operational/temp. operational mode.

If a module is operated in slave mode, whether the module is configured as
a master must first be checked. If the module is configured as a master, the
configuration in the module must be deleted.

&

It is recommended that different Master systems communicate with one an-
other through the Master modules. A Master system consists of a Master
I%D module and its corresponding Slave modules. No Slave module of a Master
system should communicate with another Master system. With such direct
communication, it may be necessary to restart the system several times.

Version 4.1 Page 125



SAFETY SYSTEM HANDBOOK o> SIGMATEK

7.5 Using the SCP 010, SCP 011, SCP 111, SCP 111-S and SCP 211 in
Stand-alone Mode

The S-DIAS SCP 010, SCP 011, SCP 111, SCP 111-S and SCP 211 modules can be used
as a stand-alone variant. This means that the module does not have to be connected in a
standard PLC project. The module is configured directly and not through a standard PLC
(Exception: SSI). More information on use in stand-alone mode can be found in the LASAL
SafetyDesigner description.

7.6 Communication via FSoE (Revision 4)
7.6.1 What is FSoE Communication

FSoE communication is the exchange of Safe data between two Safety modules via the FSoE
protocol.

Fail Safe over EhterCat (FSOE) is a protocol for transmitting Safety-relevant data using an
FSoE master and FSoOE slave. In each FSoE cycle, the FSoE master sends data to the FSoE
slave and starts a Watchdog timer at the same time. The FSoE slave processes the data and
generates a return message for the FSoE master. The FSoE slave also start a runtime mon-
itor. The FSoE master receives the data and stops the Watchdog time. The FSoE master
then generates new data to send after the cycle is completed. Each FSoE slave has, in the
respective system, an FSoE slave address. A connection is made via this slave address.
Each connection also assigned a unique connection ID in the respective system.

7.6.2  Creating an FSoE Connection between 2 Modules

The slave address and connection IDs are automatically assigned by the SafetyDesigner.
Determining which module is the FSoE master or FSoE slave of an FSoE connection is also
automatically defined by the SafetyDesigner. The assignment is made by placing Safe inputs,
Safe outputs and interfaces in the network of a Safety CPU. A connection is thereby made
between two Safety modules. The slave address and connection ID are defined by the Safe-
tyDesigner. The allowable values are predefined by the limit settings for the slave addresses
and connection Ids in the project. The user can set the limits between 1 and 65335 (default
value 1-65335).

With the use of writing interfaces in an FSoE connection, the maximum number of connec-
tions used as interfaces used for reading must be set. The default value is 10. The maximum
value is 150. This is necessary, since an individual FSoE connection must be created for
each use. Writing interfaces are always seen as the FSoE slave in a connection. No connec-
tion IDs can be assigned for the writing interfaces; the connection ID is determined for the
FSoE master (reading interface) only. When exporting writing interfaces, the slave address
as well as the limit settings for the slave addresses and connection ID's are included in the
export.
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This exported data is loaded in the project of the reading interface accordingly. The exported
slave address is used in the reading interface (always functions as FSoE master) as the slave
address for the connection to the FSoe slave. The exported value limits allow testing to en-
sure that the slave addresses and connection ID's are unique.

The maximum transmission time must be set for each FSoE connection (transmission time
on the bus); the SafetyDesigner calculates this time and automatically includes it when cre-
ating the connection.

The user must ensure that the slave addresses and the connection ID's are
unique in the entire system. The SafetyDesigner can only test the unique-
ness within the project.

In the reading interfaces, the option is available to assign 0 as a slave ad-
dress. In this case, the Safety CPU determines the slave address stored in
the writing interface over the defined hardware path.

A connection ID of 0 can also be assigned. In this case, the connection ID’s
stored in the module are used. The value 0 can only be used as a connec-
tion ID when the corresponding connection ID's are predefined in the mod-
ule.

For writing interfaces, slave address of O can be assigned. In this case the
slave address stored in the module are used. The value 0 can only be used
as a slave address when the corresponding slave addresses are predefined
in the module.
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7.6.3 Changing the Values

The user can check the value settings in a dialog and change them if necessary. The dialog
is called via the context menu of the project.

Print Project with all 5afe CPU Settings
Print all networks of project

Show F5oF connections of whole project

Fig. 62 Command input with the validation button

' Bl
B ' FSoE Slave Addresses and Connection_ ﬁ
Master Module  Slave Module Slave Address Connection I Transmission ...
SCP111 SCP1110 1 1 5
’5et addresses and connections unique ] [ Ok l ’ Cancel

Fig. 63 FSoE connection

The dialog shows the individual FSoE connections with the settings. Cells with a grey back-
ground cannot be changed. The FSoe master of a connection is located in the ‘Master Mod-
ule' column. Writing interfaces have no FSoE master; an empty cell is displayed. In the 'Slave
Module' column, either the FSoE slave of a connection or a reading/writing interface is lo-
cated. The reading and writing interfaces are labeled accordingly. The address of an FSoE
slave is listed in the 'Slave Address' column. The address can be changed by the user and
must be unique in the system. The ID of a connection is listed in the '‘Connection ID' column.
The ID can be changed by the user and must be unique in the entire system. Writing inter-
faces have no connection ID; an empty cell is displayed. In the 'Transmission Time' column,
the time needed for the transmission from one module to another module is listed. The time
can be changed by the user. All values, which the user can change are tested for validity.
Invalid values cannot be accepted.

Allowable values for the slave address: 1-65335 (depending on the set value limits); for in-
terfaces, 0 can be assigned (this means that for reading interfaces, the slave address is
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determined from the hardware path of the coupler module; for writing interfaces, a slave ad-
dress stored in the module is used). For reading interfaces, the limits in the project are used
for the writing interface (data is taken from the imported XML file).

Allowable connection ID values: 1-65335 (depending on the set value limits.
Allowable transmission time values: 1-5000 ms

Using the 'Set addresses and connections unique' button, the slave addresses and connec-
tion ID can be set to unique values in the project. All value settings are deleted and new
values are set using the value limits (starting with the smallest value possible).

With OK, the changed data is enabled in the project.

7.6.4  Watchdog Time

The maximum Watchdog time monitored is the time that passes between sending an FSoE
frame and receiving an answer. The user does not have to set this time, instead, it is deter-
mined by the SafetyDesigner via the user-defined transmission and cycle times of the mod-
ule. The user-defined transmission time contains the transfer time on the bus and a bus cycle
offset (Safety CPU's don't operate synchronously with the bus).

Calculation of the Watchdog time by the SafetyDesigner:

Time = 2 * FSoE master cycle time
+ 2 * FSoE-Slave cycle time
+ 2 * Transmission time

While calculating the Watchdog time for the interfaces, the cycle time for writing interfaces
cannot be determined; it is therefore necessary that the user determines this time from the
project of the writing interfaces and adds the transmission time of the reading interfaces. The
writing interface data can be taken from the Monitoring Settings dialog of the other project.

Determining the transmission time of the reading interface.
Time = FSOE slave cycle time (cycle time for writing interface)

+ Transmission time (for writing interface)
+ Transmission time (for writing interface)

Version 4.1 Page 129



SAFETY SYSTEM HANDBOOK o> SIGMATEK

7.7 Creating an FSoE Connection through an IP Address

The function is limited to Safety CPUs with FSoE communication (SCP 111, SCP 111-S and
SCP 211). The communication via IP addresses only works with the use of interfaces; in the
reading interface, the IP address for the writing interface side must also be set.

IP addresses can only be used with FSoE communication.

The writing interface acts as an FSoE slave in the FSoE connection; the reading interface as
the FSoE master. To ensure clear FSoE communication, the connection IDs and FSoE slave
addresses must be unique. Normally, the connection ID is determined by the FSoE master
(reading interface) and communicated to the FSoE slave. With the use of the IP address, the
connection ID can now also be defined on the writing interface side (FSoE slave).

With a selected allocation service for the configuration of an FSoE connection, the reading
interface can request the Connection ID from the writing interface. The writing interface pro-
vides a connection ID from the allocated area for connection ID’s; if all ID’s are already as-
signed, no connection can be made.

7.7.1 Settings using the IP Address and Allocation Service

When using the allocation service for the Connection IDs, the Connection ID Service ("Using
connection ID service”) must be activated on the writing interface side; this service is acti-
vated in the property browser. False is set as the default value; if this flag is set to true, a
space is automatically calculated for the allowed Connection IDs and displayed (“Range of
connection ID’s).

Properties x
=g

Comment Writing Interface

Safe CPU Module 5CP111

GUID {9FB98434-4518-4DB8-88B5-5175L0

Maximum Mumber of Frames 30
Using connection ID service | true
Range of connection ID's 1,30

Fig. 64 PropertyBrowser
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The range of the connection ID’s is calculated from the number of uses and the range allowed
for the connection ID's of the project. The range is automatically calculated by the Safe-
tyDesigner and cannot be changed.

When exporting the writing interface, the flag for using the allocation service is written in
addition to the existing data.

The flag for the allocation service is read from the reading interface and automatically in-
cluded. The setting is shown in the PropertyBrowser (“Using connection ID service”) and
cannot be changed by the user.

! Properties X
05
Comment
GUID 1BE4 AFA35-873E-4905-BTi
Slave Address 1

Using connection ID service | true
Ranges of Slave Addresses | 1,6533

Ranges of Connection ID's | 1,6533

Interface optional false
Interface Medule IP-Address
IP Address 10.10.10.10

Fig. 65 PropertyBrowser

In the PropertyBrowser of the reading interface, the communication can be set through an IP
address as an interface module using a Combobox. Until now, only PLC or coupler modules
(e.g. VBC) were allowed as interfaces; if the IP address is set as the interface module, a
property for the IP address ("IP-Address") is automatically displayed.
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7.7.2  FSoE Dialog for Writing Interfaces

In the FSoE Connection Dialog, the range of Connection IDs for the writing interfaces is dis-
played, which can be used by the allocation service. The slave address is automatically as-
signed by the SafetyDesigner, but can be changed by the user.

2 al
B ' FSoE Slave Addresses and Connection ID's @
Master Module Slave Module Slave Address ~ ConnectionID  Transmission ...
Writelnterface (Interface Write) 1 1,30
Set addresses and connections unigue ] [ Ok ] [ Cancel

Fig. 66 FSoE Dialog for Writing Interfaces

7.7.3 FSoE Dialog for Reading Interfaces

When using the allocation service, it is no longer possible to set a connection ID with the
reading interface. The user can set the transmission time; here, the maximum time allowed
is 5000 ms.

r 5
87 FSOE Slave Addresses and Connection ID's EE
Master Module Slave Module Slave Address  ConnectionID Transmission ...
SCP111 WriteInterface (Interface Read) 1 500
Set addresses and connections unique ]
€

Fig. 67 FSoE Dialog for Reading Interfaces
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7.7.4 Monitoring Settings for Reading Interfaces

With communication via IP addresses, it is no longer possible to calculate a transmission time

for the reading interfaces. The user must determine and enter the time themselves.

[ ~
Menitering settings @
Bus Time of system { Range: 1- 10 [ms]): 1.0
Safe CPU:
Safe CPU Process Time {calculated) Process Time {monitored)

SCP1i1

Calculation of process time is not possible

3.0

Used Modules:

Master-Slave
SCP111 - WriteInterface (Read)

Transmission Time {calculated)

IP-Address: Calculation of transmission time is not possible

Transmission Time {monitored)

500

I

Accept calculated values in dialog ] [ OK ] [ Cancel ] [ Help

Fig. 68 Monitoring Settings for Reading Interfaces

The maximum age in reading interfaces can reach up to 5000 ms; since via
WLAN, large time values can be assigned.
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7.7.5 Determining the Maximum Transmission Time

For the reading interfaces, a maximum transmission time between the modules must be set.
Automatic calculation via the SafetyDesigner is not possible. Below, how the user can deter-
mine the time is explained.

Formula for determining the transmission time:

Time = FSoE slave cycle time (cycle time for writing interface)
+ Bus transmission time for writing interface
+ Time for the number of times the writing interface is used
+ Time for the number of reading interfaces
+ Additional time due to black channel (network quality, network load, roam
ing effects, Standard CPU load ...)

The cycle time of the FSoE slave, bus transmission time of the writing interface and the num-
ber of times the writing interface is used can be taken from the project of the writing interface.
The user must determine the addition time resulting from the black channel based on the
medium used and its quality.

Formula for determining the time for the number of times the writing interface is use:

Time = Number of times the writing interface is used
X 10 ms (time difference between sending two UDP packets)
(But at least 300 ms)

The time for the number of times the writing interface is used must be at least 300 ms, if the
determined time is lower, 300 ms must be used for calculation. The value 300 ms results from
the possibility that individual packets could fail during transmission via WLAN/Ethernet and
therewith be resent multiple times. A maximum of two repetitions is allowed. The time differ-
ence between the repetitions is 100 ms.

Formula for determining the time for the number of reading interfaces:

Time = The number of reading interfaces in the project
X 10 ms (time difference between sending two UDP packets)

The time difference between sending two UDP packets is influenced by the cycle time setting
in the HW control object (object in LASAL Class 2 project). The time is at least 10 ms, can
extend beyond that depending on the setting.
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7.7.5.1 Example for determining the transmission time

Assumed times used for all examples.

FSoE-Slave cycle time

Bus transmission time for writing interfaces

Black Channel

1ms
3ms
500 ms

In the examples, the transmission time for a reading interface is calculated in project R1.

7.7.5.2 Example 1

A writing interface is distributed to three projects, each with a reading interface.

W1
R1 R2 R3

Fig. 69 writing interface distributed to three projects

Determining the time:

Time = 1 ms
+ 3 ms
+ 300 ms
+ 10 ms
+ 500 ms

(FSoE-Slave cycle time)

(Bus transmission time for writing interface)
(Time for number of writing interfaces)
(Time for number of reading interfaces)
(Black channel)

Transmission Time = sum of all times = 814 ms
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7.7.5.3 Example 2

3 writing interfaces are distributed to one projects, with reading interfaces.

W1 W2 W3

R1

Fig. 70 3 writing interfaces distributed to one project

Determining the time:

Time = 1 ms (FSoE-Slave cycle time)
+ 3 ms (Bus transmission time for writing interface)
+ 300 ms (Time for number of writing interfaces)
+ 30 ms (Time for number of reading interfaces)
+ 500 ms (Black channel)

Transmission Time = sum of all times = 834 ms

7.7.5.4 Example 3

Two writing interfaces are distributed to two projects, each with two reading interfaces.

W1 W2

R1 R2

Fig. 71 2 writing interfaces distributed to two projects

Determining the time:

Time = 1 ms (FSoE-Slave cycle time)
+ 3 ms (Bus transmission time for writing interface)
+ 300 ms (Time for number of writing interfaces)
+ 20 ms (Time for number of reading interfaces)
+ 500 ms (Black channel)

Transmission Time = sum of all times = 824 ms
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7.7.5.5 Example 4

A writing interface is distributed to 50 projects, each with a reading interface.

R1

W1

R50

Fig. 72 writing interface distributed to 50 projects

Determining the time:

Time = 1 ms (FSoE-Slave cycle time)
+ 3 ms (Bus transmission time for writing interface)
+ 500 ms (Time for number of writing interfaces)
+ 10 ms (Time for number of reading interfaces)
+ 500 ms (Black channel)

Transmission Time = sum of all times = 1014 ms

7.7.6  Advantages of the Allocation Service

Using the allocation service has the advantage that all Safety applications on the reading
interface side can be identical, since the connection ID’s are assigned on the writing interface

side.

If no allocation service is used, the Safety applications on the reading interface side must be
different. In each Safety application, a unique connection ID of the configuration of the FSoE
connection with the writing interface must be entered. This connection ID is automatically
assigned by the SafetyDesigner (within the range for connection IDs in the project). The Safe-
tyDesigner can only perform testing for ID-uniqueness within the project. The uniqueness
within all Safety applications must be performed by the user.

Version 4.1

Page 137



SAFETY SYSTEM HANDBOOK

o> SIGMATEK

Advantages of the connection ID allocation service:

e With the allocation service, the user does not need worry about the uniqueness of the

connection IDs (assumed by allocation service).

e With the allocation service, identical applications can be used on the reading side since

no unique connection ID must be set.

For an example of such a configuration, see the following graphic:

S2 S1 P1

ylhay

Internet
. B
8
5o
2 e
- W= ((( )))
Ethernet
W-LAN Router
Ethernet
P2 P3 P4
— e —
\ Advantage of the procurement service:
- Identical Safety Application for the
reading side of interface frames
Fig. 73 Connection ID allocation service
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7.8

Compatibility of S-DIAS Safety Modules

The table below shows the relationship that must exist between the respective software and
Firmware version and the individual Safety modules for operability (for example, the SDM
081 mixed module is not functional under version V334 but is under VV340).

SCP | sCP
211 111- | SCP | SCP
FW S 111 011
Ver- [FW |FW [FwW
sion | Ver- | Ver- | Ver- Safety-De-
sion | sion | sion Modules signer Build
SDI SDM | SRO | SRO | STO | SSI [ SIB [ SNC | SCP | SCP
101 081 [021 (022 | 081 |021*| 061|021 | 011 | 111**
V334 since 1156
V340 since 1187
V344 since 1239
V346 since 1239
V352 since 1446
V355 since 1446
V360 since 1446
V367 since 1446
V368 since 1724
V369 since 1748
V370 since 1767
V371 since 1827
V372 since 2058
V372 since 2058
V377 since 2320
V423 since 1353
V429 since 1353
V431 since 1502
V435 since 1584
V443 since 1616
V444 since 1658
V445 since 1724
V446 since 1748
V447 since 1767
V448 since 1827
V449 since 2058
V453 since 2231
V458 since 2320
V462
V463
V464
V501
Table 21: Compatibility of S-DIAS Safety Modules
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*SS1 021 is fully compatible starting with V344

SSI1 021 up to V344: compatibility with the following limitations:

In the SSI absolute controller module SSI 021, safe analog values (variables of type
SAFEDINT) are generated. Usually, these SAFEDINT values are processed locally in the
respective Safety CPU, to which the SSI 021 module is connected. If safe analog values
(variables of type SAFEDINT) are transferred and further processed, an SCP 011 with firm-
ware version V344 or higher MUST be used. SAFEDINT variables are transferred when for
two or more Safety CPUs in a project, SAFEDINT variables are placed in the networks of the
remote CPU or with the use of SAFEDINT values in interface frames (safe variables).

*\With the SCP 111, safe process data is transmitted with its own safety protocol
(FSoE). Therefore, the SCP 111, SCP 111-S and SCP 211 cannot be used with a CSCP
011/012, SCP 010/011 in a Safety project.
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8 Maintenance and Decommissioning

8.1 General

Important:

Remote maintenance must be limited to the diagnostic mode.

Forcing or downloading the application is only allowed for organizational
measures on-site. For the purpose, the operator must allow the external
connection through the firewall explicitly (VPN, etc.).

WWW, WAN, ...

AEESSSET
S P g

SafetyDesigner

Firewall

SIGMATEK Safety =y
Network

TCP/IP

VARAN

. Control CPU with
VARAN Manager and
Safety Controller

VARAN VARAN

g
@
2
)

Fig. 74 Remote maintenance concept

Because the technical security concept (IT security) is always the responsibility of the network
planer and operator, an organizational approach is described only.
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8.2 Requirements

Important:

1. The parameterization and programming as well as debugging and
forcing is only allowed with the SafetyDesigner from
SIGMATEK.

2. Communication with the Safety components is only allowed over
a Standard CPU as the gateway (exception: SCP 010/SCP
011/SCP 111/SCP 111-S/SCP 211 in stand-alone mode).

3. A network must be protected with a firewall.

8.3 Network Operator Requirements

DANGER!

1. The network operator must ensure that no external communication
with a parameterizable tool (e.g. via SafetyDesigner and PC) to
their internal network is possible. This is normally ensured by the
firewall

2. A connection can only be established after the network adminis-
trator explicitly released a specific IP address (for the desired con-
figuration tool). A release requires an additional direct contact (e.g.
telephone) between a service person on-site and the remote work-
station.

3. The on-site service person must monitor all processes and is re-
sponsible for the system.

4. After completing the external activities, the firewall must be se-
cured from external influences.

Sufficient measures that meet latest technology standards and ensure the appropriate secu-
rity level are also allowed.
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o= SIGMATEK

EU-Konformitdtserklarung
EU Declaration of Conformity

Hersteller (Manufacturer): Sigmatek GmbH & Co KG
Anschrift (Address): SigmatekstralRe 1
A- 5112 Lamprechtshausen
Austria
Produktgruppe (Productfamily): | S-Dias Safety |
Produktbezeichnung (Product name): ['scP111 |

Benannte Stelle:
(Notified Body of EC-Type-Examination Certificate): TUV AUSTRIA Deutschland GMBH

Kennnummer der Benannten Stelle: 0408
(Notified Body Number):

Nummer der EG-Baumusterbescheinigung:
(EC-Type-Examination Certificate Number): TUV-A-MHF/MG/13-06962

Das (Die) bezeichnete(n) Produkt(e) stimmt (stimmen) mit den Vorschriften folgender Europaischer
Richtlinien tberein. Die Ausgabe der verwendeten Normen entspricht der zum Zeitpunkt der Erstellung
dieses Dokumentes geltenden Fassung:

The indicated is (are) in with the { of the following European Directives. The edition of the
Standards used comply with those valid at the time this document was created.

2014/30/EU Richtlinie des Rates zur Harmonisierung der Rechtsvorschriften der
Mitgliedsstaaten tiber die elektromagnetische Vertraglichkeit (EMV-Richtlinie)
2014/30/EU Council Directive on the harmonization of the laws of the member states relating to electromagnetic

compatibility (EMC Directive)
Harmonisierte Europgische Norm (Harmonized European Standard):
EN 61000-6-2

EN 61000-6-4
EN 61326-3-1

2014/35/EU Richtlinie zur Harmonisierung der Rechtsvorschriften der Mitgliedsstaaten tber die
Bereitstellung elektrische Betriebsmittel zur Verwendung innerhalb bestimmter
Spannungsgrenzen (Niederspannungs-Richtlinie)

2014/35/EU Directive relating to electrical equipment designed for use within certain voltage limits (Low Voltage
Directive).

Harmonisierte Europdische Norm (Harmonized European Standard):

EN 61131-2

CECON1179
Page 1/2

SIGMATEK GmbH & Co KG Sigmatekstrale 1 Tel.: +43 62 74/43 21-0 office@sigmatek.at UID-Nummer:
A-5112 Lamprechtshausen Fax: +43 62 74/43 21-18 www.sigmatek-automation.com ATU 34970403
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EU-Konformitdtserklarung

EU Declaration of Conformity

2006/42/EG Richtlinie des Europdischen Parlaments und des Rates tber Maschinen
2006/42/EC (Maschinenrichtlinie).
Machinery Directive

Harmonisierte Europaische Norm (Harmonized European Standard):

EN ISO 13849
EN 62061

2011/65/EU Richtline des Européischen Rates Europaischen Parlaments und des Rates zur
Beschrankung der Verwendung bestimmter gefahrlicher Stoffe in Elektro- und
Elektronikgeraten (RoHS-Richtlinie).

2011/65/EU  Directive of the European Parlament and the council on the restriction of the use of
certain hazardous substances in electrical and electronic equipment.

Lamprechtshausen, den 13.06.2018 ms

Ort und Datum Name und Unterschrift Geschaftsfuhrer

Place and date Name and Signature of Managing Director
CECON1179
Page 2/2
SIGMATEK GmbH & Co KG Sigmatekstrafe 1 Tel.: +43 62 74/43 21-0 office@sigmatek.at UID-Nummer:
A-5112 Lamprechtshausen Fax: +43 62 74/43 21-18  w matek-automation.com ATU 34970403

Note:
Current EU declarations of conformity for all SIGMATEK products can be found on
the homepage www.sigmatek-automation.com
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10 Certificate S-DIAS I/O System with internal Bus

‘.'"a.
l 5 ' EG-Baumusterpriifbescheinigung 11
(] Certificate of EC type examination TUV
.‘ Nr.: TUV-A-MHF/MG13-06962A

gemal Richtinie 2006/42/EG (Maschinen)
according to the Directive 2006/42/EC (Machinery)

AUSTRIA

Arung 4

SO/IEC 170

Auftraggeber: Sigmatek GmbH & Co. KG Hersteller: Sigmatek GmbH & Co. KG
e 1 Manufacturer: Sigmateksrale 1

5112 Lamprechtshausen 5112 Lamprechtshausen
OstemeictVAustria Ostereich/Austria

Produkt: ,S-DIAS IO System mit intemem Bus'  Zubehdr: Gemal Anhang

Product: ,S-DIAS VO System with internal Bus’  Accessories:  According lo annex

Typ: Logik fur itsf

Type: Logic units to ensure safety functions

B g: Sicher 1/O-System

Descripon: Safety related nognrnmabla I/O-system

Prﬁfgrundlagm Richtlinie 2006/42/EG idgF . und Normen: EN ISO 13849, EN / IEC 62061
Tested g lo:  Directive in current version and standards EN ISO 13849, EN/IEC 62061
(Anwendung gemal Risikobeurtalung / application accarding to risk assessment)

Bemerkungen: Produkte und Sicherheitskennwerte gemaf Anhang.
Remarks: Products and safely parameters according lo annex.

Hiermit bestitigt die TUV AUSTRIA SERVICES GMBH als Benannte Stelle (ID-Nr. MlB), dass das
oben angefiihrte Produkt den grundl its-Anforderungen der Richtli

entspricht. dieser i ist das zur Priifung vorgelegte Prifmuster und die
technische Dokumentation.

GemdB Artikel 5 und Anhang lll ist am Prod ukt die CE hy

Hereby TUV AUSTRIA SERVICES GMBH certifies as Notified Body (1D-No 0408), that the above mentioned
product meels the essensal safuy requirements of the Directive 2006/42/EC. The cerSficate is based on the
tost imen and the tech beckd to the lest.

Aocordhg to Article 5 and annex Ill the CE mark is foreseen to be affixed on the product.

Priifbericht: 13-00055A MFO SIGMATEK SDIAS_int_Bus PB
Testreport:  13-00055A MFO SIGMATEK SDIAS_int_Bus PB

GoAL

14122018 Dipl.-ing. (FH) Matthias Forkl 30.112023
Datum Benannte Stelle 0408 Giiltig bis
Date Naltified Body 0408 Valid ti
TUV AUSTRIASERVICES GMBH gestatet.

Dephication of this dacument mmnn subject (0 the approval by TUV AUSTRIA SERVICES GMBH.
FMINEASMALO W

Verraneng. g a1 £ o TN AT IR | Do et of o e et 0 o spvsd by TUY AISIOMA

Aowsion 02 van 12.01.200 TOV AUSTRIA SERVICES GMBH Deum;m‘:lo
Industy and Eneqy A1230Wien
MG T3 0BE2AMFD SIGMATEX SOUAS jofas B8 sox Anbgen- und Maschinensichedheit Tel. +43/5 04546202
DD S A v &

ot —

Note:
EG type examination certificates (TUV certificates) for other SIGMATEK Safety
products can be found on the homepage www.sigmatek-automation.com
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11 Appendix A: Troubleshooting

If none of the mentioned solutions helps, please contact SIGMATEK GmbH & Co KG.

Error Variable Description Reason-Code 0 Reason-Code 1 Solution LED display
ERRVAL(0) No errors normal operation
ERRVAL(1) The cyclic process is not com- actual cycle time micro- cycle time limit in mi- Increase cycle time Error LED of
pleted within the allowed time. seconds (maximum of croseconds of the Safety CPU, the Safety
Possible cause(s): both values from controller cancel error with module
« application error 1 and 2) Quit Error. shines red
ERRVAL(2) A buffer was entered in a function Actual buffer size required buffer size Contact SIGMATEK | Error LED of
call as a parameter. However, the GmbH & Co KG the Safety
buffer size is too small. module
Possible cause(s): shines red
e program error
ERRVAL(3) It was determined that a global affected overwritten varia- | always 0 Contact SIGMATEK | Error LED of
variable was overwritten. ble GmbH & Co KG the Safety
Possible cause(s): possible values: module
° Program error or defective 0 actual error Code Shines I’ed
RAM
ERRVAL(4) Program code was run that, ac- location of the code that always 0 Contact SIGMATEK | Error LED of
cording to program logic, should was run GmbH & Co KG the Safety
never be run. possible values: module
Possible cause(s): Oto 41 shines red
e program error, defective CPU
ERRVAL(5) While accessing an array, the in- error cause maximum possible ar- | Contact SIGMATEK | Error LED of
dex exceeds the array limits. possible values: ray index GmbH & Co KG the Safety
Possible cause(s): 0to 20 module
e program error shines red
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ERRVAL(6) Invalid parameter value in a func- error cause always 0 Contact SIGMATEK | Error LED of
tion call (NULL pointer). possible values: GmbH & Co KG the Safety
Possible cause(s): Oto7 module
e program error shines red
ERRVAL(7) During the RAM test, a read or affected test step affected area in the Contact SIGMATEK | Error LED of
CRC-32 error was detected in the RAM GmbH & Co KG the Safety
March C algorithm. module
Possible cause(s): shines red
o hardware error
¢ RAM, flash, address, data line
programming error
¢ RAM test was run with un-
locked interrupts
ERRVAL(8) During the RAM test, a read or affected test step affected areas in the Contact SIGMATEK | Error LED of
CRC-32 error was detected in the RAM GmbH & Co KG the Safety
Galpat algorithm. (CRC32 check and module
Possible cause(s): GalPat check) shines red
o hardware error
¢ RAM, flash, address, data line
programming error
¢ RAM test was run with un-
locked interrupts
ERRVAL(9) The configuration of the required 0 more than 1 module is if Reason-Code = be- If more than 1 mod- Error LED of
modules is not correct. missing tween 0 and 1: ule was exchanged, the Safety
Possible cause(s): 1 a module is missing always 0 the application has module
« exchange of several modules and a module update to be downloaded shines red
) . was already performed again.
« module configured incorrectly previously. In case of a wrong
o incompatible interface frame 2 nothing can be distrib- if Reason-Code 0 = 2: | configuration, agai_n
(wrong CRC) uted to the missing Safety number of the download the appli-
module (S-CPU) remote module cation.
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3 maximum number of re-
tries for the configura-
tion distribution or con-
figuration test has been
exceeded.

if Reason-Code 0 = 3:
number of retries

4 while trying to send the
configuration, the error

if Reason-Code 0 = 4:
error code of the re-

Check whether hard-
ware structure corre-
sponds with the ap-
plication; change ap-
plication accordingly.
In case of a wrong
interface CRC the

status was detected in mote module writing interface has

the target module. to be exported again
and imported on the
reading side. Appli-
cation has to be
downloaded again.
Cancel error with
Quit Error.

ERRVAL(10) The RAM memory, which is used always 0 always 0 Check size of appli- Error LED of
for data structures with configura- cation and downsize | the Safety
tion-dependent size, is too small. accordingly, down- module
Possible cause(s): load application, shines red

« to0 many modules cancel error with

. L Quit Error.

o too big application Check number of
modules, remove
according modules,
cancel error with
Quit Error.

ERRVAL(11) While distributing the configuration | error code of the last distri- | Return code of the last | Trigger distribution Error LED of
data to a remote module, the max- | bution attempt executed SSDO in- several times; if this | the Safety
imum number of errors was ex- struction does not help: Con- module
ceeded. tact SIGMATEK shines red
Possible cause(s): GmbH & Co KG.

« data exchange error If modules are de-

. . fective: Contact SIG-

o another module is defective MATEL GmbH & Co

KG
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ERRVAL(12) An error has occurred during ex- 0 the maximum number Number of open Contact SIGMATEK | Error LED of
ception handling. of nested TRY-CATCH- | TRY-CATCH-ETRY GmbH & Co KG the Safety
Possible cause(s): ETRY blocks was ex- blocks module
« software error ceeded shines red
1 the end of a TRY-
CATCH-ETRY block
has been reached with-
out a starting TRY.
2 exception not in the
normal program mode
3 No TRY block available
to intercept the excep-
tion
ERRVAL(13) After distributing the configuration always 0 always 0 Again download ap- Error LED of
data to a remote module, a differ- plication and restart. | the Safety
ence was detected during back If the error still oc- module
reading. curs: shines red
Contact SIGMATEK
GmbH & Co KG
ERRVAL(14) The interpreter code was not always 0 always 0 Again download ap- Error LED of
found in the configuration data. plication and restart. | the Safety
Possible cause(s): If the error still oc- module
o defective configuration curs: shines red
Contact SIGMATEK
o software error GmbH & Co KG
ERRVAL(15) In the interpreter list, of the config- | The function block identifi- | always 0 Contact SIGMATEK | Error LED of
uration an FSB was entered for cation for the missing func- GmbH & Co KG the Safety
which no function block code ex- tion block code module
ists. shines red
Possible cause(s):
« a defective configuration was
loaded
o defective flash
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ERRVAL(16) An error was detected in a non-ed- | error cause always 0 Contact SIGMATEK | Error LED of
itable flash area during the ROM GmbH & Co KG the Safety
test. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o defective flash

ERRVAL(17) The called FSB returned an error actual error code of the error code setting of Contact SIGMATEK | Error LED of

code. function block function block GmbH & Co KG the Safety
(always unlike 0) (always 0 = no error) module
shines red

ERRVAL(18) The remote safe input of a missing | always 0 always 0 Check whether the Error LED of
optional module has exceeded the standard communi- the Safety
maximum age. cation for each re- module

quired Safety mod- blinks
ule is intact. In addi-
tion, ensure that
none of the non-re-
quired Safety mod-
ules is in the error
mode. It can also be,
that the maximum
transmission time
was configured too
low. The above
points must be
checked. If the error
was corrected, it can
be canceled with
Quit error or by re-
starting the system,
errors are elimi-
nated.
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ERRVAL(19) After calling the FSB, a not al- actual pattern at the end of | pattern setting at the Contact SIGMATEK | Error LED of
lowed value was found in the ap- the object memory end of the object GmbH & Co KG the Safety
plication memory. memory module
Possible cause(s): shines red

o defective FSB

ERRVAL(20) The called FSB did not increment actual value in the counter | value setting in the Contact SIGMATEK | Error LED of
the counter variable. variable counter variable GmbH & Co KG the Safety
Possible cause(s): module

« defective FSB shines red

ERRVAL(21) An error was detected during ad- always 0 always 0 Contact SIGMATEK | Error LED of
ministration of the RAM memory GmbH & Co KG the Safety
for the data structures with a con- module
figuration-dependent size. shines red
Possible cause(s):

o software error

ERRVAL(22) The answer to an SSDO request is | always 0 always 0 Increase time on the | Error LED of
not yet available. bus. the Safety
Possible cause(s): If the error still oc- module

e runtime over the bus curs: shines red
A Contact SIGMATEK
e processing time in the target GmbH & Co KG
module too big

ERRVAL(23) In an SSDO answer, an error is always 0 always 0 Check remote mod- Error LED of
displayed in the return code field. ules for errors. the Safety
Possible cause(s): If the error still oc- module

« error in the remote module GLrsh shines red
Contact SIGMATEK
GmbH & Co KG
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ERRVAL(24) In an SSDO answer, less data is actual length of the datain | preset length of the Check remote mod- Error LED of
received as expected. the SSDO answer data in the SSDO an- ules for errors. the Safety
Possible cause(s): swer If the error still oc- module
« error in the remote module curs. shines red
Contact SIGMATEK
GmbH & Co KG
ERRVAL(25) An error was detected while test- identification of the table always 0 Contact SIGMATEK | Error LED of
ing the checksums with the con- possible values: GmbH & Co KG the Safety
stant elements in the configuration | 0to 5 module
tables in RAM. shines red
Possible cause(s):
o software error, RAM defective
ERRVAL(26) Access to the application memory 0 Both lower bytes con- Contact SIGMATEK | Error LED of
was not possible. tain the detected inva- | GmbH & Co KG the Safety
Possible cause(s): lid cells index; both up- module
« software error per bytes contain the shines red
) number of available
e incorrect query from the Safe- cells.
tyDesigner 1 invalid cell index
2 invalid address offset
8 both lower bytes con-
tain the address offset;
both upper bytes con-
tain the length
4 invalid length
(not divisible by 4)
ERRVAL(27) An invalid block header was de- always 0 always 0 Contact SIGMATEK | Error LED of
tected in a flash memory area. GmbH & Co KG the Safety
Possible cause(s): module
o hardware error (flash defec- shines red
tive),
e programming process was in-
terrupted
Page 152 07.03.2022




o= SIGMATEK

SAFETY SYSTEM HANDBOOK

ERRVAL(28) During a login attempt, an invalid always 0 always 1 Error displayed in Continued
password was entered. the console window normal oper-
Possible cause(s): of the Safe- ation
« typing error tyDesigner. The
. password must be
¢ hacking attempt re-entered.
ERRVAL(29) An SSDO frame contains an inva- | identification of the error Contact SIGMATEK | Error LED of
lid parameter. cause GmbH & Co KG the Safety
Possible cause(s): possible values: module
« software error shines red
0 always 0
1 always 0
2 always 0
3 always 0
4 if Reason-Code 0 = 4
The lower 2 bytes con-
tain the size of the
transferred buffer; the
upper 2 bytes contain
the maximum size.
ERRVAL(30) An SSDO frame is missing a pa- used in the firmware for the hardware test only Contact SIGMATEK | Error LED of
rameter. GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(31) Internal error while processing the | length of the SSDO to maximum length of an | Contact SIGMATEK | Error LED of
SSDO write SSDO GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(32) The SSDO packet contains an in- invalid command number of available Contact SIGMATEK | Error LED of
valid command byte. commands GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
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ERRVAL(33) While trying to change a pass- always 0 always 0 If an incorrect pass- Error LED of
word, an invalid new password word is entered, a the Safety
was entered. warning is triggered module
Possible cause(s): in the Safe- shines red

o USEr error tyDesigner.
If error 33 occurs:
Contact SIGMATEK
GmbH & Co KG

ERRVAL(34) The SSDO packet contains an in- identification of the error always 0 Contact SIGMATEK | Error LED of
valid virtual address. cause GmbH & Co KG the Safety
Possible cause(s): possible values: module

« software error Otol shines red

ERRVAL(35) While processing the SSDO, an in- | identification of the error always 0 Contact SIGMATEK Error LED of
ternal buffer was determined to be | cause GmbH & Co KG the Safety
too small for the required data possible values: module
amount. Oto1l shines red
Possible cause(s):

o software error
« defective Safety tool

ERRVAL(36) The ADC is not functioning cor- number of the defective always 0 Contact SIGMATEK | Error LED of
rectly. ADC channel GmbH & Co KG the Safety
Possible cause(s): module

 hardware error shines red

ERRVAL(37) The measured ADC value of the measured value lower limit Contact SIGMATEK Error LED of
external reference voltage is too GmbH & Co KG the Safety
low. module
Possible cause(s): shines red

o hardware error
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ERRVAL(38) The measured ADC value of the measured value upper limit Contact SIGMATEK | Error LED of
external reference voltage is too GmbH & Co KG the Safety
high. module
Possible cause(s): shines red

o hardware error

ERRVAL(39) The measured ADC value of a measured value lower limit The Safety module Error LED of
supply voltage is too small. was supplied with the Safety
Possible cause(s): the wrong voltage. module

« hardware error Check that the volt- shines red
age is between 18V | DCOK LED
and 30 V (nominal = | does not
24 V). Next, cancel shine
the error with Quit
Error.

ERRVAL(40) The measured ADC value of a measured value upper limit The Safety module Error LED of
supply voltage is too high. was supplied with the Safety
Possible cause(s): the wrong voltage. module

« hardware error Check that the volt- shines red
age is between 18V | DCOK LED
and 30 V (nominal = | does not
24 V). Next, cancel shine
the error with Quit
Error.

ERRVAL(41) The measured ADC value of a measured value lower limit Check voltage sup- Error LED of
supply voltage is too small. ply. the Safety
Possible cause(s): module

e hardware error shines red

ERRVAL(42) The measured ADC value of a measured value upper limit Check voltage sup- Error LED of
supply voltage is too high. ply. the Safety
Possible cause(s): module

« hardware error shines red
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ERRVAL(43) The measured ADC value of a measured value lower limit Check voltage sup- Error LED of
supply voltage is too small. ply. the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(44) The measured ADC value of a measured value upper limit Check voltage sup- Error LED of
supply voltage is too high. ply. the Safety
Possible cause(s): module
o hardware error shines red
ERRVAL(45) The measured ADC value of a measured value lower limit Check voltage sup- Error LED of
supply voltage is too small. ply. the Safety
Possible cause(s): module
o hardware error shines red
ERRVAL(46) The measured ADC value of a measured value upper limit Check voltage sup- Error LED of
supply voltage is too high. ply. the Safety
Possible cause(s): module
o hardware error shines red
ERRVAL(47) The measured ADC value of a measured value lower limit Check voltage sup- Error LED of
supply voltage is too small. ply. the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(48) The measured ADC value of a measured value upper limit Check voltage sup- Error LED of
supply voltage is too high. ply. the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(49) Testing the LOG memory in the always 0 always 0 Contact SIGMATEK | Error LED of
POST determined that both sec- GmbH & Co KG the Safety
tors are full. module
Possible cause(s): shines red
o hardware error
e program error
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ERRVAL(50) Testing the LOG memory in the always 0 always 0 Contact SIGMATEK | Error LED of
POST determined that both sec- GmbH & Co KG the Safety
tors contain data but are not full. module
Possible cause(s): shines red

o hardware error
e program error

ERRVAL(51) The messages are not continuous | start address of the first always 0 Contact SIGMATEK | Error LED of
(holes in log memory). empty entry located in the GmbH & Co KG the Safety
Possible cause(s): log memory module

e program error shines red

ERRVAL(52) The information on the stored actual number of saved re- | not allowed number of | Contact SIGMATEK | Error LED of
safety number of the remote mod- | mote modules saved remote modules | GmbH & Co KG the Safety
ule is inconsistent module
Possible cause(s): shines red

e program error

ERRVAL(53) The SSDO command cannot be always 0 always 0 Restart. Error LED of
executed in the actual status. If the error still oc- the Safety
Possible cause(s): curs: module

« module is running the boot Contact SIGMATEK | shines red
code GmbH & Co KG

ERRVAL(54) An attempt was made to accessa | always 0 always 0 Contact SIGMATEK | Error LED of
memory area (Flash or SD card) to GmbH & Co KG the Safety
which no access is allowed or pos- module
sible. shines red
Possible cause(s):

e program error
e error in the Safety tool

ERRVAL(55)- A time-out has occurred while pro- | always 0 always 0 Contact SIGMATEK | Error LED of

ERRVAL(59) gramming the flash. GmbH & Co KG the Safety
Possible cause(s): module

« hardware error shines red
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ERRVAL(60)- An attempt was made to program always 0 always 0 Contact SIGMATEK | Error LED of
ERRVAL(61) a locked page while programming GmbH & Co KG the Safety
the flash. module
Possible cause(s): shines red
e program error
ERRVAL(62)- An error has occurred while pro- always 0 always 0 Contact SIGMATEK | Error LED of
ERRVAL(66) gramming the flash. GmbH & Co KG the Safety
Possible cause(s): module
e program error shines red
o hardware error
ERRVAL(67) An attempt was made to delete a always 0 always 0 Contact SIGMATEK | Error LED of
flash area that did not fit the sector GmbH & Co KG the Safety
limits in the flash. module
Possible cause(s): shines red
e program error
ERRVAL(68) Invalid parameter value in a func- identification of the error always 0 Contact SIGMATEK | Error LED of
tion call. cause GmbH & Co KG the Safety
Possible cause(s): possible values: module
e program error 0to 54 shines red
ERRVAL(69) The space reserved in the SPDO index of the most signifi- maximum size of the Contact SIGMATEK Error LED of
for the safety values is too small. cant bytes of the safety Safety values to send GmbH & Co KG the Safety
Possible cause(s): values to send module
o software error shines red
ERRVAL(70) Cross communication does not 1 Post error during self- error flags Contact SIGMATEK | Error LED of
work (transmission error). test GmbH & Co KG the Safety
Possible cause(s): 2 error in the U_ART de- module
« hardware error tected shines red
3 FPGA Fifo send buffer
is full
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ERRVAL(71) Cross communication does not in E_CC1: error flags Contact SIGMATEK | Error LED of
work (transmission error). 1 Post error during self- GmbH & Co KG the Safety
Possible cause(s): test module
« hardware error 2 errorin the U_ART de- shines red
tected
in ECC2: error flags
ERRVAL(72) A division by 0 was attempted. always 0 always 0 Contact SIGMATEK | Error LED of
Possible cause(s): GmbH & Co KG the Safety
o software error module
shines red
ERRVAL(73) Cross communication does not value received via cross always 0 Contact SIGMATEK | Error LED of
work (transmission error). communication GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(74) The logical program monitor has program component identi- | always 0 Contact SIGMATEK | Error LED of
determined that a program compo- | fication GmbH & Co KG the Safety
nent was not run in the module
Op/OpTemp mode. shines red
Possible cause(s):
» software error
ERRVAL(75) The values for the local inputs that | always 0 always 0 Contact SIGMATEK | Error LED of
were read into both controls have GmbH & Co KG the Safety
different values for an unaccepta- module
bly long time. shines red
Possible cause(s):
o hardware error
e input circuit
ERRVAL(76) Cross communication does not always 0 always 0 Contact SIGMATEK | Error LED of
work (timeout). GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
o software error
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ERRVAL(77) The contents of an STDO answer Oor1l always 0 Contact SIGMATEK | Error LED of
in both controllers are different. depending on the type of GmbH & Co KG the Safety
Possible cause(s): error module
o software error shines red
ERRVAL(78) The runtime monitor was falsely identification of the call always 0 Contact SIGMATEK | Error LED of
deactivated in an operation from which the monitor GmbH & Co KG the Safety
runtime status. was deactivated module
Possible cause(s): shines red
o software error
ERRVAL(79)- Cross communication does not value received via cross expected value Contact SIGMATEK | Error LED of
ERRVAL(81) wok (unexpected value received). communication (= set value) GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
» software error
ERRVAL(82) The calculated output image in index of the cell in the ap- contents of the cell run | Contact SIGMATEK | Error LED of
both controllers is different. plication memory whose in Reason-Code 0 GmbH & Co KG the Safety
Possible cause(s): contents do not match the module
« software error other controller shines red
o hardware error
ERRVAL(83) The other controller is no longer always 0 always 0 Cancel error, option- | Error LED of
synchronized during cross com- ally restart system. the Safety
munication. This is not an error, If the error still oc- module
which triggers the safe status. In curs: blinks
reaction to this error, the control- Contact SIGMATEK | quickly
lers resynchronize, exchange in- GmbH & Co KG
formation and the decision is
made whether to trigger the safe
status or not.
Possible cause(s):
o one controller has detected an
error, the other has not
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ERRVAL(84) The contents of the SD card could | always 0 always 0 Delete memory of Error LED of
not be loaded because configura- the Safety CPU and the Safety
tion in the flash is not available try again. module
and also not deleted. shines red
Possible cause(s):

e user error

ERRVAL(85) The SD card could not be initial- always 0 always 0 Again write SD card, | Error LED of
ized. user another SD the Safety
Possible cause(s): card. module

« hardware error If the error still oc- shines red
curs:
Contact SIGMATEK
GmbH & Co KG

ERRVAL(86) The content on the SD card does always 0 always 0 Again write SD card. | Error LED of
not correspond to the expected If the error still oc- the Safety
format. curs: module
Possible cause(s): Contact SIGMATEK | shines red

« hardware error GmbH & Co KG
« software error
e user error
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ERRVAL(87) The configuration data on the SD CRC of the configuration CRC of the configura- Check if correct SD Error LED of
card does not match that on the data on the SD card tion data on the flash card is plugged in. If | the Safety
flash. the correct SD card module
Possible cause(s): is plugged in, delete | shines red

e user error memory of the
Safety CPU and try
again.

The configuration in
the Flash may need
to be deleted, if the
SD card configura-
tion is to be loaded.
If the configuration is
to be loaded from
the SD card, the
configuration in the
flash must first be
deleted and the sys-
tem restarted with
the SD card in-
serted.

ERRVAL(88) The SD card was inserted while always 0 always 0 Remove the SD Error LED of
the module was turned on and card, cancel the er- the Safety
not in service mode. ror, change to the module
Possible cause(s): Service mode and shines red

o USEr error insert the SD card.

ERRVAL(89) Internal error in the process table. identification of the error invalid status or index Contact SIGMATEK | Error LED of
cause GmbH & Co KG the Safety
possible values: module
Oto1l shines red
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ERRVAL(90) The measured value of the FPGA number of measure edges | minimum number of Contact SIGMATEK | Error LED of
reference clock (REFCLK) is too flanks to measure GmbH & Co KG the Safety
small. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o hardware error
e CPU
o FPGA

ERRVAL(91) The measured value of the FPGA number of measure edges | maximum number of Contact SIGMATEK | Error LED of
reference clock (REFCLK) is too flanks to measure GmbH & Co KG the Safety
large. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o hardware error
e CPU
o FPGA

ERRVAL(92) While waiting for the SSDO re- always 0 always 0 Decrease runtimes. Error LED of
sponse, the time was exceeded. the Safety
Possible cause(s): module

« runtime over the bus shines red
e processing time in the target
module

ERRVAL(93) The other controller has detected error code of the other always 0 Check error code of Error LED of
an error. controller the other controller. the Safety
Possible cause(s): module

e cause according to the error shines red
code of the other controller
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ERRVAL(94) The configuration status of the configuration of the con- configuration of the Configure module Error LED of
other controller does not match. troller other controller again. the Safety
Possible cause(s): module
« module was turned off during shines red
configuration
ERRVAL(95) A constant in the application memory cell index of the index of the constant Contact SIGMATEK | Error LED of
memory was changed and no incorrect constant in the in the flash GmbH & Co KG the Safety
longer matches the values stored application memory module
in the flash. shines red
Possible cause(s):
o hardware error
(defective flash, defective RAM)
« software error
ERRVAL(96) After the power-on, the supply always 0 always 0 Check voltage sup- Error LED of
voltages have not reached the ply. the Safety
right values within a specified time module
limit. shines red
Possible cause(s):
o hardware error
ERRVAL(97) An internal error occurred while index of the first raw value | index of the first raw Contact SIGMATEK | Error LED of
processing the digital inputs. from the digital inputs value from the digital GmbH & Co KG the Safety
Possible cause(s): inputs module
« software error shines red
ERRVAL(98) The reaction to the internal test bit mask for the digital in- always 0 Contact SIGMATEK | Error LED of
could not be determined. puts GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(99) An error was detected during the status of the digital inputs bit mask for the digital | Contact SIGMATEK | Error LED of
input test (internal test). inputs GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
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ERRVAL(100) An internal test is active during the | always O always 0 Contact SIGMATEK | Error LED of
external test. GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(101) The reaction to the external test bit mask for the digital in- always 0 Contact SIGMATEK | Error LED of
could not be determined. puts GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(102) External test: The pulse signal is always 0 always 0 Compare wiring of Error LED of
not detected by a connected input. the cross circuit with | the Safety
Possible cause(s): the application. module
o cross-circuit shines red
ERRVAL(103) External test: The pulse signal of always 0 always 0 Compare wiring of Error LED of
the other output is detected by a the cross circuit with | the Safety
connected input. the application. module
Possible cause(s): shines red
e Cross-circuit
ERRVAL(104) The Lo-Resolution timer is not value measured in the Lo- | lower limit for the Contact SIGMATEK | Error LED of
working correctly (measured val- Resolution timer measurement GmbH & Co KG the Safety
ues are too small). module
Possible cause(s): shines red
o hardware error
ERRVAL(105) The Lo-Resolution timer is not value measured in the Lo- | upper limit for the Contact SIGMATEK | Error LED of
working correctly (measured val- Resolution timer measurement GmbH & Co KG the Safety
ues are too large). module
Possible cause(s): shines red
o hardware error
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ERRVAL(106) The millisecond timer is not work- value measured in the mil- | lower limit for the Contact SIGMATEK | Error LED of
ing correctly (measured values are | lisecond timer measurement GmbH & Co KG the Safety
too small). module
Possible cause(s): shines red

o hardware error
o software error

ERRVAL(107) The millisecond timer is not work- value measured in the mil- | upper limit for the Contact SIGMATEK | Error LED of
ing correctly (measured values are | lisecond timer measurement GmbH & Co KG the Safety
too large). module
Possible cause(s): shines red

o hardware error
« software error

ERRVAL(108) During startup, a timeout has oc- always 0 always 0 Contact SIGMATEK | Error LED of
curred while waiting for the FPGA. GmbH & Co KG the Safety
Possible cause(s): module

o hardware error shines red

ERRVAL(109) The format of the info sector in the | always 0 always 0 Configure module. Error LED of
flash is incorrect. If the error still oc- the Safety
Possible cause(s): curs: module

« module was never initialized Contact SIGMATEK | shines red
(with the Clear-All command) GmbH & Co KG
e HW error in the flash

ERRVAL(110)- The configuration data format in detailed information on the | detailed information on | Configure module. Error LED of

ERRVAL(128) the flash is incorrect. cause the cause If the error still oc- the Safety
Possible cause(s): curs: module

« module was configured incor- Contact SIGMATEK | shines red
rectly GmbH & Co KG
e HW error in the flash

ERRVAL(129) Not used.
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ERRVAL(130) A buffer was entered in a function actual buffer size maximum buffer size Contact SIGMATEK | Error LED of
call as a parameter. However, the GmbH & Co KG the Safety
buffer size is too large. module
Possible cause(s): shines red

e program error

ERRVAL(131) The wrong frame type was used always 0 always 0 Contact SIGMATEK | Error LED of
for the SSDO command GmbH & Co KG the Safety
Possible cause(s): module

« error in the Safety tool shines red

ERRVAL(132) A Safety number for a remote index of the module in the doubled module Restart the applica- Error LED of
module exists twice. remote module table Safety number tion. the Safety
Possible cause(s): Check all Safety module

« an error has occurred while de- numbers on unique- | shines red
termining the module Safety ness.
number using the topology path

ERRVAL(133) The micro controller is in the incor- | flags set in the program set value for the flags Contact SIGMATEK | Error LED of
rect processor mode. Either the status register or stack in the program status GmbH & Co KG the Safety
flags for the processor mode or for | pointer value. register or the up- module
activating the interrupts in the pro- per/lower limit of the shines red
gram status register are set incor- required stack area
rectly or the wrong stack is used.

Possible cause(s):

o the processor mode does not
switch correctly (due to hard or
software errors)

ERRVAL(134) The calculated output image in status of the local outputs status of the local out- | Contact SIGMATEK | Error LED of
both controllers is different. in the first controller puts in the other con- GmbH & Co KG the Safety

troller module
shines red
Version 4.1 Page 167




SAFETY SYSTEM HANDBOOK

o> SIGMATEK

ERRVAL(135) The 24 V1 DCOK line indicates always 0 always 0 Ensure that the ex- Error LED of
that the voltage is not OK. ternal voltage supply | the Safety
Possible cause(s): for the pulse outputs | module
« external voltage supply not con- in the Safety mod- shines red
nected ules with digital in- DCOK LED
puts and the supply does not
» hardware error voltage for the out- shine
puts in Safety mod-
ules are correct. Af-
ter applying the cor-
rect voltage, the er-
ror can be canceled
with Quit Error or by
restarting.
ERRVAL(136) The Boolean display of an output Index of the cell in the ap- invalid value Contact SIGMATEK | Error LED of
has an invalid value. plication memory contain- GmbH & Co KG the Safety
Possible cause(s): ing the invalid value, module
« software error (memory was OxFFFFFFFF means that shines red
overwritten in an disallowed lo- | the error was detected
cation) while coding the SAFE-
) BOOL value for the SPDO
« hardware error (defective RAM) | frame
ERRVAL(137) The values from the back-read set values actual values Check voltage sup- LED of the

outputs do not match the set val-
ues of the outputs.
Possible cause(s):
o hardware error (e.g. output
transistor defective)

o external error (i.e. short circuit,
voltage supply for the outputs
are missing)

o software error

(bit O = 1st output)

(bit O = 1st output)

ply.

If the error still oc-
curs:

Contact SIGMATEK
GmbH & Co KG

safe output
blinks
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ERRVAL(138) An error has occurred during the bit mask for identifying the | actual test step Contact SIGMATEK | Error LED of
Watchdog test. This is a perma- test step in which the error GmbH & Co KG the Safety
nent error, which cannot be can- was detected module
celed. shines red
Possible cause(s):

o hardware error

ERRVAL(139)- In the configuration, invalid param- | index of the source or des- | maximum number of Contact SIGMATEK | Error LED of

ERRVAL(141) eters are assigned in the COPY tination available cells or up- GmbH & Co KG the Safety
command. per/lower index limit module
Possible cause(s): shines red

« a defective configuration was
loaded, Flash defective
« defective flash

ERRVAL(142) After activating the upper output set value actual value of af- Contact SIGMATEK | Error LED of
semiconductor (HSS), at least one | (bit 0 = 1st output) fected outputs GmbH & Co KG the Safety
output is set to 1 although none of | always 0 (bit O = 1st output) module
the lower output semiconductors shines red
(FET) were activated. This is a
permanent error, which cannot be
canceled.

Possible cause(s):
o output semiconductor (FET) de-
fective

ERRVAL(143) After deactivating the HSS output value of the outputs after previously set outputs Contact SIGMATEK | LED of the
semiconductor, none of the previ- shutting down the HSS (bit O = 1st output) GmbH & Co KG safe output
ously set outputs are set to 0. (bit 0 = 1st output) blinks
Possible cause(s):

o output semiconductor (HSS)
defective
e unacceptably high capacitive
load
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ERRVAL(144) After deactivating the FET output affected output always 0 Contact SIGMATEK | LED of the
semiconductor, the corresponding (bit 0 = 1st output) GmbH & Co KG safe output
output is not set to 0. blinks
Possible cause(s):

o output semiconductor (FET) de-
fective

e unacceptably high capacitive
load

ERRVAL(145) After deactivating the FET semi- status of the outputs desired status of the Contact SIGMATEK | LED of the
conductor, the value of an output (bit 0 = 1st output) outputs GmbH & Co KG safe output
not connected to this FET has (bit O = 1st output) blinks
changed.

Possible cause(s):
e internal cross-circuit in the out-
put circuit

ERRVAL(146) The cyclic process is not com- caller ID, with which the code address, from Increase cycle time Error LED of
pleted within the allowed time. runtime trigger last oc- which the process is of Safety CPU. the Safety
Possible cause(s): curred resumed, after the in- module

« defective application terrupt function has shines red
ended

ERRVAL(147) The logical program monitor has <100 Program component | RCO < 100 required Contact SIGMATEK | Error LED of
determined that a program compo- | index time for the program GmbH & Co KG the Safety
nent was not called for an unac- >=100 program compo- components module
ceptably long time. nent identification, where shines red
Possible cause(s): the error was detected

« software error 100-107

ERRVAL(148)- The logical program monitor has < 100 Program component | RCO < 100 required Contact SIGMATEK | Error LED of

ERRVAL(149) determined that a program compo- | index time for the program GmbH & Co KG the Safety
nent was not called for an unac- >= 100 program compo- components module
ceptably long time. nent identification, where shines red
Possible cause(s): the error was detected

« software error 100-107
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ERRVAL(150) The input value has not been up- affected input maximum age Contact SIGMATEK | Error LED of
dated for an unacceptably long (bit 0 = 1st input) GmbH & Co KG the Safety
time. module
Possible cause(s): shines red

e error in the input hardware
e continuously changing input
signal

ERRVAL(151)- The reserved stack area was over- | ID of the affected stack always 0 Contact SIGMATEK | Error LED of

ERRVAL(152) written. area GmbH & Co KG the Safety
Possible cause(s): module

« software error shines red
o stack-reserve dimensioned too
small

ERRVAL(153) The calculated output image in CRC of the send SPDO CRC of the send Contact SIGMATEK | Error LED of

both controllers is different. frame and the application SPDO frame and the GmbH & Co KG the Safety
memory of the first control- | application memory of module
ler the other controller shines red

ERRVAL(154) The information on the stored index of searched module number of elements in | Contact SIGMATEK | Error LED of
safety number of the remote mod- the remote module ta- | GmbH & Co KG the Safety
ule is inconsistent. ble module
Possible cause(s): shines red

e program error

ERRVAL(155)- The CPU test has detected an er- always 0 always 0 Contact SIGMATEK | Error LED of

ERRVAL(197) ror. GmbH & Co KG the Safety
Possible cause(s): module

e CPU error shines red

ERRVAL(198) The internal cycle time counter last time difference maximum time differ- Contact SIGMATEK | Error LED of
does not work correctly. ence GmbH & Co KG the Safety
Possible cause(s): module

« software error shines red
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ERRVAL(199) The remote safety input value has | always 0 always 0 Check whether the Error LED of
exceeded the maximum age. standard communi- the Safety
Possible cause(s): cation for each re- module
« bus data exchange error quired Safety mod- blinks
i ule is intact. In addi-
o error in the hardware of the re- tion, ensure that
mote module none of the non-re-
« software error in the remote quired Safety mod-
module ules is in the error
mode. It can also be
that the maximum
transmission time
was configured too
low. The above
points must be
checked. If the error
was corrected, it can
be canceled with
Quit Error or by re-
starting the system,
errors are elimi-
nated.
ERRVAL(200) The required IRQ register test was | always 0 always 0 Contact SIGMATEK | Error LED of
not performed in the interrupt GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
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ERRVAL(201)- An unexpected exception has oc- address of the interrupted with an exception out- Contact SIGMATEK | Error LED of
ERRVAL(205) curred. code side of the FSB call: GmbH & Co KG the Safety
Possible cause(s): always 0 module
« software error with an exception dur- shines red
ing the FSB call:
- FSB ID in the lower 2
bytes
- Object index of the
upper 2 bytes
ERRVAL(206) The system times for both control- | determined drift between maximum allowed drift | Contact SIGMATEK | Error LED of
lers have to large a deviation. This | both controller system GmbH & Co KG the Safety
is a permanent error, which cannot | times module
be canceled. shines red
Possible cause(s):
o hardware error
ERRVAL(207) The module type and module vari- | module type and variant of | module type and vari- Contact SIGMATEK | Error LED of
ant in the Firmware does not the firmware ant of the boot loader GmbH & Co KG the Safety
match the values stored in the un- module
changeable module parameters. shines red
Possible cause(s):
o incorrect firmware
ERRVAL(208)- The unchangeable module param- | module parameters of the module parameters of | Contact SIGMATEK | Error LED of
ERRVAL(209) eters are different in both control- first controller the other controller GmbH & Co KG the Safety
lers module
Possible cause(s): shines red
o hardware error
o flash programmed incorrectly
ERRVAL(210) The Firmware version is different firmware version of the firmware version of the | Contact SIGMATEK | Error LED of
in both controllers first controller other controller GmbH & Co KG the Safety
Possible cause(s): module
« incorrect firmware shines red
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ERRVAL(211) An error was detected in a non-ed- | information about the always 0 Contact SIGMATEK | Error LED of
itable flash area during the ROM cause of the error GmbH & Co KG the Safety
test. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o defective flash

ERRVAL(212) An error was detected in a non-ed- | information about the always 0 Contact SIGMATEK | Error LED of
itable flash area during the ROM cause of the error GmbH & Co KG the Safety
test. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o defective flash

ERRVAL(213)- An error was detected in an edita- information about the always 0 Contact SIGMATEK | Error LED of

ERRVAL(217) ble flash area during the ROM test | cause of the error GmbH & Co KG the Safety
Possible cause(s): module

« defective flash shines red
o module was deactivated while
programming the flash

ERRVAL(218) After activating the lower output set value actual value, affected Contact SIGMATEK | Error LED of
semiconductor (FET), at least one (bit 0 = 1st output) outputs GmbH & Co KG the Safety
output is set to 1 although none of | always 0 (bit 0 = 1st output) module
the upper output semiconductors shines red
(HSS) were activated. This is a
permanent error, which cannot be
canceled.

Possible cause(s):
e Output semiconductor (HSS)
defective

ERRVAL(219) The content of an SSDO answer in | always 0 always 0 Contact SIGMATEK | Error LED of
both controllers is different GmbH & Co KG the Safety
Possible cause(s): module

« software error shines red
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ERRVAL(220) An attempt was made to write and | always 0 always 0 Contact SIGMATEK | Error LED of
invalid length of data to the flash. GmbH & Co KG the Safety
Possible cause(s): module
e program error shines red
ERRVAL(221) An attempt was made to read a number of bytes that buffer size Contact SIGMATEK | Error LED of
buffer, whereby the buffer contains | should be read from the GmbH & Co KG the Safety
less than the required amount buffer module
data. shines red
Possible cause(s):
o software error
« defective Safety tool
(SSDO command)
ERRVAL(222) The test mode or maximum idle 0 the test mode time has always 0 After finished test Error LED of
time has elapsed. elapsed mode, again down- the Safety
load the configura- module
tion and restart. shines red
1 time for the maximum always 0 After finished Idle
Idle time has elapsed time resp. Check
2 time for the maximum Config time cancel
Check Config time has the error and restart.
elapsed
ERRVAL(223) The processing time for the inter- bit mask of the inputs always 0 Contact SIGMATEK | Error LED of
nal test is incorrect. An attempt GmbH & Co KG the Safety
was made start a test while the module
previous test is still running. shines red
Possible cause(s):
o software error
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ERRVAL(224) The processing time for the inter- signal output A (=1) or B always 0 Contact SIGMATEK | Error LED of
nal test is incorrect. An attempt (=0) GmbH & Co KG the Safety
was made start a test while the module
previous test is still running. shines red
Possible cause(s):

« software error

ERRVAL(225) The configuration status cannot be | always 0 always 0 Contact SIGMATEK | Error LED of
set to configured, as the areas be- GmbH & Co KG the Safety
longing to the CRCs are invalid. module
Possible cause(s): shines red

o a firmware updated was per-
formed

e module was configured incor-
rectly

o hardware error in the flash

ERRVAL(226) The configuration status cannot be | always 0 always 0 The Safety module Error LED of
set to configured, as the CRC must be reconfig- the Safety
given by the caller does not match ured. module
the actual one. If the error still oc- shines red
The module does not switch to the curs:
error status. Error displayed in the Contact SIGMATEK
console window of the Safe- GmbH & Co KG
tyDesigner.

Possible cause(s):
e module was configured incor-
rectly
o hardware error in the flash
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ERRVAL(227) The configuration data format in actual configuration data configuration status Contact SIGMATEK | Error LED of
the flash is incorrect. setting GmbH & Co KG the Safety
Possible cause(s): module
« module was configured incor- shines red
rectly
o hardware error in the flash
ERRVAL(228) The configuration status cannot be | always 0 always 0 Contact SIGMATEK | Error LED of
set to configured, as the configura- GmbH & Co KG the Safety
tion is deleted. module
Possible cause(s): shines red
e module was configured incor-
rectly
o hardware error in the flash
ERRVAL(229) The configuration is not in the sta- | always 0 always 0 Do not start program | Error LED of
tus by which the Verified flag can in Developer mode. the Safety
be set. Restart program and | module
Possible cause(s): thus trigger distribu- | shines red
« the configuration has never tion.
been distributed
o the configuration was written to
the Safety CPU in the develop-
ment mode
ERRVAL(230) The SSDO command cannot be always 0 always 0 Again go online with | Error LED of
executed due to missing authori- the SafetyDesigner the Safety
zation. and again execute module
Possible cause(s): commands. shines red
o SafetyDesigner error
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ERRVAL(231) When going online, no sessions always 0 always 0 Check if several Error LED of
could be opened. SafetyDesigners are | the Safety
Possible cause(s): online, only one module
o another SafetyDesigner is al- SafetyDesigner may | shines red
ready online CEEESS:
ERRVAL(232) The maximum number of remote number of remote modules | maximum number of Check and accord- Error LED of
modules has been exceeded. remote modules al- ingly change the the Safety
lowed number of remote module
modules. shines red
ERRVAL(233) The module Type coded in the CFG pins according to the | CFG pins accordingto | Contact SIGMATEK | Error LED of
CFG pins does not match the hardware the firmware GmbH & Co KG the Safety
Firmware module
Possible cause(s): shines red
e incorrect firmware
ERRVAL(234) The SSDO command cannot be always 0 always 0 Again go online with | Error LED of
executed in this runtime status. the SafetyDesigner the Safety
Possible cause(s): and again execute module
« SafetyDesigner error commands. shines red
ERRVAL(235) The parameters in the header of parameters in the firmware | parameters in the boot | A module that has Error LED of
the new Firmware do not match code compatible firmware | the Safety
this module. must be used. module
Possible cause(s): shines red
e incorrect firmware
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ERRVAL(236)

An error has occurred while ac-
cessing the SD card.
Possible cause(s):

o SD card has been removed

o defective or incompatible SD
card

identification of the error
cause

last error

Check whether the
SD card was re-
moved. If the SD
card was not re-
moved, it must be
exchanged. The er-
ror can be reset with
the removal of the
SD card and the
"Quit Error" com-
mand.

If the error still oc-
curs:

Contact SIGMATEK
GmbH & Co KG

Error LED of
the Safety
module
shines red
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ERRVAL(237)

Read/write error in the interpreter

code of the configuration.

During the configuration test, one

of the following errors were de-

tected:

a) An attempt was made to write
to a cell, which was already
written to from another source
(e.g. if 2 COPY commands with
the same destination exist or if
a COPY command provides a
non-writable cell as the destina-
tion).

b) An attempt was made to read a
non-readable cell. A cell cannot
be read when there is no corre-
sponding source from which it
was written (not initialized) or
when it cannot be used as the
source of a COPY command
(e.g. the header of the object
memory).

Possible cause(s):

» defective configuration loaded
« defective flash

index of the incorrect cell

0 for a write error
1 for aread error

Contact SIGMATEK
GmbH & Co KG

Error LED of
the Safety
module
shines red

ERRVAL(238)

The POST (Power On Self-Test)
has not been completely pro-
cessed

Possible cause(s):

« software error

bit mask with the outstand-
ing POST test steps

always 0

An error was de-
tected during the
start-up test. The er-
ror type is displayed
in the Safe-
tyDesigner. The er-
ror can then be cor-
rected.

Error LED of
the Safety
module
shines red
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ERRVAL(239) The sector buffer on the SD card always 0 always 0 Contact SIGMATEK | Error LED of
to which should be written is differ- GmbH & Co KG the Safety
ent in both controllers module
Possible cause(s): shines red

o software error

ERRVAL(240) The force mode was incorrectly always 0 always 0 In case of an inter-
ended. rupt of the communi-
Possible cause(s): cation between

« a session or login time-out has SafetyDesigner and
occurred due to an interruption the module, cancel
in online communication with the error.
the SafetyDesigner

o change the login level
(e.g. logout)

o close the session in the Safe-
tyDesigner

ERRVAL(241) The password format on the SD always 0 always 0 Again write SD card, | Error LED of
card is incorrect. use different SD the Safety
Possible cause(s): card. module

« SD card defective If the error still oc- shines red
curs:
e contents were changed retroac- Contact SIGMATEK
tively GmbH & Co KG

ERRVAL(242) Internal error while processing the length of the STDO that maximum length of a Contact SIGMATEK | Error LED of
STDO. should be written STDO GmbH & Co KG the Safety
Possible cause(s): module

o software error shines red

ERRVAL(243) The information on a safety num- value of the valid module always 0 Contact SIGMATEK | Error LED of
ber for a remote module is re- safety number GmbH & Co KG the Safety
quired but not available or invalid. (O or OXFFFF(fff) module
Possible cause(s): shines red

o software error
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ERRVAL(244) In the interpreter code of the con- function block-1D always 0 Contact SIGMATEK | Error LED of
figuration, an FSB identification GmbH & Co KG the Safety
was entered for which no corre- module
sponding code exists. shines red
Possible cause(s):

o error in the Safety tool

ERRVAL(245) A value entered in the configura- indicates which parameter | limit Set value according Error LED of
tion data is too large. is too large to the maximum the Safety
Possible cause(s): 0 test time in the tempo- size. module

« value input in the Safe- rary operational status shines red
tyDesigner too large 1 cycle time for the
runtime monitor
2 maximum age of the re-
mote input
3 filter time or a local in-
put

ERRVAL(246)- Function block returned an error Contact SIGMATEK | Error LED of

ERRVAL(255) code. GmbH & Co KG the Safety
The following error codes are re- module
turned by the function blocks and shines red
are therefore not contained in the
Firmware.

Possible cause(s):
o software error

ERRVAL(1000) No errors normal operation

ERRVAL(1001) The cyclic process is not com- actual cycle time micro- cycle time limit in mi- Configuration must Error LED of
pleted within the allowed time. seconds (the maximum of croseconds be changed, e.g. the Safety
Possible cause(s): both values from controller raising the maximum | module

« application errors land?2) cycle time of the shines red
Safety CPU.
Cancel error with
"Quit Error”.
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ERRVAL(1002) A buffer was entered in a function actual buffer size or with a | required buffer size Contact SIGMATEK | Error LED of
call as a parameter. However, the value >= 0x1000, identifi- GmbH & Co KG the Safety
buffer size is too small. cation program line con- module
Possible cause(s): taining the error (possible shines red

e program error values 0x1000-0x100B)

ERRVAL(1003) It was determined that a global affected overwritten varia- | always 0 Contact SIGMATEK | Error LED of
variable was overwritten. ble GmbH & Co KG the Safety
Possible cause(s): possible values: module

e program error 0 actual error code shines red
o defective RAM

ERRVAL(1004) Program code was run that, ac- identification of the loca- always 0 Contact SIGMATEK | Error LED of
cording to program logic, should tion of the code that was GmbH & Co KG the Safety
never be run. run module
Possible cause(s): possible values: shines red

e program error 00 104
» defective CPU

ERRVAL(1005) While accessing an array, the in- identification of the error maximum possible ar- | Contact SIGMATEK | Error LED of
dex exceeds the array limits. cause ray index GmbH & Co KG the Safety
Possible cause(s): possible values: module

e program error 0to 57 shines red

ERRVAL(1006) Invalid parameter value in a func- identification of the error always 0 Contact SIGMATEK | Error LED of
tion call (NULL pointer). cause GmbH & Co KG the Safety
Possible cause(s): possible values: module

e program error 0to 30 shines red
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ERRVAL(1007) During the RAM test, a read or affected test step affected area in the Contact SIGMATEK | Error LED of
CRC-32 error was detected in the RAM GmbH & Co KG the Safety
March C algorithm. This is a per- module
manent error, which cannot be shines red
canceled.

Possible cause(s):

o hardware error

o RAM, flash, address, data line
programming error

o RAM test was run with un-
locked interrupts

ERRVAL(1008) During the RAM test, a read or affected test step affected areas in the Contact SIGMATEK | Error LED of
CRC-32 error was detected in the RAM GmbH & Co KG the Safety
Galpat algorithm. This is a perma- (CRC32 check and module
nent error, which cannot be can- GalPat check) shines red
celed.

Possible cause(s):

o hardware error

o RAM, flash, address, data line
programming error

o RAM test was run with un-
locked interrupts

ERRVAL(1009) The configuration of the required 0 more than 1 module is if Reason-Code 0 is If more than 1 mod- Error LED of
modules is not correct. missing between 0 and 1: al- ule was exchanged, the Safety
Possible cause(s): 1 a module is missing ways 0 the application has module

« exchange of several modules and a module update to be downloaded shines red
. . was already performed again.
o module configured incorrectly previously. In case of a wrong
o incompatible interface frame 2 nothing can be distrib- if Reason-Code 0 is 2: | configuration, again
(wrong CRC) uted to the missing Safety number of the download the appli-
module (S-CPU) remote module cation.
07.03.2022
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3 the maximum number
of retries for the config-
uration distribution or
configuration test has
been exceeded.

if Reason-Code 0 is 3:
number of retries

Check whether hard-
ware structure corre-
sponds with the ap-

plication; change ap-
plication accordingly.

4 while trying to send the
configuration, the error
status was detected in
the target module

if Reason-Code 0 is 4:
runtime status of the
remote module

In case of a wrong
interface CRC the
writing interface has
to be exported again

5 atleast one local SDI
module is missing

6 at least one local Safety
Interface module is
missing

7 atleast one local STO
module is missing

8 atleast one local SRO
module is missing

9 amodule (master mod-
ule) tried to write the
configuration before its
own configuration was
deleted and set to mas-
ter

10 a slave module has de-
termined that the re-
mote modules are not
configured correctly.

if Reason-Code 0 is
between 5 and 10:
always 0

and imported on the
reading side. Appli-
cation has to be
downloaded again.
Cancel error with
Quit Error.
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11 a local input module is
in the wrong slot (count
starts at 1)

12 a local output module is
in the wrong slot (count
starts at 1)

13 a DINT input module is
in the wrong slot
(count starts at 1)

if Reason-Code 0 is
between 11 and 13:
module slot number

14 number of local inputs
incorrect

15 number of local outputs
incorrect

16 an attempt was made
to activate a missing lo-
cal module

17 an expansion module
could not be configured
(count starts at 1)

if Reason-Code 0 is
17: module slot num-
ber

18 too many expansion
modules are connected

19 too few expansion mod-
ules are connected

20 wrong Safety Interface
module connected

ERRVAL(1010) The RAM memory, which is used 0 data for 10 lists and re- | always O Check size of appli- Error LED of
for data structures with configura- moved modules cation and downsize | the Safety
tion-dependent size, is too small. 1 Status of the FSoE con- it, again download module
Possible cause(s): nection application, cancel shines red

« 00 many modules 2 FSoE buffer error with Quit Error.
. o Check number of
« t00 big application modules, remove
according modules,
cancel error with
Quit Error.
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ERRVAL(1011) While distributing the configuration | error code of the last distri- | return code of the last | Trigger distribution Error LED of
data to a remote module, the max- | bution attempt executed SSDO in- several times. the Safety
imum number of errors was ex- struction If modules are de- module
ceeded. fective: shines red
Possible cause(s): Contact SIGMATEK

« data exchange error GmbH & Co KG
o another module is defective

ERRVAL(1012) An error has occurred during ex- 0 the maximum number number of open TRY- Contact SIGMATEK | Error LED of
ception handling. of nested TRY-CATCH- | CATCH-ETRY blocks GmbH & Co KG the Safety
Possible cause(s): ETRY blocks was ex- module

« software error ceeded shines red
1 the end of a TRY-
CATCH-ETRY block
has been reached with-
out a starting TRY.
2 exception not in the
normal program mode
3 No TRY block available
to intercept the excep-
tion

ERRVAL(1013) After distributing the configuration module index of the af- always 0 Again download ap- Error LED of
data to a remote module, a differ- fected remote module plication and restart. | the Safety
ence was detected during back If the error still oc- module
reading. curs: shines red

Contact SIGMATEK
GmbH & Co KG

ERRVAL(1014) The interpreter code was not always 0 always 0 Again download ap- | Error LED of
found in the configuration data. plication and restart. | the Safety
Possible cause(s): If the error still oc- module

« defective configuration curs: shines red
Contact SIGMATEK
o software error GmbH & Co KG
Version 4.1 Page 187




SAFETY SYSTEM HANDBOOK

o> SIGMATEK

ERRVAL(1015) In the interpreter list, of the config- | FSB ID of the not found always 0 Contact SIGMATEK | Error LED of
uration an FSB was entered for FSB code GmbH & Co KG the Safety
which no function block code ex- module
ists. shines red
Possible cause(s):

« a defective configuration was
loaded, Flash defective
o defective flash

ERRVAL(1016) An error was detected in a non-ed- | information about the always 0 Contact SIGMATEK | Error LED of
itable flash area during the ROM cause of the error GmbH & Co KG the Safety
test. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o defective flash
ERRVAL(1017) The called FSB returned an error error code of the FSB FSB ID and object in- Contact SIGMATEK | Error LED of
code. (always unlike 0) dex of the affected GmbH & Co KG the Safety
FSB module
shines red
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ERRVAL(1018) The remote safe input of a missing | always 0 always 0 Check whether the Error LED of
optional module (remote module standard communi- the Safety
or Safety Interface module) has cation for each re- module
reached the maximum age. quired Safety mod- blinks

ule is intact. In addi-
tion, ensure that
none of the non-re-
quired Safety mod-
ules is in the error
mode. It can also be,
that the maximum
transmission time
was configured too
low. The above
points must be
checked. If the error
was corrected, it can
be canceled with
Quit error or by re-
starting the system,
errors are elimi-
nated.

ERRVAL(1019) After calling the FSB, a not al- actual pattern at the end of | pattern setting at the Contact SIGMATEK Error LED of
lowed value was found in the ap- the object memory end of the object GmbH & Co KG the Safety
plication memory. memory module
Possible cause(s): shines red

« defective FSB

ERRVAL(1020) The called FSB did not increment actual value in the counter | value setting in the Contact SIGMATEK | Error LED of
the counter variable. variable counter variable GmbH & Co KG the Safety
Possible cause(s): module

o defective FSB shines red
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ERRVAL(1021) An error was detected during ad- always 0 always 0 Contact SIGMATEK | Error LED of
ministration of the RAM memory GmbH & Co KG the Safety
for the data structures with a con- module
figuration-dependent size. shines red
Possible cause(s):

¢ software error

ERRVAL(1022) The answer to an SSDO request is | always 0 always 0 Increase time on the | Error LED of
not yet available. bus. If the error still the Safety
Possible cause(s): occurs: module

« runtime over the bus Contact SIGMATEK | shines red
S GmbH & Co KG
o processing time in the target
module too big

ERRVAL(1023) In an SSDO answer, an error is always 0 always 0 Check remote mod- | Error LED of
displayed in the return code field. ules for errors. the Safety
Possible cause(s): If the error still oc- module

« error in the remote module curs. shines red
Contact SIGMATEK
GmbH & Co KG

ERRVAL(1024) In an SSDO answer, less data is actual length of the data in | set length of the data Contact SIGMATEK | Error LED of
received as expected. the SSDO answer in the SSDO answer GmbH & Co KG the Safety
Possible cause(s): module

« error in the remote module shines red

ERRVAL(1025) An error was detected while test- identification of the table always 0 Contact SIGMATEK | Error LED of
ing the checksums with the con- possible values: GmbH & Co KG the Safety
stant elements in the configuration | Oto 11 module
tables in RAM. shines red
Possible cause(s):

o software error
o defective RAM
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ERRVAL(1026) Access to the application memory 0 if Reason-Code 0 = 0: Contact SIGMATEK | Error LED of
was not possible. both lower bytes con- GmbH & Co KG the Safety
Possible cause(s): tain the detected inva- module
« software error lid cells index; both up- shines red
. per bytes contain the
¢ incorrect query from the Safe- number of available
tyDesigner cells.
1 if Reason-Code 0 = 1:
invalid cell index
2 if Reason-Code 0 = 2:
invalid address offset
3 if Reason-Code 0 = 3:
both lower bytes con-
tain the address offset;
both upper bytes con-
tain the length
4 if Reason-Code 0 = 4:
invalid length (not di-
visible by 4)
ERRVAL(1027) An invalid block header was de- always 0 always 0 Contact SIGMATEK | Error LED of
tected in a flash memory area. GmbH & Co KG the Safety
Possible cause(s): module
« hardware error (defective flash) shines red
e programming process was in-
terrupted
ERRVAL(1028) During a login attempt, an invalid always 0 always 1 The password must Continued
password was entered. Error dis- be re-entered. normal oper-
played in the console window of ation
the SafetyDesigner.
Possible cause(s):
o typing error
o hacking attempt
ERRVAL(1029) 0 always 0
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An SSDO frame contains aninva- | 1 always 0 Contact SIGMATEK | Error LED of
lid parameter. 2 always 0 GmbH & Co KG the Safety
Possible cause(s): 3 always 0 module
o software error 4 if Reason-Code 0 = 4: shines red
the lower 2 bytes con-
tain the size of the
transferred buffer; the
upper 2 bytes contain
the maximum size
ERRVAL(1030) An SSDO frame is missing a pa- used in the firmware for the hardware test only Contact SIGMATEK | Error LED of
rameter. GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(1031) Internal error while processing the | length of the SSDO that maximum length of an | Contact SIGMATEK | Error LED of
SSDO should be written SSDO GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(1032) The SSDO packet contains an in- invalid command always 0 Contact SIGMATEK | Error LED of
valid command byte. GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(1033) While trying to change a pass- always 0 always 0 If an incorrect pass- Error LED of
word, an invalid new password word is entered, a the Safety
was entered. warning is triggered module
Possible cause(s): in the Safe- shines red
« software error tyDesigner. If Error
. . 33 is triggered, it is
« defective SafetyDesigner an internal operating
system error.
Contact SIGMATEK
GmbH & Co KG
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ERRVAL(1034) The SSDO packet contains an in- identification of the error always 0 Contact SIGMATEK | Error LED of
valid virtual address. cause GmbH & Co KG the Safety
Possible cause(s): possible values: module
« software error Otol shines red
ERRVAL(1035) While processing the SSDO, an in- | identification of the error always 0 Contact SIGMATEK | Error LED of
ternal buffer was determined to be | cause GmbH & Co KG the Safety
too small for the required data possible values: module
amount. Oto1l shines red
Possible cause(s):
o software error
o defective SafetyDesigner
ERRVAL(1036) An error was detected during the identification of the error always 0 Contact SIGMATEK | Error LED of
Safety Interface controller start-up | cause GmbH & Co KG the Safety
test. possible values: module
Possible cause(s): 0 test report could not be shines red
« hardware error sent
1 no answer to the test
report was received
2 the data for the test re-
port received is incor-
rect
ERRVAL(1037) The remnant variables are incon- 0 inthe POST, itwas de- | always O Contact SIGMATEK | Error LED of
sistent. termined that the GmbH & Co KG the Safety
Possible cause(s): checksum of the rem- module
« hardware error nant variables in the shines red
EEPROM is incorrect.
* software error 1 an error in the con-
sistency of the remnant
variables was detected
during cyclic pro-
cessing.
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ERRVAL(1038) A watchdog error has occurred. address of the code with an exception out- | Contact SIGMATEK | Error LED of
Possible cause(s): side of the FSB call: GmbH & Co KG the Safety
o software error always 0 module
with an exception dur- shines red
ing the FSB call:
- FSB ID in the lower 2
bytes
- Object index of the
upper 2 bytes
ERRVAL(1039) The boot loader version is incor- available boot loader ver- minimum required Contact SIGMATEK | Error LED of
rect. sion boot loader version GmbH & Co KG the Safety
Possible cause(s): module
e incorrect firmware shines red
ERRVAL(1040) While accessing the internal 10 0 error while reading a if Reason-Code is be- If a module has Error LED of
bus, an error has occurred. byte tween 0 and 1: been disconnected, the Safety
Possible cause(s): 1 error while reading a 2- | Byte 0 and 1 are the connect it and re- module
« hardware error byte value address of the error start. shines red
. Byte 2 and 3 are the If the error still oc-
* module was disconnected address of the module; | curs:
divide this value by Contact SIGMATEK
0x400 to get the posi- GmbH & Co KG
tion of the module
(starting with 0)
2 error while writing a if Reason-Code is be-
byte tween 2 and 3:
3 error while writing a 2- Byte 0 and 1 are the
byte value address of the error
Byte 2 and 3 is the
value to write
4 different controller val-
ues for the module ID
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5 time error while waiting
for the Grant SPI mas-
ter

6 time error while waiting
for Ready from the SPI
master

7 incorrect SPI Flash
length

8 incorrect SPI Flash
CRC

if Reason-Code 0 is
between 5 and 8:
position of the module
where the error oc-
curred (starting with 0)

9 different Safety num-
bers in both controllers

10 no unique Safety num-
bers in the expansion
modules

if Reason-Code 0 =
10: value of the Safety
number, which is dou-
bled

11 when determining the
serial number, both
controllers provide dif-
ferent values

if Reason-Code 0 =
11:

position of the module
where the error oc-
curred (starting with 0)

12 different number of ex-
pansion modules in
both controllers

if Reason-Code
0=12:

Byte 0: number of IO
modules detected on
the controller

Byte 1: number of IO
modules detected on
the other controller

13 Safety number in an ex-
pansion module miss-

ing

if Reason-Code 0 =
13: position of the
module where the er-
ror occurred (starting
with 0)
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ERRVAL(1041) The values of the back-read out- outputs that are not ena- actual value Contact SIGMATEK | Error LED of
puts, which are already in error bled (bit 0 = 1st output) GmbH & Co KG the Safety
status, are not at 0. (bit 0 = 1st output) module
Possible cause(s): shines red

o hardware error
(e.g. output transistor defec-
tive),

o external error (e.g. short circuit)
o software error

ERRVAL(1042) When testing the OUTRESET sig- | tested outputs actual value Contact SIGMATEK | Error LED of
nal, not all outputs are set to 0. (bit 0 = 1st output) (bit 0 = 1st output) GmbH & Co KG the Safety
Possible cause(s): module
o hardware error shines red

(e.g. output transistor defective)
o external error (e.g. short circuit)
o software error

ERRVAL(1043) A local expansion module is in er- 0 expansion module error | Reason-Code 0 of the | Exchange optional Error LED of
ror status. 1 0-based expansion expansion module module. the Safety
Possible cause(s): module position If the error still oc- module
o error in the expansion module curs: shines red

Contact SIGMATEK
GmbH & Co KG
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ERRVAL(1044) In a local extension module an er- | 0 Current values cannot 0 based position of the | Check current val- Error LED of
ror occurred in the initialization be read from the SNC extension module ues, set Safety CPU | the Safety
phase. module to master mode, ex- | module
Possible cause(s): 1 No current values are change SNC module | shines red

« error in the expansion module available, which can be If the error still oc-
. . . written to the SNC curs:
e incorrect COHfIgUI’atIOﬂ module Contact SIGMATEK
2 A SNC module exists GmbH & Co KG
on a slave Safety CPU
3 A SNC module with a
not supported version
number exists

ERRVAL(1045) The extension module belonging 0 digital output always 0 Check optional mod- | Error LED of
to the input or output does not ex- 1 digital input ules. the Safety
ist. 2 SNC module module
Possible cause(s): shines red

e an optional module is not con-
nected

ERRVAL(1046) Too few resources for the desired always 0 always 0 Check configuration. | Error LED of
function available. If the error still oc- the Safety
Possible cause(s): curs: module

« incorrect configuration Contact SIGMATEK | shines red
GMBH & CO KG

ERRVAL(1047)- Not used

ERRVAL(1048)

ERRVAL(1049) Testing the LOG memory in the always 0 always 0 Contact SIGMATEK | Error LED of
POST determined that both sec- GmbH & Co KG the Safety
tors are full. module
Possible cause(s): shines red

o hardware error
e program error
Version 4.1 Page 197




SAFETY SYSTEM HANDBOOK

o> SIGMATEK

ERRVAL(1050) Testing the LOG memory in the always 0 always 0 Contact SIGMATEK | Error LED of
POST determined that both sec- GmbH & Co KG the Safety
tors contain data but are not full. module
Possible cause(s): shines red

o hardware error
e program error

ERRVAL(1051) The messages in the LOG start address of the first always 0 Contact SIGMATEK | Error LED of
memory are not continuous (holes | empty entry located in the GmbH & Co KG the Safety
in LOG memory). LOG memory module
Possible cause(s): shines red

e program error

ERRVAL(1052) The information on the stored always OxFFFFFFFF always OxFFFFFFFF Contact SIGMATEK | Error LED of
safety number of the remote mod- GmbH & Co KG the Safety
ule is inconsistent module
Possible cause(s): shines red

e program error

ERRVAL(1053) The SSDO command cannot be always 0 always 0 Restart. Error LED of
executed in the actual status. If the error still oc- the Safety
Possible cause(s): curs: module

« module is running the boot Contact SIGMATEK | shines red
code GmbH & Co KG

ERRVAL(1054) An attempt was made to accessa | always O always 0 Contact SIGMATEK | Error LED of
memory area (flash or SD card) to GmbH & Co KG the Safety
which no access is allowed or pos- module
sible. shines red
Possible cause(s):

e program error
o SafetyDesigner error
Page 198 07.03.2022




o= SIGMATEK

SAFETY SYSTEM HANDBOOK

ERRVAL(1055) A time-out has occurred while pro- | identification of the error identification of the er- | Contact SIGMATEK | Error LED of
gramming the Flash cause ror cause GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(1056) During a status change in the STM | always 0 always 0 Contact SIGMATEK | Error LED of
module it was determined that a GmbH & Co KG the Safety
change is already active. module
Possible cause(s): shines red
e program error
ERRVAL(1057) When activating the timer in the always 0 always 0 Contact SIGMATEK | Error LED of
STM module it was determined GmbH & Co KG the Safety
that a timer is already active. module
Possible cause(s): shines red
e program error
ERRVAL(1058) Not all required flags are set for a flags that should be set flags that currently are | Contact SIGMATEK | Error LED of
query in the STM module. set GmbH & Co KG the Safety
Possible cause(s): module
e program error shines red
ERRVAL(1059) The diagnostic code or the login serves to identify the error | value of the diagnosis Contact SIGMATEK | Error LED of
status on the HGW login function cause code or login status GmbH & Co KG the Safety
block has an incorrect value 1 Diagnosis code took an module
Possible cause(s): invalid value shines red
« SafetyDesigner error 2 Login status took an in-
. valid value
e programming error
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ERRVAL(1060) An attempt was made to suppress | 1 A module is configured always 0 Contact SIGMATEK | Error LED of
the cyclic CAN messages while that requires the CAN GmbH & Co KG the Safety
this is not possible. messages (e.g. SIB or module
Possible cause(s): HBG) shines red

e Configuration error 2 A module has been de-
tected on CAN that re-
quires the CAN mes-
sages (e.g. SIB or
HBG)

ERRVAL(1061)- Not used

ERRVAL(1066)

ERRVAL(1067) The FSoE connection between the | always 0O always 0 Error acknowledge- Error LED of
HGW module and the safety CPU ment and renewed the Safety
has been broken off uncontrolla- logon module
bly. shines red
Possible cause(s):

e connection disturbed

« distance between modules too

great

ERRVAL(1068) Invalid parameter value in a func- identification of the error identification of the er- | Contact SIGMATEK | Error LED of
tion call. cause ror cause GmbH & Co KG the Safety
Possible cause(s): possible values: module

e program error 0to 95 shines red

ERRVAL(1069) The space reserved in the SPDO index of the most signifi- maximum size of the Contact SIGMATEK | Error LED of
for the safety values is too small. cant bytes of the safety Safety values to send GmbH & Co KG the Safety
Possible cause(s): values to send module

« software error shines red

ERRVAL(1070) Cross communication does not 1 Post error during self- error flags Contact SIGMATEK | Error LED of
work (transmission error). test GmbH & Co KG the Safety
Possible cause(s): 2 error in the UART de- module

« hardware error tected shines red

ERRVAL(1071) Not used
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ERRVAL(1072) A division by 0 was attempted. always 0 always 0 Contact SIGMATEK | Error LED of
Possible cause(s): GmbH & Co KG the Safety
« software error mc_)dule
shines red
ERRVAL(1073) An unexpected value was received | value received identification of the er- | Contact SIGMATEK | Error LED of
through the cross communication. ror cause GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
ERRVAL(1074) The logical program monitor has program component identi- | always 0 Contact SIGMATEK | Error LED of
determined that a program compo- | fication GmbH & Co KG the Safety
nent was not run in the module
Op/OpTemp mode. shines red
Possible cause(s):
« software error
ERRVAL(1075) The values for the local inputs that | bit mask with the inputs of | bit mask with the in- Contact SIGMATEK | Error LED of
were read into both controls have the controller puts of the other con- GmbH & Co KG the Safety
different values for an unaccepta- troller module
bly long time. shines red
Possible cause(s):
o hardware error
e input circuit
ERRVAL(1076) Cross communication does not always 0 always 0 Contact SIGMATEK | Error LED of
work (timeout). GmbH & Co KG the Safety
Possible cause(s): module
 hardware error shines red
« software error
ERRVAL(1077) The contents of an STDO answer Oor1l always 0 Contact SIGMATEK | Error LED of
in both controllers are different. depending on the type of GmbH & Co KG the Safety
Possible cause(s): error module
o software error shines red
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ERRVAL(1078) The runtime monitor was falsely identification of the call always 0 Contact SIGMATEK | Error LED of
deactivated in an operation from which the monitor GmbH & Co KG the Safety
runtime status. was deactivated module
Possible cause(s): shines red

o software error

ERRVAL(1079)- Cross communication does not value received via cross expected value Contact SIGMATEK | Error LED of

ERRVAL(1081) wok (unexpected value received). communication (= set value) GmbH & Co KG the Safety
Possible cause(s): module

« hardware error shines red
» software error

ERRVAL(1082) The calculated output image in index of the cell in the ap- contents of the cell run | Contact SIGMATEK | Error LED of
both controllers is different. plication memory whose in Reason-Code 0 GmbH & Co KG the Safety
Possible cause(s): contents do not match the module

« software error other controller shines red
o hardware error

ERRVAL(1083) The other controller is no longer always 0 always 0 Cancel error, option- | Error LED of
synchronized during cross com- ally restart system. the Safety
munication. This is not an error, If the error still oc- module
which triggers the safe status. In curs: shines red
reaction to this error, the control- Contact SIGMATEK
lers resynchronize, exchange in- GmbH & Co KG
formation and the decision is
made whether to trigger the safe
status or not.

Possible cause(s):
e one controller has detected an
error, the other has not
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ERRVAL(1084) The contents of the SD card could | always 0 always 0 Delete memory of Error LED of
not be loaded because configura- the Safety CPU and the Safety
tion in the flash is not available try again. module
and also not deleted. shines red
Possible cause(s):

e user error

ERRVAL(1085) The SD card could not be initial- always 0 always 0 Use different SD Error LED of
ized. card. the Safety
Possible cause(s): If the error still oc- module

o hardware error curs: shines red
Contact SIGMATEK
GmbH & Co KG

ERRVAL(1086) The content on the SD card does always 0 always 0 Again write SD card. | Error LED of
not correspond to the expected If the error still oc- the Safety
format. curs: module
Possible cause(s): Contact SIGMATEK | shines red

« hardware error GmbH & Co KG
o software error
e user error

ERRVAL(1087) The configuration data on the SD CRC of the configuration CRC of the configura- The configuration in Error LED of
card does not match that on the data on the SD card tion data on the flash the Flash may need the Safety
flash. to be deleted, if the module
Possible cause(s): SD card configura- shines red

o USEr error tion is to be loaded.
If the configuration is
to be loaded from
the SD card, the
configuration in the
flash must first be
deleted and the sys-
tem restarted with
the SD card in-
serted.
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ERRVAL(1088) The SD card was inserted while
the module was turned on and not
in service mode.

When starting the application a
dongle is plugged in, the service
mode cannot be left.

Possible cause(s):

e user error

always 0

always 0

Remove the SD
card, cancel the er-
ror, change to the
Service mode and
insert the SD card.
Remove the dongle,
cancel the error and
restart.

Error LED of
the Safety
module
shines red

ERRVAL(1089) Internal error in the process table. identification of the error invalid status or index Contact SIGMATEK | Error LED of
cause GmbH & Co KG the Safety
possible values: module
Oto1l shines red

ERRVAL(1090) The measured value of the FPGA number of measure edges | minimum number of Contact SIGMATEK | Error LED of

reference clock (REFCLK) is too flanks to measure GmbH & Co KG the Safety
small. This is a permanent error, module
which cannot be canceled. shines red

Possible cause(s):
o hardware error

¢ CPU
o FPGA

ERRVAL(1091) The measured value of the FPGA

number of measure edges

maximum number of

Contact SIGMATEK

Error LED of

reference clock (REFCLK) is too flanks to measure GmbH & Co KG the Safety
large. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):

o hardware error

e« CPU

o FPGA
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ERRVAL(1092) While waiting for the SSDO re- always 0 always 0 Decrease runtimes. Error LED of
sponse, the time was exceeded. the Safety
Possible cause(s): module
e runtime over the bus shines red
e processing time in the target
module
ERRVAL(1093) The other controller has detected error code of the other always 0 Check error code of Error LED of
an error. controller the other controller. the Safety
Possible cause(s): module
« cause according to the error shines red
code of the other controller
ERRVAL(1094) The configuration status of the configuration of the con- configuration of the Configure module Error LED of
other controller does not match. troller other controller again. the Safety
Possible cause(s): module
« module was turned off during shines red
configuration
ERRVAL(1095) A constant in the application memory cell index of the index of the constant Contact SIGMATEK | Error LED of
memory was changed and no incorrect constant in the in the flash GmbH & Co KG the Safety
longer matches the values stored application memory module
in the flash. shines red
Possible cause(s):
o hardware error
(defective flash, defective RAM)
o software error
ERRVAL (1096)- Not used
ERRVAL(1097)
ERRVAL(1098) The reaction to the internal test bit mask for the digital in- 0 error at a local input | Contact SIGMATEK | Error LED of
could not be determined. puts 1 error at a Safety in- | GmbH & Co KG the Safety
Possible cause(s): terface input module
« software error shines red
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ERRVAL(1099) An error was detected during the status of the digital inputs bit mask for the digital | Contact SIGMATEK | Error LED of
input test (internal test). inputs GmbH & Co KG the Safety
Possible cause(s): module
« hardware error shines red
ERRVAL(1100) An internal test is active during the | always 0 always 0 Contact SIGMATEK | Error LED of
external test. GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(1101) The reaction to the external test bit mask for the digital in- 0 error at a local input | Contact SIGMATEK | Error LED of
could not be determined. puts 1 error at a Safety in- | GmbH & Co KG the Safety
Possible cause(s): terface input module
« software error shines red
ERRVAL(1102) External test: The pulse signal is always 0 always 0 Compare wiring of Error LED of
not detected by a connected input. the cross circuit with | the Safety
Possible cause(s): the application. module
e Cross-circuit blinks
ERRVAL(1103) External test: The pulse signal of always 0 always 0 Compare wiring of Error LED of
the other output is detected by a the cross circuit with | the Safety
connected input. the application. module
Possible cause(s): blinks
e cross-circuit
ERRVAL(1104) The Lo-Resolution timer is not value measured in the Lo- | lower limit for the Contact SIGMATEK | Error LED of
working correctly (measured val- Resolution timer measurement GmbH & Co KG the Safety
ues are too small). module
Possible cause(s): shines red
o hardware error
ERRVAL(1105) The Lo-Resolution timer is not value measured in the Lo- | upper limit for the Contact SIGMATEK | Error LED of
working correctly (measured val- Resolution timer measurement GmbH & Co KG the Safety
ues are too large). module
Possible cause(s): shines red
o hardware error
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ERRVAL(1106) The millisecond timer is not work- value measured in the mil- | lower limit for the Contact SIGMATEK | Error LED of
ing correctly (measured values are | lisecond timer measurement GmbH & Co KG the Safety
too small). module
Possible cause(s): shines red

o hardware error
o software error

ERRVAL(1107) The millisecond timer is not work- value measured in the mil- | upper limit for the Contact SIGMATEK | Error LED of
ing correctly (measured values are | lisecond timer measurement GmbH & Co KG the Safety
too large). module
Possible cause(s): shines red

o hardware error
« software error

ERRVAL(1108) Not used

ERRVAL(1109) The format of the info sector in the | always 0 always 0 Configure module. Error LED of
flash is incorrect. If the error still oc- the Safety
Possible cause(s): curs: module

« module was never initialized Contact SIGMATEK | shines red
(with the Clear-All command) GmbH & Co KG
o hardware error in the flash

ERVAL(1110)- The configuration data format in detailed information on the | detailed information on | Configure module. Error LED of

ERRVAL(1114) the flash is incorrect. cause the cause If the error still oc- the Safety
Possible cause(s): curs: module

o module was configured incor- Contact SIGMATEK | shines red
rectly GmbH & Co KG
o hardware error in the flash

ERRVAL(1115) The configuration data format in 1 not supported optional type of the module Configure module, Error LED of

the flash is incorrect. module check whether a not | the Safety
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Possible cause(s):
e module was configured incor-
rectly

o in the configuration data a not
supported optional module has
been found

o hardware error in the flash

1-39 error information

detail information

supported module is
plugged in and in
case use a SCP with
up-to-date firmware;
set correct parame-
ter version in the SSI
module.

If the error still oc-
curs:

Contact SIGMATEK
GmbH & Co KG

module
shines red

ERRVAL(1116)- The configuration data format in detailed information on the | detailed information on | Configure module. Error LED of
ERRVAL(1128) the flash is incorrect. cause the cause If the error still oc- the Safety
Possible cause(s): curs: module
« module was configured incor- Contact SIGMATEK | shines red
rectly GmbH & Co KG
o hardware error in the flash
ERRVAL(1129) An error has occurred during com- | value that provides de- value that provides de- | Contact SIGMATEK | Error LED of
munication with the FPGA. tailed information on the tailed information on GmbH & Co KG the Safety
Possible cause(s): error the error module
« hardware error (FPGA) 0 SPI access 0 failed shines red
1 SPI access 1 failed
2 DMA no longer works
3 invalid FPGA version
4 FPGA not ready
ERRVAL(1130) A buffer was entered in a function actual buffer size maximum buffer size Contact SIGMATEK | Error LED of
call as a parameter. However, the GmbH & Co KG the Safety
buffer size is too large. module
Possible cause(s): shines red
e program error
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ERRVAL(1131) The wrong frame type was used always 0 always 0 Contact SIGMATEK | Error LED of
for the SSDO command GmbH & Co KG the Safety
Possible cause(s): module
« error in the Safety tool shines red
ERRVAL(1132) A Safety number for a remote Reason-Code 0: < 1024: doubled module Restart the applica- Error LED of
module exists twice. index of the module in the Safety number tion. the Safety
Possible cause(s): remote module table Check all Safety module
e an error has occurred while de- | Reason-Code 0: = 1024: numbers on unique- | shines red
termining the module safety a safety number of a re- ness.
number using the topology path | Mote module is the same
as the own safety number
Reason-Code 0: = 1025:
when requesting the own
safety number, the own
safety number was not re-
ceived
ERRVAL(1133) The micro controller is in the incor- | flags set in the program set value for the flags Contact SIGMATEK | Error LED of
rect processor mode. Either the status register or stack in the program status GmbH & Co KG the Safety
flags for the processor mode or for | pointer value. register or the up- module
activating the interrupts in the pro- per/lower limit of the shines red
gram status register are set incor- required stack area
rectly or the wrong stack is used.
Possible cause(s):
e processor mode does not
switch correctly (due to hard or
software errors)
ERRVAL(1134) The calculated output image in status of the local outputs status of the local out- | Contact SIGMATEK | Error LED of
both controllers is different. in the first controller puts in the other con- GmbH & Co KG the Safety
troller module
shines red
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ERRVAL(1135) The supply voltage of an expan- 0 if the supply voltage of module position Ensure that the ex- Error LED of
sion module is not OK. the CPU module is not (0 = 1st expansion ternal voltage supply | the Safety
Possible cause(s): OK module) for the pulse outputs | module
« external voltage supply not con- | 1 if during the watchdog in the Safety mod- shines red
nected test, an error is de- ules with digital in- DCOK LED
tected, that was trig- puts and the supply does not
» hardware error gered by a missing sup- voltage for the out- shine
ply voltage puts in Safety mod-
ules are correct. Af-
ter applying the cor-
rect voltage, the er-
ror can be canceled
with "Quit Error" or
by restarting.
ERRVAL(1136) The Boolean display of an output 0x00000000 means that invalid value Contact SIGMATEK | Error LED of
has an invalid value. the error was detected GmbH & Co KG the Safety
Possible cause(s): when decoding a cell in module
« software error (memory was the application memory shines red
overwritten in an disallowed lo- | OXFFFFFFFF means that
cation) the error was detected
. while coding the SAFE-
o hardware error (defective RAM) | gooL value for the SPDO
frame
ERRVAL(1137) The values from the back-read set values actual values Check voltage sup- Error LED of
outputs do not match the set val- (bit 0 = 1st output) (bit 0 = 1st output) ply. the Safety
ues of the outputs. If the error still oc- module
Possible cause(s): curs: shines red
« hardware error Contact SIGMATEK
(e.g. output transistor defective) GmbH & Co KG
o external error (i.e. short circuit,
voltage supply for the outputs
are missing)
¢ software error
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ERRVAL(1138) An error has occurred during the bit mask for identifying the | actual test step Contact SIGMATEK | Error LED of
Watchdog test. test step in which the error GmbH & Co KG the Safety
Possible cause(s): was detected module
 hardware error shines red
ERRVAL(1139)- In the configuration, invalid param- | index of the source or des- | maximum number of Contact SIGMATEK | Error LED of
ERRVAL(1141) eters are assigned in the COPY tination available cells or up- GmbH & Co KG the Safety
command. per/lower index limit module
Possible cause(s): shines red
o defective configuration loaded
o defective flash
ERRVAL(1142) After activating the upper output set value actual value, affected Contact SIGMATEK | Error LED of
semiconductor (HSS), at least one | (bit 0 = 1st output) outputs GmbH & Co KG the Safety
output is set to 1 although none of | always 0 (bit O = 1st output) module
the lower output semiconductors shines red
(FET) were activated. This is a
permanent error, which cannot be
canceled.
Possible cause(s):
o Output semiconductor (FET)
defective
ERRVAL(1143) After deactivating the HSS output value of the outputs after previously set outputs Contact SIGMATEK | Error LED of
semiconductor, none of the previ- shutting down the HSS (bit O = 1st output) GmbH & Co KG the Safety
ously set outputs are set to 0. (bit 0 = 1st output) module
Possible cause(s): blinks
« Output semiconductor (HSS)
defective
e unacceptably high capacitive
load
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ERRVAL(1144) After deactivating the FET output affected output always 0 Contact SIGMATEK | Error LED of
semiconductor, the corresponding (bit 0 = 1st output) GmbH & Co KG the Safety
output is not set to 0. module
Possible cause(s): blinks

o Output semiconductor (FET)
defective

e unacceptably high capacitive
load

ERRVAL(1145) After deactivating the FET semi- status of the outputs desired status of the Contact SIGMATEK | Error LED of
conductor, the value of an output (bit 0 = 1st output) outputs GmbH & Co KG the Safety
not connected to this FET has (bit O = 1st output) module
changed. blinks
Possible cause(s):

e internal cross-circuit in the out-
put circuit

ERRVAL(1146) The cyclic process is not com- Caller ID with which the code address, from Increase cycle time Error LED of
pleted within the allowed time. runtime trigger last oc- which the process is of Safety CPU. the Safety
Possible cause(s): curred. resumed, after the in- module

« application errors terrupt function has shines red
ended
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ERRVAL(1147) The logical program monitor has SCPO010: SCPO010: Contact SIGMATEK | Error LED of
determined that a program compo- | < 100 program component | Reason-Code 0 <100 | GmbH & Co KG the Safety
nent was not called for an unac- index required time for the module
ceptably long time. >=100 program compo- program component shines red
Possible cause(s): nent identification, where

« software error the error was detected SCP011 & SCP111:
100-109 Reason-Code 0: <
SCP011 & SCP111: 1000: required time for
<1000 program compo- the program compo-
nent index nent
>=1000 program compo-
nent identification, where
the error was detected
1000-1009

ERRVAL(1148) Back-reading of the HS transistors | position of the expansion value of the HS signal | Check voltage sup- Error LED of
is not OK. module ply. the Safety
Possible cause(s): (0 = 1st module) If the error still oc- module

o hardware error curs: shines red
Contact SIGMATEK
e no supply voltage GmbH & Co KG

ERRVAL(1149) An SSI expansion module has de- | module position and incor- | always 0 Contact SIGMATEK | Error LED of
tected an incorrectly coded value rectly coded value GmbH & Co KG the Safety
at an input. module
Possible cause(s): shines red

o hardware error

ERRVAL(1150) The input value has not been up- affected input (bit 0 = 1st maximum age Contact SIGMATEK | Error LED of
dated for an unacceptably long input) GmbH & Co KG the Safety
time. module
Possible cause(s): shines red

e error in the input hardware
e continuously changing input
signal
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ERRVAL(1151) The reserved stack area was over- | ID of the affected stack always 0 Contact SIGMATEK | Error LED of
written (lower limit). area GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
o stack-reserve dimensioned too
small
ERRVAL(1152) The reserved stack area was over- | ID of the affected stack always 0 Contact SIGMATEK | Error LED of
written (upper limit). area GmbH & Co KG the Safety
Possible cause(s): module
o software error shines red
o stack-reserve dimensioned too
small
ERRVAL(1153) The calculated output image in CRC of the send SPDO CRC of the send Contact SIGMATEK | Error LED of
both controllers is different. frame and the application SPDO frame and the GmbH & Co KG the Safety
Possible cause(s): memory of the first control- | application memory of module
 software error ler the other controller shines red
ERRVAL(1154) The information on the stored index of searched module number of elements in | Contact SIGMATEK | Error LED of
safety number of the remote mod- the remote module ta- | GmbH & Co KG the Safety
ule is inconsistent. ble module
Possible cause(s): shines red
e program error
ERRVAL(1155) The CPU test has detected an er- always 0 always 0 Contact SIGMATEK | Error LED of
ror. GmbH & Co KG the Safety
Possible cause(s): module
e CPU error shines red
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ERRVAL(1156) No encoder value was read by the | always 0 always 0 Restart application
encoder (SSI encoder, incremental Check, whether the
encoder), as the CPLD did not hardware structure
start the reading procedure. matches with the ap-
Possible cause(s): plication; change ap-

« standard application has not plication accordingly.
been started

o hardware class for the SSI
module is not placed

o hardware class for the SNC is
not placed

ERRVAL(1157) The maximum jitter between the always 0 always 0 Check versions of
reading procedures of the encoder FPGA and hardware
values have not been met. classes
Possible cause(s):

o invalid configuration by the
hardware classes
o hardware error
Version 4.1 Page 215




SAFETY SYSTEM HANDBOOK

o> SIGMATEK

ERRVAL(1158) The CPLD for the encoder reports | always 0 always 0 Check, whether in
an error, so that no encoder value the standard appli-
could be read. cation the parame-
Possible cause(s): ters for the encoders

« settings for the encoder are not are correct accord-
correct ing to their data
) sheets and have
e encoder is not connected been taken over in
e encoder is not supported the safe application
. . Check the cable
e encoder is defective SERnEETe © e
encoders
Check, whether the
used encoder is sup-
ported according to
the data sheet of the
SSI 021
Check, whether en-
coder is defective
ERRVAL(1159) Data read from the CPLD are always 0 always 0 Check, whether in

valid.
Possible cause(s):
o settings for the encoder are not
correct

o the settings for the encoder
have been changed during
runtime

e encoder is defective

the standard appli-
cation the parame-
ters for the encoders
are correct accord-
ing to their data
sheets and have
been taken over in
the safe application
Check the cable
connection to the
encoders

Check, whether en-
coder is defective
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ERRVAL(1160) The supply voltage of the encoder | always O always 0 Check the wiring of Safe DATA
is not OK. the supply voltage OK LED of
Possible cause(s): for the encoder the accord-
« supply voltage for the encoders ing encoder
does not exist channel
does not
o hardware error shine
ERRVAL(1161) There is an error in the configura- always 0 always 0 Check, whether the Safe DATA
tion of the module. parameters for the OK LED of
Possible cause(s): connected encoders | the accord-
« encoder connected, although have been set cor- | ing encoder
according to Safety application rectly in the Safety channel
it is not used application does not
shine
ERRVAL(1162) A signal error was detected by the | always 0 always 0 Check encoder wir- Safe DATA
first RS422 driver while testing the ing and encoder OK LED of
signals of the incremental en- the accord-
coder. ing encoder
Possible cause(s): channel
« cross circuit of the signal lines does not
shine
o cable break Encoder sta-
e short circuit tus LED of
the accord-
ing encoder
blinks
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ERRVAL(1163) A signal error was detected by the | always 0 always 0 Check encoder wir- Safe DATA
second RS422 driver while testing ing and encoder OK LED of
the signals of the incremental en- the accord-
coder. ing encoder
Possible cause(s): channel

« cross circuit of the signal lines does not
shine

o cable break Encoder sta-

e short circuit tus LED of
the accord-
ing encoder
blinks

ERRVAL(1164) A signal error was detected while always 0 always 0 Check encoder wir- Safe DATA
testing the signals of the Z track of ing and encoder OK LED of
the incremental encoder. the accord-
Possible cause(s): ing encoder

o cross circuit of the signal lines channel
does not

o cable break shine

o short circuit Encoder sta-
tus LED of
the accord-
ing encoder
blinks
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ERRVAL(1165) While testing the signals of the Z always 0 always 0 Check encoder wir- Safe DATA
track of the incremental encoder it ing OK LED of
was detected that the signal lines the accord-
Z+ and Z- are exchanged. ing encoder
Possible cause(s): channel

« exchange of the signal lines Z+ does not
and Z- shine
Encoder sta-
tus LED of
the accord-
ing encoder
blinks

ERRVAL(1166) No Z impulse was detected alt- always 0 always 0 Check the resolution | Safe DATA
hough a Z impulse should have of the encoder in the | OK LED of
occurred due to the movement. parameters of the the accord-
Possible cause(s): SNC 021 in the ing encoder

« set encoder resolution does not SafetyDesigner channel
match with real encoder resolu- Check encoder wir- | does not
tion ing and encoder shine

o encoder defective

ERRVAL(1167) Too few edges have been counted | always 0 always 0 Check the resolution | Safe DATA
on the A and B track between two of the encoder in the | OK LED of
Z impulses. parameters of the the accord-
Possible cause(s): SNC 021 in the ing encoder

« set encoder resolution does not SafetyDesigner channel
match with real encoder resolu- Check encoder wir- does not
tion ing and encoder shine

e encoder defective

ERRVAL(1168)- An input or output of an expansion | always 0 always 0 Contact SIGMATEK | Error LED of

ERRVAL(1171) module is in error status. GmbH & Co KG the Safety
Possible cause(s): module

e error in the expansion module shines red
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ERRVAL(1172) Not used
ERRVAL(1173) The values of the read outputs do always 0 always 0 Check voltage sup- LED of the
not match with the set values. The ply safe output
set value is 1, the actual value is If the error still oc- blinks
0. curs:
Possible cause(s): Contact SIGMATEK
« hardware error (e.g. output GmbH & Co KG
transistor defective)
« external error (e.g. short circuit,
supply voltage of the outputs
missing)
o software error
ERRVAL(1174) The values of the read outputs do always 0 always 0 Check voltage sup- LED of the

not match with the set values. The
set value is 0, the actual value is
1.
Possible cause(s):
« hardware error (e.g. output
transistor defective)

o external error (e.g. short circuit,
supply voltage of the outputs
missing)

o Software error

ply

If the error still oc-
curs:

Contact SIGMATEK
GmbH & Co KG

safe output
blinks
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ERRVAL(1175) The values of the read outputs do always 0 always 0 Check voltage sup- LED of the
not match with the set values. ply safe output
Possible cause(s): If the error still oc- blinks

o Hardware error (e.g. output curs:
transistor defective) Contact SIGMATEK
. GmbH & Co KG
« external error (e.g. short circuit,
supply voltage of the outputs
missing)
o Software error

ERRVAL(1176)- Not used

ERRVAL(1196)

ERRVAL(1197) There is an incorrect CRC2 in the always 0 always 0 Check configuration Error LED of
configuration. The status of the on validity. the Safety
module cannot be changed or con- If the error still oc- module
figured. curs: shines red
Possible cause(s): Contact SIGMATEK

o hardware error GmbH & Co KG
o incorrect configuration

ERRVAL(1198) The internal cycle time counter last time difference maximum time differ- Contact SIGMATEK | Error LED of
does not work correctly. ence GmbH & Co KG the Safety
Possible cause(s): module

« software error shines red
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ERRVAL(1199) The remote safety input value has | always 0 always 0 Check whether the Error LED of
exceeded the maximum age. standard communi- the Safety
Possible cause(s): cation for each re- module
« bus data exchange error quired Safety mod- blinks
5 ule is intact. In addi-
e error in the hardware of the re- tion, ensure that
mote module none of the non-re-
« software error in the remote quired Safety mod-
module ules is in the error
mode. It can also be
that the maximum
transmission time
was configured too
low. The above
points must be
checked. If the error
was corrected, it can
be canceled with
Quit error or by re-
starting the system,
errors are elimi-
nated.
ERRVAL (1200) Not used
ERRVAL(1201)- An unexpected exception has oc- address of the interrupted with an exception out- Contact SIGMATEK | Error LED of
ERRVAL(1205) curred. code side of the FSB call: GmbH & Co KG the Safety
Possible cause(s): always 0 module
« software error with an exception dur- shines red
ing the FSB call:
- FSB ID in the lower 2
bytes
- object index of the
upper 2 bytes
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ERRVAL(1206) The system times for both control- | determined drift between maximum allowed drift | Contact SIGMATEK | Error LED of
lers have to large a deviation. This | both controller system GmbH & Co KG the Safety
is a permanent error, which cannot | times module
be canceled. shines red
Possible cause(s):
o hardware error
ERRVAL(1207) The module type and module vari- | module type and variant of | module type and vari- Contact SIGMATEK | Error LED in
ant in the Firmware does not the firmware ant of the boot loader GmbH & Co KG the corre-
match the values stored in the un- sponding
changeable module parameters. Safety mod-
Possible cause(s): ule lights red
o incorrect firmware
ERRVAL(1208)- The non-changeable module pa- module parameters of the module parameters of | Contact SIGMATEK | Error LED of
ERRVAL(1209) rameters are different in both con- | first controller the other controller GmbH & Co KG the Safety
trollers. module
Possible cause(s): shines red
o hardware error
o flash programmed incorrectly
ERRVAL(1210) The firmware version is differentin | firmware version of the firmware version of the | Contact SIGMATEK | Error LED of
both controllers. first controller other controller GmbH & Co KG the Safety
Possible cause(s): module
o incorrect firmware shines red
ERRVAL(1211)- An error was detected in a non-ed- | detailed information on the | always 0 Contact SIGMATEK Error LED of
ERRVAL(1212) itable flash area during the ROM cause of the error GmbH & Co KG the Safety
test. This is a permanent error, module
which cannot be canceled. shines red
Possible cause(s):
o defective flash
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ERRVAL(1213)- An error was detected in an edita- | detailed information on the | always 0 Contact SIGMATEK | Error LED of
ERRVAL(1217) ble flash area during the ROM test | cause of the error GmbH & Co KG the Safety
Possible cause(s): module
« defective flash shines red
o module was deactivated while
programming the flash
ERRVAL(1218) After activating the lower output set value actual value, affected Contact SIGMATEK | Error LED of
semiconductor (FET), at least one | (bit 0 = 1st output) outputs GmbH & Co KG the Safety
output is set to 1 although none of | always 0 (bit 0 = 1st output) module
the upper output semiconductors shines red
(HSS) were activated.
Possible cause(s):
o Output semiconductor (HSS)
defective
ERRVAL(1219) The content of an SSDO answer in | always 0 always 0 Contact SIGMATEK | Error LED of
both controllers is different GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(1220) An attempt was made to write and | always 0 always 0 Contact SIGMATEK | Error LED of
invalid length of data to the flash. GmbH & Co KG the Safety
Possible cause(s): module
e program error shines red
ERRVAL(1221) An attempt was made to read a number of bytes that buffer size Contact SIGMATEK | Error LED of
buffer, whereby the buffer contains | should be read from the GmbH & Co KG the Safety
less than the required amount buffer module
data. shines red
Possible cause(s):
o software error
» defective Safety tool (SSDO
command)
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ERRVAL(1222) The test mode or maximum idle 0 the test mode time has always 0 After finished test Error LED of
time has elapsed. elapsed mode, again down- the Safety
load the configura- module
tion and restart. shines red
1 time for the maximum always 0 After finished Idle
Idle time has elapsed time resp. Check
2 time for the max. Check Config time cancel
Config time has the error and restart.
elapsed
ERRVAL(1223) The processing time for the inter- bit mask of the inputs or more precise infor- Contact SIGMATEK | Error LED of
nal test is incorrect. An attempt number of the erroneous mation about the GmbH & Co KG the Safety
was made start a test while the test step cause of the error module
previous test is still running shines red
Possible cause(s):
o software error
ERRVAL(1224) The processing time for the inter- bit mask of the inputs to be | bit mask of the previ- Contact SIGMATEK | Error LED of
nal test is incorrect. An attempt tested ously tested inputs GmbH & Co KG the Safety
was made start a test while the module
previous test is still running. shines red
Possible cause(s):
¢ software error
ERRVAL(1225) The configuration status cannot be | always 0 always 0 Contact SIGMATEK | Error LED of
set to configured, as the areas be- GmbH & Co KG the Safety
longing to the CRCs are invalid. module
Possible cause(s): shines red
¢ a firmware updated was per-
formed;
e module was configured incor-
rectly
o hardware error in the flash
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ERRVAL(1226) The configuration status cannot be | always 0 always 0 The Safety module Error LED of
set to configured, as the CRC must be reconfig- the Safety
given by the caller does not match ured. module
the actual one. The module does If the error still oc- shines red
not switch to the error status. Error curs:
displayed in the console window of Contact SIGMATEK
the SafetyDesigner. GmbH & Co KG
Possible cause(s):

e module was configured incor-
rectly
o hardware error in the flash

ERRVAL(1227) The configuration data format in actual configuration data configuration status Contact SIGMATEK | Error LED of
the flash is incorrect. setting GmbH & Co KG the Safety
Possible cause(s): module

« module was configured incor- shines red
rectly
o hardware error in the flash

ERRVAL(1228) The configuration status cannot be | always 0 always 0 Contact SIGMATEK | Error LED of
set to configured, as the configura- GmbH & Co KG the Safety
tion is deleted. module
Possible cause(s): shines red

e module was configured incor-
rectly
o hardware error in the flash
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ERRVAL(1229) The configuration is not in the sta- | always 0 always 0 Do not start program | Error LED of
tus by which the Verified flag can in Developer mode. the Safety
be set. Restart program and | module
Possible cause(s): thus trigger distribu- | shines red

« the configuration has never tion.
been distributed

o the configuration was written to
the Safety CPU in the develop-
ment mode

ERRVAL(1230) The SSDO command cannot be always 0 always 0 Again go online with | Error LED of
executed due to missing authori- the SafetyDesigner the Safety
zation. and again execute module
Possible cause(s): commands. shines red

o SafetyDesigner error

ERRVAL(1231) When going online, no sessions always 0 always 0 Check if several Error LED of
could be opened. SafetyDesigners are | the Safety
Possible cause(s): online, only one module

« another SafetyDesigner is al- SafetyDesigner may | shines red
ready online access.

ERRVAL(1232) The maximum number of remote number of remote modules | maximum number of Check and accord- Error LED of
modules has been exceeded. remote modules al- ingly change the the Safety

lowed number of remote module
modules. shines red

ERRVAL(1233) The module type coded in the Bit 31 = 0: CFG-Pins ac- If Reason Code 0 Contact SIGMATEK | Error LED of
CFG pins does not match the cording to the hardware Bit31 = 0: CFG pins GmbH & Co KG the Safety
Firmware or an unsupported 10 Bit 31 = 1: ID of the unsup- | according to firmware module
expansion card was inserted. ported expansion card If Reason Code O shines red
Possible cause(s): Bit 30 = 1: Vendor ID of Bit31 = 1: always 0

 incorrect firmware the unsupported expan- If Reason Code 0
sion card Bit30 = 1: Device ID of
Bit 29 = 1: ID of the unsup- | the not supported ex-
ported Safety Interface pansion card
module
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ERRVAL(1234) The SSDO command cannot be always 0 always 0 Again go online with | Error LED of
executed in this runtime status. the SafetyDesigner the Safety
Possible cause(s): and again execute module
« error in the Safety tool commands. shines red
ERRVAL(1235) The parameters in the header of parameters in the firmware | parameters in the boot | Contact SIGMATEK | Error LED of
the new Firmware do not match code GmbH & Co KG the Safety
this module. module
Possible cause(s): shines red
o incorrect firmware
ERRVAL(1236) An error has occurred while ac- identification of the error last error Check whether the Error LED of
cessing the SD card. cause SD card was re- the Safety
Possible cause(s): moved. If the SD module
« SD card has been removed card was not re- shines red
. . . moved, it must be
« defective or incompatible SD exchanged. The er-
card ror can be reset with
the removal of the
SD card and the
Quit Error command.
If the error still oc-
curs:
Contact SIGMATEK
GmbH & Co KG
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ERRVAL(1237)

Read/write error in the interpreter

code of the configuration.

During the configuration test, one

of the following errors were de-

tected:

a) An attempt was made to write
to a cell, which was already
written to from another source
(e.g. if 2 COPY commands with
the same destination exist or if
a COPY command provides a
non-writable cell as the destina-
tion).

b) An attempt was made to read a
non-readable cell. A cell is not
readable when there is no cor-
responding source from which it
was written (not initialized) or
when it cannot be used as the
source of a COPY command
(e.g. the header of the object
memory).

Possible cause(s):

o a defective configuration was
loaded, Flash defective

» defective flash

index of the incorrect cell

NP O

writing error
reading error

for FSoE: a remote
input is written to by
more than one
source

Contact SIGMATEK
GmbH & Co KG

Error LED of
the Safety
module
shines red
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ERRVAL(1238) The POST (Power On Self-Test) Bit mask with the out- always 0 An error was de- Error LED of
has not been completely pro- standing POST test steps tected during the the Safety
cessed start-up test. The er- | module
Possible cause(s): ror type is displayed | shines red

« software error in the Safe-
tyDesigner. The er-
ror can then be cor-
rected.

If the error still oc-
curs:

Contact SIGMATEK
GmbH & Co KG

ERRVAL(1239) The sector buffer on the SD card number of the sector always 0 Contact SIGMATEK | Error LED of
to which should be written is differ- | buffer to be written GmbH & Co KG the Safety
ent in both controllers module
Possible cause(s): shines red

¢ software error
ERRVAL(1240) The force mode was incorrectly always 0 always 0 In case of an inter- Error LED of
ended. rupt of the communi- | the Safety
Possible cause(s): cation between module
« A session or login time-out has SafetyDesigner and | shines red
occurred due to an interruption the module, cancel
in online communication with the error.
the SafetyDesigner,

o change the login level
(e.g. logout)

e close the session in the Safe-
tyDesigner
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ERRVAL(1241) The password format on the SD always 0 always 0 Try to reload the SD | Error LED of
card is incorrect. card. If an error still the Safety
Possible cause(s): occurs, exchange module
« SD card defective the SD card. shines red
If the error still oc-
e contents were changed retroac- curs:
tively Contact SIGMATEK
GmbH & Co KG
ERRVAL(1242) Internal error while processing the length of the STDO that maximum length of a Contact SIGMATEK | Error LED of
STDO should be written STDO GmbH & Co KG the Safety
Possible cause(s): module
« software error shines red
ERRVAL(1243) The information on a safety num- value of the valid module always 0 Contact SIGMATEK Error LED of
ber for a remote module is re- safety number (0 or GmbH & Co KG the Safety
quired but not available or invalid. OxFFFFffff) module
Possible cause(s): shines red
» software error
ERRVAL(1244) In the interpreter code of the con- FSB ID always 0 Contact SIGMATEK | Error LED of
figuration, an FSB identification GmbH & Co KG the Safety
was entered for which no corre- module
sponding code exists. shines red
Possible cause(s):
o error in the Safety tool
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ERRVAL (1245)

A value entered in the configura-
tion data is too large.
Possible cause(s):
e value input in the Safe-
tyDesigner too large

indicates which parameter
is too large

0

1

2

©

test time in the tempo-
rary operational status
cycle time for the
runtime monitor
maximum age of the re-
mote input

filter time or a local in-
put

watchdog time of a
Safety Interface input
optional flag of a Safety
Interface input

Cfg major version
unknown data after the
container header

no 0 placed at the end
of the function block
area

invalid length for the
FSoE slave parameters

10invalid value in the

FSoE configuration

11 invalid FSoE connec-

tion ID

12 invalid FSoE slave ad-

dress

13 saved FSoE addresses

in the controllers are
different or needed
number of addresses is
incorrect

limit

Set the value in the
configuration cor-
rectly (enter smaller
value).

Error LED of
the Safety
module
shines red
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14 slave address, used for
answering the
C_GET_SLAVEADDR
command, could not be
determined clearly

ERRVAL(1246) Errors in the function blocks Contact SIGMATEK
Possible cause(s): GmbH & Co KG
o software error
ERRVAL(1247) Errors in the function blocks, over- Check the parame-
flow in internal calculations ters and set value
Possible cause(s): range.
« software error If the error still oc-
. curs:
e incorrect parameter Contact SIGMATEK
o Safedint values out of allowed GmbH & Co KG
range
ERRVAL(1248) Errors in the function blocks, Contact SIGMATEK
wrong Safedint values. GmbH & Co KG
Possible cause(s):
» software error
ERRVAL(1249) Errors in the function blocks, Contact SIGMATEK
wrong internal status. GmbH & Co KG
Possible cause(s):
o software error
ERRVAL(1250) Errors in the function blocks, Contact SIGMATEK
wrong parameters. GmbH & Co KG
Possible cause(s):
o software error
ERRVAL(1251) Errors in the function blocks, Contact SIGMATEK
wrong Safebool values. GmbH & Co KG
Possible cause(s):
o software error
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ERRVAL(1252) Errors in the function blocks, Contact SIGMATEK
wrong function block ID. GmbH & Co KG
Possible cause(s):
« software error
ERRVAL(1253) Errors in the function blocks, Contact SIGMATEK
wrong end ID. GmbH & Co KG
Possible cause(s):
o software error
ERRVAL(1254) Errors in the function blocks, Contact SIGMATEK
wrong start ID. GmbH & Co KG
Possible cause(s):
¢ software error
ERRVAL(1255) Not used
ERRVAL(10000) The external supply voltage is not Byte 0 = O: always 0 Check supply volt- Error LED of
OK. During booting it was de- age Safety CPU
Possible cause(s): tected that the supply volt- If the error still oc- shines red
« external supply voltage not con- | @ge is not OK curs:
nected Byte 1: Contact SIGMATEK
Position of the module be- GmbH & Co KG
» hardware error hind the Safety CPU
ERRVAL(10001) The maximum allowed current of Byte 0: Byte 0 and 1: Check current of the | Error LED of
an encoder was exceeded (see 0: maximum current of the | Maximum allowed cur- | encoder Safety CPU
product data sheet of the SNC 021 | first encoder exceeded rentin 10 pA Check encoder wir- shines red
module). 1: maximum current of the | Byte 2 and 3: ing and encoder
Possible cause(s): second encoder exceeded | Measured current of If the error still oc-
o wiring error Byte 1: the encoder in 10 pA curs:
o Position of the module be- Contact SIGMATEK
® Cross circuit hind the Safety CPU GmbH & Co KG
o short circuit
e using a wrong encoder
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ERRVAL(10002) The current measured for an en- Byte O: Byte 0 and 1: Check encoder wir- Error LED of
coder is below the allowed limit. 0: limit for encoder 1 is too | Lower limit for the al- ing and encoder Safety CPU
Possible cause(s): low lowed current in 10 pA | If the error still oc- shines red
« wiring error 1: limit for encoder 2 is too | Byte 2 and 3: curs:
low Measured current of Contact SIGMATEK
* cable break Byte 1: the encoder in 10 pA GmbH & Co KG
e encoder defective Position of the module be-
hind the Safety CPU
o hardware error
ERRVAL(10003) The current measured for an en- Byte O: Byte 0 and 1: Check encoder wir- Error LED of
coder is above the allowed limit. 0: limit for encoder 1 is too | Upper limit for the al- ing and encoder Safety CPU
Possible cause(s): high lowed current in 10 pA | If the error still oc- shines red
o Wiring error 1: limit for encoder 2 is too | Byte 2 and 3: curs:
o high Measured current of Contact SIGMATEK
e Cross circuit Byte 1: the encoder in 10 pA GmbH & Co KG
e short circuit Position of the module be-
. hind the Safety CPU
o encoder defective
o hardware error
ERRVAL(10004) The voltage offset measured for Byte O: Byte 0 and 1: Exchange SNC Error LED of
an encoder for the current monitor- | 0: limit for encoder 1istoo | Lower limit for the al- module Safety CPU
ing is below the allowed limit with low lowed voltage offset in shines red
switched off supply voltage. 1: limit for encoder 2 istoo | mV
Possible cause(s): low Byte 2 and 3:
« hardware error Byte 1. Measured voltage off-
Position of the module be- | set of the encoder in
hind the Safety CPU mV
ERRVAL(10005) The voltage offset measured for Byte 0: Byte 0 and 1: Exchange SNC Error LED of
an encoder for the current monitor- | O: limit for encoder 1 is too | Upper limit for the al- module Safety CPU
ing is above the allowed limit with high lowed voltage offset in shines red
switched off supply voltage. 1: limit for encoder 2 istoo | mV
Possible cause(s): high Byte 2 and 3:
« hardware error Byte 1: Measured voltage off-
Position of the module be- | set of the encoder in
hind the Safety CPU mV
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ERRVAL(10006) The supply voltage measured for Byte 0: Byte 0 and 1: Check wiring of the Error LED of
an encoder is below the allowed 0: limit for encoder 1 is too | Lower limit for the al- external voltage sup- | Safety CPU
limit. low lowed voltage in mV ply and the encoders | shines red
Possible cause(s): 1: limit for encoder 2 istoo | Byte 2 and 3: If the error still oc-

o wiring error low Measured voltage of curs:
Byte 1: the encoder in mV Contact SIGMATEK
o cable break Position of the module be- GmbH & Co KG
e Cross circuit hind the Safety CPU
o hardware error

ERRVAL(10007) The supply voltage measured for Byte 0: Byte 0 and 1: Check wiring of the Error LED of
an encoder is above the allowed 0: limit for encoder 1 is too | Upper limit for the al- external voltage sup- | Safety CPU
limit high lowed voltage in mV ply and the encoders | shines red
Possible cause(s): 1: limit for encoder 2 is too | Byte 2 and 3: If the error still oc-

o wiring error high Measured voltage of curs:
Byte 1: the encoder in mV Contact SIGMATEK
* hardware error Position of the module be- GmbH & Co KG
hind the Safety CPU

ERRVAL(10008) The parameters for the set current | Byte 0: always 0 Check Safety CPU Error LED of
are invalid. Error information If the error still oc- Safety CPU
Possible cause(s): Byte 1: curs: shines red

« software error Position of the module be- Contact SIGMATEK
. hind the Safety CPU GmbH & Co KG
o Safety CPU not compatible
(see product data sheet of the
SNC 021 module)

ERRVAL(10009) An error was detected while test- Byte 0: always 0 Exchange SNC Error LED of
ing the checksum over the con- Error information module Safety CPU
stant elements for the current Byte 1: shines red
monitoring in the RAM. Position of the module be-

Possible cause(s): hind the Safety CPU
o software error
o RAM defective
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ERRVAL(10010) The two RS422 drivers return dif- Byte 0: always 0 Exchange SNC Error LED of
ferent results for at least one sig- information which signal is module Safety CPU
nal of the encoders. affected (Bit 0 = Signal A, shines red
Possible cause(s): Bit 1 = Signal B, Bit 2 =

« hardware error Signal Z)
Byte 1:
Position of the module be-
hind the Safety CPU

ERRVAL(10011) The maximum allowed input resp. Byte 0: Byte 0 and 1: Check the encoder Error LED of
counter frequency was exceeded 0: the maximum input Maximum allowed for encoder resolu- Safety CPU
(see product data sheet of the resp. counter frequency for | counter frequency in tion and speed shines red
SNC 021 module) encoder 1 was exceeded increments/ms If the error still oc-

Possible cause(s): 1: the maximum input Byte 2 and 3: curs:
« encoder resolution too high resp. counter frequency for | Measured counter fre- | Contact SIGMATEK
. encoder 2 was exceeded quency in incre- GmbH & Co KG
. e_ncoder used with a speed too Byte 1: ments/ms
high Position of the module be-
hind the Safety CPU

ERRVAL(10012) The maximum allowed encoder Byte 0: Byte 0 and 3: Check the encoder Error LED of
resolution was exceeded (see 0: the maximum encoder Currently configured for encoder resolu- Safety CPU
product data sheet of the SNC 021 | resolution for encoder 1 encoder resolution tion. If the error still shines red
module). was exceeded ocCurs:

Possible cause(s): 1: the maximum encoder Contact SIGMATEK
« Encoder resolution too high resolution for encoder 2 GmbH & Co KG
was exceeded
Byte 1:
Position of the module be-
hind the Safety CPU
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Documentation Changes

Change Affected | Chapter Note Version
date page(s)
28.04.2009 | All Base version created 0.1
11.05.2010 | All Edited base version 1.0
17.08.2010 | 63,64 Drawing and text corrected 1.1
23.08.2011 | 47 Password assignment 1.2
04.10.2011 | 38 Changed graphic 1.3
14.03.2012 | 46 Added Example of contact expansion 14
a7 Added Two-channel output
23.01.2013 |12 Added SCP010, SDI100, STO040 and 15
SR0O020
13
Added SCP010, SDI100, STO040 and
14 SR0O020
18 Added S-DIAS-Safety System Require-
20 ments
21 General Topology chapter: extended de-
scription
31 Added S-DIAS Safety Modules
36 Extended chapter Communication in the
Safety System
48-52 Added Error codes 1222 and 28800 sec-
onds
Chapter Mounting a Safety Module: ex-
55 tended description
Added chapters Example 5: Optional
58 Modules (from CSCP012) and Example
6: Interfaces (from CSCP012)
60 Chapter Creating the Configuration: ex-
62 tended description
66 Added error messages 1088 and 1087
71 Error messages 1086, 1087 and 1009
added
72 ) - )
Maximum Transmission Time: Descrip-
tion expanded
73
Error codes 1102 and 1103 added
74
Error code 1009 added
75
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76 Chapter, Calculating the Monitor Settings
(starting from CSCP012): description ex-
7 panded.
78 Reaction time calculation added (for-
mula)
88 Reaction time calculation added (for-
89 mula)
Reaction time calculation added (for-
o1 mula)
93 Reaction time calculation added (for-
mula)
95
Tbus added to the table
96 Fixed Time Parameters that Affect the
Reaction Time: table expanded
Chapter, Safe Output Errors: Error code
97 1137 added
Chapter, Outputs Cannot be Deac-
99 tivated: Error codes 1143 and 1144
added
103 Identifiers 5 to 10 added
109 Error code 1009 added
Chapter, Using Optional Modules (start-
ing with CSCP012) added
Chapter, Using Interface Variables (start-
ing with CSCP012) and Master and
Slave Mechanism with the SCP010 Mod-
ule added
Chapter, Using the SCP010 Module in
Stand-alone Mode added
Chapter, Requirements: Description ex-
panded
ERRVAL(9): Description expanded
ERRVAL(73) added
22.03.2013 | Com- 1.1.2 Symbols used edited 1.6
lete
gocu_ 1.1.5. Residual risks edited
?Oenma' 1.1.6. Special Safety Guidelines edited
1.3. Guidelines and Norms
. . edited
1.4. Life Span and Operating
Time edited
2.2. S-DIAS Safety System Struc-
ture added
2.3.4. Handheld Panel
edited
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General editing — S-DIAS System added

All identifiers deleted.

24.04.2013 7.1 Using Optional Modules (start- | " Starting with Firmware V245 ..." note 17
ing with CSCP 012) added
13.01.2014 | 10 Expanded table with S-DIAS modules 1.9
16 Expanded documentation list
22 Added SCPO11 in the table
24 Added last chapter with SCP 011
109 Added Certificate S-DIAS 1/O System
with internal Bus
20.01.2014 | All Added revisions 1-3 2.0
16 Added chapter Using Modules of Revi-
sion 1, Revision 2 and Revision 3
17 Added chapter Using Modules of Revi-
sion 1, Revision 2 and Revision 3
18 Added SSI 021
19 Expanded chapter 1.7 System Require-
" ments

Added SDI101, STO081, SRO021 and
SS1021 in table

26
55 Added S-DIAS Safety modules
Added chapter 3.2.1.5 Example 5: Op-
68 tional Modules (starting with Revision 2)
Added chapter 4.4.2.2 Maximum Trans-
97 mission Time (Output as Input)
o8 Added Indentifier 11 to 13
Added Indentifier 14 to 18
100
Added chapter 6.3.4 Exchanging Safe
Input or Output modules with the SCP
102 010 and the SCP 011 Safety Modules
Added last notice concerning SF_Op-
103 tional_Pwdll
104 Added chapter 7.2 Safety Measures and
148 Guidelines
159 Added last notice concerning Master

system
Added ERRVAL(1040-1048)

Changed ERRVAL(1148), added ERR-
VAL(1149), ERRVAL(1156-1171), ERR-
VAL(1172-1196) and ERRVAL(1197)
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25.04.2014 | 44 Wiring samples S-DIAS added 2.1
30.04.2014 | 17 Added SDM 081 mixed module 2.2
23 Added SDM 081 mixed module
25 Added SDM 081 mixed module
27 Added SDM 081 mixed module
23.05.2014 | 107 Added chapter Compatibility of S-DIAS 2.3

Safety Components
12.01.2015 | 107 Changed S-DIAS — Safety — |10 — Bus 24
graphic
25.02.2015 | 47 Added S-DIAS Hardware configuration 24
30.03.2015 |73 Changed Fig. 46 25
76 Added chapter Monitoring of contact-
based sensors using the Emergency
stop example
27.05.2015 |9 FSOE in table and footnote added 26
12 Table with new S-DIAS modules
18 Module of revision 4 added and descrip-
tion extended
19 SCP 111 added
20 Since revision 4: added
22 Last sentence with SCP 111 FSoE
safety protocol extended
23 Last paragraph with SCP 111 FSoE
safety protocol extended
25 SCP111 in table added
27 SCP 111 in text added
28 SCP 111 in text added
71 (not Revision 4) at Maximum Transmis-
sion added
83 Sentence about revision 4 in first para-
graph added
89, 90
Chapter Determination of Reaction Time
107 with FSoE Communication added
SCP 111 extended
112
SCP 111 extended
113-116
Chapter Communication via FSoE (Revi-
sion 4) added
117
New graphics with SCP 111
119
SCP 111 extended
171
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Description of ERRVAL(1148) added
23.06.2015 | Page 9 Changed 2" bullet point at first notice 2.7
(operating instruction instead of technical
documentation)
19
Updated Fig. 2 Architecture of decentral-
23 ized control
24 Updated Fig. 5 Architecture of decentral-
ized control
25 Added notice that the Safety CPU must
fit at the bus master
48
54 Updated Fig. 6 Example of a Safety sys-
tem
60 Updated Fig. 19 S-DIAS Hardware con-
figuration
Updated Fig. 24 C-DIAS Hardware con-
86 figuration of example 3
108 Added ,,...positioned on the bus mas-
ter...“at the description of Example 6: In-
terfaces (starting from Revision 2)
119 ,bus system*” replaced by , communica-
tion system*
Added notice that the Safety CPUs must
be positioned at the bus master
Updated graphic
02.10.2015 | 79 Using Unsafe Release Signals picture 2.8
changed
23.11.2015 Error list completely updated 2.8
29.03.2016 | 105 Added Identifier 19 and 20 2.9
117-125 Added chapter 7.7 Creating a FSoE con-
nection via an IP address
172 Changed ERRVAL(1004)
187 Changed ERRVAL(1068)
208 Changed ERRVAL(1233)
27.06.2016 CAN -> Safety Interface 3.0
102 Footnote added
01.09.2016 | 114 No standalone with SSI 3.1
25.10.2016 Error list extended 3.2
22.11.2016 EN 61508 -> EN 62061 3.2
28.03.2017 | 135 Error codes extended (1047-1050, 1156, | 3.3
1162-1165)
17.10.2017 | All General update 3.4
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23.05.2018 |81 4.4.3.5 OSSD Signals on SIG- Chapter added 35
MATEK Safety PLC Inputs
30.05.2018 11 Appendix A: Troubleshooting expanded 3.6
18.06.2018 2.5.1 Configuration Characteris- Validation notes added 3.7
tics
4.2.2 System Configuration
6.2 Changing the Configuration
6.3 Exchanging Modules
7.1 Using Optional Modules
25.07.2018 | 34 2.3.4 Hand Control Units List of units extended 3.8
Graphics added
140 7.8 Compatibility of S-DIAS Table updated
Safety Modules
18.09.2018 | 24 2.2 S-DIAS Safety System Archi- | Text example corrected 3.8
tecture
02.04.2019 TOV adjustments & HGW 1033-32 3.8
added
23.10.2019 | 141ff 11 Appendix A: Troubleshooting Error codes updated 3.8
25.05.2020 |14 1.1.3 General Safety Guidelines Supplemented by support SRO022. 3.9
1.5 Service Life, Operating Time Supplemented by documentation of the
19 and Switching Cycle Times use of the CAN bus.
1.7 Documentation
21 2.3.1 General Topology
27 2.3.2 Safety Modules
29 2.3.5 CAN Interface
321 2.5.4 Reaction Time and Turn-off
Times
36 . .
4.8 Reaction Time
92 7.8 Compatibility of S-DIAS-
Safety Modules
136 . .
11 Appendix A: Troubleshooting
185
203
01.07.2020 | 14, 27 Dc 101 and DC 102 added 4.0
01.12.2020 | 118 7.1 Using Optional Modules (start- | Text inserted before the Hazard warn- 4.0
ing with Revision 2) ings
07.03.2022 New products SCP 111-S, SCP 211 and | 4.1
SAI 041 added
07.03.2022 Page 243




SAFETY SYSTEM HANDBOOK o> SIGMATEK

Page 244 07.03.2022



